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INTRODUCTION 

The t h e o r e t i c a l  b a s i s  f o r  t h e  use o f  r e -  
~ ~ n d a n c y  i n  e l e c t r o n i c  systems was e s t a b l i s h e d  
ir. the papers  by J. von ~ e u m a n l  and E. F. ~ o o r e ?  
&:d C. E. Shannon. These papers  considered in- 
: ,mittent malfunctions of  elements whose prob- 
& i l i t y  of  f a i l u r e  was time invar ian t .  W. E. 
:ickinson and R. M. walker3 extended t h i s  concept 
t o  permanent f a i l u r e s  o f  elements and known 
fai lure  p r o b a b i l i t i e s  a s  a func t ion  o f  time. 

In tens ive  system enqineering4r5 e f f o r t s  on 
::,e use of  major i ty  vot ing redundancy i n  d i g i t a l  
ccqpurers has determined t h e  r e l a t i v e  mer i t  o f  
i npu t  and output  votinp,, t h e  optimimum s i z e  o f  
c:rcuitry between v o t e r s ,  r e l i a b i l i t y  requ i re -  
wnts o f  v o t e r s ,  and genera l  design ground r u l e s .  
: t i l izat ion of  M. cohn's6 proposal  t o  t r i p l i c a t e  
:kt majori ty  v o t e r  has  i n  t h e  p r a c t i c a l  sense 
~ I i e v e d  t h e  lLmiting r e s t r i c t i o n  o f  v o t e r  r e l i -  
rb i l i ty  on cemputer r e l i s b i l i t y .  The t reatment  
c.f a hypothe t ica l  c i i g i t a l  c o m ~ u t e r ~ '  capable of  
a useful computing func t ion  and implemented i n  
53jority vo t ing  redundancy ind ica ted  t h e  exces- 
sive complexity of  t h e  exac t  a n a l y t i c 2 1  approach. 
A Honte Carlo model f o r  simu1a:iaq t h e  s t a t i s t i -  
:a? f a i l u r e  s t r u c t u r e  of  a THR ( T r i p l e  Modular 
Fedundancy) computer was developed a s  an ex- 
tremely u s e f u l  design t o o l .  

The papers  p rev icus ly  noted a s  wel l  a s  many 
other mathematical and system engineering o r i e n t -  
ed papers have e s t a b l i s h e d  an exce l len t  back- 
pcund f o r  t h e  a p p l i c a t i o n  of  redundancy i n  t h e  
tesipn o f  d i g i t a l  computers r e q u i r i n g  high r e l i -  
abi l i ty .  It i s  t h e  purpose of  t h i s  paper t o  
Ctscribe t h e  design of  d i g i t a l  equipment u t i l i z -  
ing TMR and QUAD redundancy. Design problems, 
FeLia t i l i ty  p r e d i c t i o n s ,  r e l i a b i l i t y  achievement, 
k?d f u t u r e  impl ica t ions  w i l l  be covered. 

TNR DESIGN -- 
In  1961 t h e  Elec t ron ics  Systems Center of  

the Federal  Systems Division i n i t i a t e d  research  
dad development under c o n t r a c t  t o  Marshall S ~ a c e  
f l i g h t  Center on a highly r e l i a b l e  f l i g h t  com- 
Duter sys ten  f o r  t h e  guidance and c o n t r o l  of  t h e  
Vra tcd  Saturn I and t h e  Saturn V launch veh ic les .  
f h @  r e l i a b i l i t y  goa l  f o r  t h e  computer was 
establ ished a t  99% f o r  a 250 hour space mission 
hc1uding t h e  launch and t h r u s t  por t ions .  The 
COm~utstional requirements a n t i c i p a t e d  c a l l e d  f o r  
a maximum of  32K words o f  memory o f  28 b i t s  and 
an e l e c t r o n i c  p a r t  cnmpiement of  approximately 
12,000. Considering t h e  i n i t i a l  requirements f o r  

product ion d e l i v e r i e s  i n  t h e  per iod  1964-8 and 
t h e  pro jec ted  p a r t  f a i l u r e  r a t e s  t h e  r e l i a b i l i t y  
g o a l  was s i g n i f i c a n t l y  beyond t h e  c a p a b i l i t y  o f  
t h e  design and r e l i a b i l i t y  a r t  f o r  a non-redun- 
dan t  (simplex) computer. . . 

Trade o f f  s t u d i e s  o f  a t t a i n a b l e  r e l i a b i l i t y  
versus c o s t ,  weight,  and power r e s u l t e d  i n  t h e  
dec i s ion  t o  use TMR i n  t h e  l o g i c  and a r i t h m e t i c  
s e c t i o n s  and a modified form o f  duplex memories. 
The memory uses conventional  t o r o i d a l  c o r e s  i n  
a s e l f  -cor rec t ing  duplex8 Srrangement . Up t o  
e i g h t  i d e n t i c a l  4096 word memory modules may be 
operated i n  simplex f o r  a d d i t i o n a l  s t o r a g e  capa- 
b i l i t y  i n  ground opera t ion  o r  i n  duplex  airs 
f o r  t h e  high f l i g h t  r e l i a b i l i t y .  Figure 1 is  a 
s i m p l i f i e d  block diagram o f  t h e  memory. The 
e r r o r  d e t e c t  l o g i c  c o n s i s t s  o f  a p a ~ i t y  check 
and-a memory d r i v e  c u r r e n t  monitor.  When both 
memories a r e  opera t ing  without f a i l u r e ,  each 
memory is c o n t r o l l e d  by i ts  b u f f e r  r e ~ i s t e r .  
Both memories a r e  simultaneorlsly read  and updated, 
:4 b i t s  i n  p a r a l l e l .  While a s i n c l e  c y c l e  is 
r e q u i ~ e d  t o  read i n s t r u c t i o n s  (13 b i t s  p l u s  a 
pa1;ity b i t  p e r  i n s t r u c t i o n ) ,  two c y c l e s  a r e  re- 
qul red  f o r  read ing  and updating d a t a  (26 b i t s  
p l u s  2 p a r i t y  b i t s ) .  The p a r a l l e l  ou tpu ts  o f  
t h e  b u f f e r  r e g i s t e r s  a r e  s e r i a l i z e d  a t  t h e  512 K 
b i t  r a t e  under c o n t r o l  of  t h e  memory s e l e c t  log ic .  
I n i t i a l l y  on ly  one memory output  is t r a n s f e r r e d  
t o  t h e  c e n t r a l  computer but  both a r e  a c t i v e .  
When an e r r o r  is de tec ted  i n  t h e  memory being 
used t h e  e r r o r  d e t e c t  l o g i c  causes t h e  memory 
s e l e c t  l o g i c  t o  switch immediately t o  d a t a  from 
t h e  o t h e r  memory. Both memories a r e  then r e -  
generated by t h e  b u f f e r  r e g i s t e r  o f  t h e  "good" 
memory t h u s  c o r r e c t i n g  t r a n s i e n t  e r r o r s .  Af te r  
t h e  e r r o r  d e t e c t i o n  and p a r i t y  checking c i r c u i t s  
have ind ica ted  t h e  c o r r e c t i o n  of t r a n s i e n t  e r r o r s  
by lack  o f  an e r r o r  s i g n a l ,  each memory is aga in  
c o n t r o l l e d  by i ts  own buf fe r  r e g i s t e r .  The 
prev ious ly  erroneous memory is  no t  used by t h e  
computer u n t i l  t h e  "good" memory develops an 
e r r o r .  Hence, instantaneous switching from one 
memory t o  t h e  o t h e r  r e s u l t s  i n  continuous c o r r e c t  
computer opera t ion  u n t i l  simultaneous f a i l u r e  a t  
t h e  same s to rage  l o c a t i o n  i n  both memories. 

The duplex memory design presen ted  sub- 
s t a n t i a l  r e l i a b i l i r y  design problems a s  wel l  a s  
r e l i a b i l i t y  p r e d i c t i o n  problems. The r e l i a b i l i t v  
p r e d i c t i o n  model f o r  a s i n g l e  mentory module is 
f a i r l y  simple and b a s i c a l l y  dependent cn p a r t  
f a i l u r e  r a t e s  and redundancy o f  t h e  a s s o c i a t e d  
e l e c t r o n i c s .  The duplex model must inc lude  r h e  



e f f e c t i v e n e s s  o f  t h e  e r r o r  de tec t ion .  The de- 
t a i l e d  model and t h e  assoc ia ted  r e l i a b i l i t y  
equa t ions  have been t r e a t e d  elsewhere9. Sen- 
s i t i v i t y  a n a l y s i s  o f  t h e  r e l i a b i l i t y  model of  
t h e  proposed memory system i n d i c a t e d  t h e  need 
f o r  c l o s e  l i a i s o n  between t h e  designer  and t h e  
r e l i a b i l i t y  ana lys t .  

The determinat ion o f  t h e  e f f e c t i v e n e s s  of  
t h e  e r r o r  d e t e c t i o n  requ i red  answers t o  ques t ions  
such a s  t h e  following: 

What is t h e  p r o b a b i l i t y  o f  mul t ip le  f a i l u r e s  
r e s u l t i n g  i n  c o r r e c t  p a r i t y ?  

What is t h e  time d i s t r i b u t i o n  o f  e r r o r s  compared 
t o  t h e  d i s t r i b u t i o n  of  t imes between successive 
readouts  of  memory addresses? 

What is  t h e  r e l i a b i l i t y  of  t h e  p a r i t y  and memory 
d r i v e  c u r r e n t  monitors? 

Which memory p a r t  f a i l u r e s  a r e  non-detectable 
by t h e  e r r o r  d e t e c t i o n  and what is t h e i r  prob- 
a b i l i t y  c f  occurrence? 

W i l l  f a i l u r e s  i n  t h e  memory decoupling and 
power sequencing be de tec ted?  

Deta i led  a n a l y s i s  o f  t h e  memory opera t ion  i n  t h e  
presence of  p a r t  f a i l u r e s  r e s u l t e d  i n  an e s t i -  
mate t h a t  93% of  expected f i r s t  f a i l u r e s  would 
be de tec ted  by t h e  combined p a r i t y  and d r i v e  
c u r r e n t  monitors. Analysis o f  memory module 
f a i l u r e s  during f a c t o r y  acceptance t e s t  and 
f i e l d  opera t ion  ind ica ted  95% e f f e c t i v e n e s s  i n  
d e t e c t i n g  f i r s t  memory f a i l u r e s  b a s i c a l l y  con- 
f i rming  t h e  memory design.  

Figure 2 g ives  a schematic r e p r e s e n t a t i o n  
o f  t h e  TMR redundancy used i n  t h e  computer l o g i c .  
Each module i s  i d e n t i c a l ,  r e c e i v i n g  t h e  same 
problem simultaneously. The ou tpu ts  of  each 
module feed i n t o  "majori ty  elements'' designated 
a s  vo te rs .  The output  is determined by t h e  
major i ty  o f  t h e  v o t e r  input  s i g n a l s .  The number 
and placement o f  v o t e r s  p r e s e n t s  an important 
design and r e l i a b i l i t y  a n a l y s i s  problem. Re- 
fe rences4 ,5  g ive  a d e t a i l e d  approach t o  o p t i -  
mizing t h e  system r e l i a b i l i t y  considering t h e  
amount o f  c i r c u i t r y  between v o t e r s ,  t h e  r e l i -  
a b i l i t y  o f  t h e  vo te rs ,  and c e r t a i n  b a s i c  assump- 
t i o n s .  In  a c t u a l  design a d d i t i o n a l  f a c t o r s  must 
be considered,  such a s :  

1. Voter c i r c u i t  delays and d r i v e  requ i re -  
ments. 

2. Number of  s i g n a l  t r a n s f e r s  out  of  a pro- 
posed s i g n a l  module. 

3 .  Second l e v e l  package s i z e  l i m i t a t i o n s  
due t o  connector c a p a b i l i t i e s ,  expected 
f a b r i c a t i o n  y i e l d ,  and t e s t  c a p a b i l i t i e s .  

4. Maintenance, t r o u b l e  shooting t ime,  and 
l o g i s t i c  requirements. 

Considerat ions such a s  t h e  above r e s u l t e d  i n  a 
number of  t r a d e o f f s  and a reasonably optimum 
d e s i g .  The computer l o g i c  was divided i n t o  
seven modules with an average o f  13  voted outputs .  

An exac t  a n a l y t i c a l  approach t o  p r e d i c t i n g  
t h e  r e l i a b i l i t y  o f  a computer o f  such complexity 
is imprac t ica l .  A programlo f o r  t h e  IBM 7090 was 
developed using a Monte Carlo technique f o r  f a i l -  
u re  generat ion and l o g i c  s imulat ion f o r  t r a c i n g  
t h e  e f f e c t s  of  a f a i l u r e .  The program genera tes  
a random s e t  of  component p a r t  f a i l u r e s  consider-  
ing  t h e  f a i l u r e  r a t e  f o r  each component p a r t  
type ,  t h e  number o f  each type component Dart 
used i n  t h e  computer. and t h e  time f o r  a complete 
mission. The r e s u l t i n g  numbers a r e  r e l a t e d  t o  
a s p e c i f i c  p a r t  i n  a l o g i c  block and when weight- 
ed by t h e  condi t iona l  p r o b a b i l i t y  o f  an open 
appears  a s  an open o r  shor ted  p a r t .  Logic block 
f a i l u r e  parameters s u ~ p l i e d  t o  t h e  program then 
determine whether t h e  l o q i c  blo-ck f a i l s  t o  a 
l o g i c a l  "1" o r  "0". The program then t r a c e s  t h e  
f a i l e d  s i g n a l  through t h e  s imulated l o g i c  t o  t h e  
input  t o  a v o t e r .  I f  t h e  Drogram f i n d s  t w o  o f  
t h e  t h r e e  inputs  t o  a v o t e r ,  f a i l e d  i n  t h e  same 
d i r e c t i o n ,  a system f a i l u r e  has occurred.  The 
s t e p s  above a r e  continued f o r  t h e  dura t ion  o f  
t h e  mission o r  u n t i l  a system f a i l u r e  occurs  
whichever happens f i r s t .  This  process  was tpi- 
cal ly-repeated f o r  twenty thousand mission times. 
The r e l i a b i l i t y  o f  t h e  computer f o r  t h e  s p e c i f i e d  
mission is 

number o f  success fu l  s imulated missions 
R = t o t a l  number of  s imulated missions 

The es t imate  f o r  t h e  r e l i a b i l i t y  o f  t h e  coqputer 
l o g i c  f o r  a 250 hour mission obtained from t h e  
program f o r  20,000 s imulated missions is  0.9994. 

While t h e  end u t i l i z a t i o n  o f  t h e  computer 
is t h e  guidance and c o n t r o l  of  t h e  Saturn launch 
v e h i c l e ,  e a r l y  s t u d i e s  ind ica ted  t h a t  a l l  but  a 
very few opera t ing  hours would occur  on t h e  
ground because of  t h e  l a r g e  number o f  acceptance 
and v e r i f i c a t i o n  t e s t s .  Ear ly  f i e l d  and f l i g h t  
experience i n d i c a t e s  t h a t  l e s s  than 1% of t o t a l  
opera t ing  time w i l l  be i n  f l i g h t .  Consequently 
maintenance and t r o u b l e  shooting a c t i v i t i e s  a r e  
o f  extreme importance. NASA personnel  suggested 
t h e  use of  Disagreement Detectors  (DD) shown i n  
Figure 2. A t  s e l e c t e d  v o t e r  l o c a t i o n s  t h e  v o t e r  
i n p u t s . a r e  monitored by a DD which provides an 

7 e r r o r  i n d i c a t i o n  output  when t h e r e  is a disagree-  
ment among the v o t e r  inputs .  The DD ou tou ts  a r e  
s t o r e d  i n  a r e g i s t e r  f o r  use i n  ground t rouble  
shooting and f o r  t e lemeter inq  computer s t a t u s  
iu r ing  f l i g h t .  

TMR RELIABILITY VERIFICATION 

The f i e l d  measurement and/or a n a l y t i c a l  
v e r i f i c a t i o n  o f  a high r e l i a b i l i t y  f o r  a redun- 
dant  computer is extremely d i f f i c u l t  and may be 
i n f e a s i b l e  depending on t h e  expected usaxe. Tb  
confirmation of  a computer r e l i a b i l i t y  of  0.09 
f o r  a f l i g h t  mission of  250 hours a t  t h e  90% 
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confidence l e v e l  r e q u i r e s  approximately 57,500 
computer opera t ing  hours without f a i l u r e .  Sinct  
t h e  expected f l i g h t  time i n  t h e  e n t i r e  program 
is l e s s  than a thousand hours ,  f l i g h t  r e l i a b i l i t y  
v e r i f i c a t i o n  is c l e a r l y  i n f e a s i b l e .  

Since a l l  computers a r e  under complete 
s u r v e i l l a n c e  i n  t h e  f i e l d  and have i n d i v i d u a l  
e lapsed t ime i n d i c a t o r s  t h e  measurement o f  Mean 
Time Between Component F a i l u r e  (MTBCF) is q u i t e  
f e a s i b l e  with high accuracy and confidence. The 
prov is ion  of  t h e  DD and assoc ia ted  disagreement 
r e g i s t e r  ensures  d e t e c t i o n  of  a l l  l o g i c  mal- 
func t ions  ( s o l i d s ,  i n t e r m i t t e n t s ,  and one time 
occurrences) .  I t  is of  course reasonable t o  
proceed from a MTBCF measured a t  t h e  90% con- 
f idence  l e v e l ,  assumed p a r t  f a i l u r e  d i s t r i b u -  
t i o n s ,  and t h e  p r o b a b i l i t y  o f    art open c i r c u i t s  
assuming t h e  p a r t  has  f a i l e d  t o  a r r i v e  a t  a de- 
duced f l i g h t  r e l i a b i l i t y .  A t  t h i s  time however, 
t h e  v e r i f i c a t i o n  of  p a r t  open p r o b a b i l i t i e s  
and p a r t  f a i l u r e  d i s t r i b u t i o n s  a t  an accep tab le  
confidence l e v e l  is  no t  p o s s i b l e  from f i e l d  da ta .  
The most t h a t  can be s a i d  a t  t h i s  time is t h a t  
t h e  assumptions have not  been disproved. 

A summary o f  f i e l d  f a i l u r e  s u r v e i l l a n c e  
as o f  25 September 1967 is given i n  Table 1. 
F i e l d  d a t a  covers  

Pred ic ted  
Surve i l l ance  Data Number MTBCF 

' Incidents  30 
p i g n i f i c a n t  F a i l u r e s  1 3  
F l i g h t  S i g n i f i c a n t  F a i l u r e s  7 1,316 

Required Observed 
Furve i l l ance  D a t t  MTBCF MTBCF 

Znciden ts 522 
S i g n i f i c a n t  F a i l u r e s  1,205 
F l i g h t  S i g n i f i c a n t  F a i l u r e s  691 2,235 

Table 1. Surve i l l ance  Data Summary 

22 computers operated i n  t h e  f i e l d  f o r  
15,674 power on hours. Inc iden ts  a r e  defined a s  
t h e  t o t a l  number of  repor ted  malfunct ions i n  
usage. This  inc ludes  most i n t e r m i t t e n t s  and 
s i n g l e  datum e r r o r s  made r e p o r t a b l e  by means o f  
the  disagreement d e t e c t o r s  and  assoc ia ted  r e g i s -  
t e r .  S i g n i f i c a n t  f a i l u r e s  a r e  those  component 

-ha l func t ions  remaining a f t e r  eva lua t ion  has ex- 
:luded malfunctions due t o  e x t e r n a l  causes,  
n u l t i p l e  p a r t  f a i l u r e s  due t o  an i n i t i a l  p a r t  
Fai lure and human e r r o r s .  F l i g h t  s i g n i f i c a n t  
a i l u r e s  a r e  those component malfunct ions t h a t  
ould have occurred i n  f l i g h t .  This  c l a s s i f i -  

Cation is a r r i v e d  a t  by censoring t h e  s i q n i f i c a n t  
Fai lure c l a s s i f i c a t i o n  f o r  t h o s e  f a i l u r e s  unique 
to t h e  ground o p e r a t i o n a l  environment. 

Since t h e  end use is f l i g h t ,  comparisons 
Cmong pred ic ted ,  requ i red ,  and observed MTBCF 
For f l i g h t  s i g n i f i c a n t  f a i l u r e s  a r e  o f  much 
i n t e r e s t .  The i n i t i a l  p r e d i c t i o n  f o r  t h e  computer 

o f  1,316 hours is s i g n i f i c a n t l y  above t h e  r e -  
quirement o f  691 hours. cons ider ing  t h a t  a 
demonstration was included i n  t h e  c o n t r a c t . w i t h  
a f e e  i n c e n t i v e ,  t h e  above condi t ion  was neces- 
s a r y  t o  reduce t h e  producer 's  r i s k  t o  an accept-  
a b l e  value. The observed MTBCF f o r  f l i g h t  
s i g n i f i c a n t  f a i l u r e s  is 170% o f  t h e  p red ic ted  
value. Since t h e  observed value is c a l c u l a t e d  
based on only 7 f a i l u r e s  t h e  lower 90% confidence 
va lue  may be more appropr ia te  f o r  comparison. 
The lower 90% confidence l i m i t  on t h e  observed 
MTBCF f o r  f l i g h t  s i g n i f i c a n t  f a i l u r e s  is  1,327 
hours which compares favorably with t h e  pred ic ted  
value. To d a t e  t h r e e  f l i g h t s  have been completed 
with p e r f e c t  performance by t h e  computer. While 
t h e  l a r q e  major i ty  o f  f l i g h t s  a r e  s t i l l  i n  t h e  
f u t u r e ,  t h e  f l i g h t  and ground opera t ion  r e s u l t s  
t o  d a t e  confirm t h e  dec i s ion  t o  accep t  a f l i g h t  
incen t ive  o f  maximum reward f o r  no f l i g h t  f a i l u r e s  
of t h e  computer and maximum pena l ty  f o r  one o r  
more computer f l i g h t  f a i l u r e s .  

QUAD DESIGN 

In  1960 t h e  E l e c t r o n i c s  Systems Center of  
t h e  Federal  Systems Divis ion i n i t i a t e d  research  
and development under c o n t r a c t  t o  Grumman A i r -  
c r a f t  Engineering Corporation on t h e  Primary 
Procewor  and Data Storaqe (PPDS) f o r  t h e  NASA 
O r b i t a l  Astronomical Observatory. The IBM de- 
s igned equipment incorpora tes  t h e  c e n t r a l  t iming 
source ,  command s t o r a q e ,  d a t a  s t o r a g e ,  e l e c t r o n i c s  
f o r  r o u t i n g  commands t o  c o n t r o l  var ious  spacecra f t  
func t ions ,  and e l e c t r o n i c s  f o r  r o u t i n g  d a t a  from 
t h e  experiment packaqes t o  t h e  d a t a  s to rage .  
I n i t i a l  a n a l y s i s  i n d i c a t e d  t h a t  t h e  f u n c t i o n a l  
requirements  o f  t h e  PPDS could be accomplished 
with a 15,000 component p a r t  machine and 100,000 
c o r e s  f o r  memory. 

The i n i t i a l  r e l i a b i l i t y  requirement was 95% 
f o r  a year  opera t ion  i n  space. Considering t h e  
scheduled d e l i v e r y  d a t e  o f  l a t e  1962 f o r  f l i g h t  
hardware and t h e  pro jec ted  s t a t e  o f  t h e  r e l i a b i l -  
i t y  a r t  with r e s p e c t  t o  component p a r t s  t h e  r e l i -  
a b i l i t y - o f  a simplex machine was p r o j e c t e d  a s  1% 
f o r  a year  i n  space. The use o f  duplex and TXR 
implementation a s  wel l  a s  a Minuteman type p a r t s  
improvement program were considered and r e j e c t e d  
on t h e  b a s i s  o f  f a i l i n g  t o  meet t h e  r e l i a b i l i t y  
requirement o r  p resen t ing  t o o  high a r i s k .  Study 
o f  redundant component c i r c u i t s  (QUAD) r e s u l t e d  
i n  t h e  conclusion t h a t  t h i s  method would r e s u l t  
i n  a s a t i s f a c t o r y  r e l i a b i l i t y  wi th in  t h e  schedule 
and c o s t  c o n s t r a i n t s .  

The concept o f  QUAD redundancyi2 a t  t h e  
pass ive  component Dart l e v e l  is i l l u s t r a t e d  i n  
Figure 3 with t h e  dashed l i n e  i n d i c a t i n q  an 
op t ion  dependent on t h e  p r o b a b i l i t y  o f  opens and 
s h o r t s  f o r  t h e  pass ive  p a r t s  under cons idera t ion .  
Considerins  only opens and s h o r t s  two o r  more 
p a r t s  must f a i l  t o  cause t o t a l  network f a i l u r e  
provided t h e  source and load can perform s a t i s -  
f a c t o r i l y  over  t h e  range o f  impedance provided 
by t h e  t o t a l  network i n  t h e  presence of  p a r t  
f a i l u r e s .  The r e l i a b i l i t y  equat ion f o r  t h e  net-  



work of Figure 3 without the dashed connection 
is given in the literaturei2*13 as 

where QNS is the probability that N shorts 

and QNO is the  roba ability that N opens 

If the probability of failure in the short mode 
is zero, all elements N can be made parallel- 
redundant and the reliability is R = 1 - ~b~ 
where K is number of parallel elements. 

A physical and mathematical analysis of 
the basic QUAD network clearly reveals the im- 
portance of short and open probabilities at the 
component part level to the circuit designer and 
reliability analyst. In the PPDS these prob- 
abilities were established for over 70 basic part 
types for each of three environments namely 
ground, powered flight, and orbit. Historical 
failure data, physics of failure analysis, over- 
stress testing, process analysis, and engineering 
judgment were used in establishing open and short 
failure probabilities. 

The inclusion of active component parts 
into QUAD networks has received much at.tention13, 
14. Extensive design efforts on digital circuits 
using discrete transistors have disclosed a num- 
ber of basic problems14 includinq the following 

o Transistor parameters are subject to more 
demanding requirements than in simplex 
design. 

o A QUAD configuration circuit must be ap- 
plied so as to drive significantly less 
load than a simplex circuit. 

o The QUAD design will-dissipate signifi- 
cantly more power if maximum speed is re- 
quired. 

o The QUAD approach is inherently slower 
with respect to signal propagation time. 

o Part failure within a QUAD materially in- 
creases semi-conductor dissipation in re- 
maining onerational portions of QUAD. 

Detailed circuit design of the 22 distinct cir- 
cuits used in the PPDS confirmed the above design 
problems. 

Figure 4 shows a simplex Memory Address 
Register circuit and the QUAD counterpart used 
in the PPDS design for comparison purposes. In 
the QUAD design the capacitors, diodes, and 
resistors associated with a transistor quadrant 
are simplex rather than QUAD. This results from 
the particular resistors and capacitors having 
a negligible probability of shorting, the effect 
of opens on the resultant quadrant operation, 
the predominant contribution of the transistor 

to the quadrant failure probability, and the 
reliability versus power, weight, and cost trade- 
offs. It should be noted that resistors capable 
of causing the entire circuit to fail are in 
QUAD parallel. 

The relatively precise circuitry required 
for core memories such as current drivers and 
temperature compensators eliminates component 
part redundancy as a practical approach to high 
reliability memories. The command storage of 
256 - 30 bit words uses a four quadrant array 
packaged in a single array with dimensions of 
32x32~30. The schematic for the QUAD memory 
module with associated addressing is given in 
Figure 5 .  Each word is written into word loca- 
tions in each of the four quadrants Al, A2, Bl, 
and B2. The word is written into and read from 
two locations (A1 and A2 or B1 and B2) simul- 
taneously. The basic assumption was made that 
all failed core locations yield a "zeroa' output. 
Based on this assumption voting on the quadrant 
outputs is accomplished with latches. The 
presence of a "one" in any of the four locations 
is recoqnized as a "one". Partial compliance 
with the "fail to zero" assumption can be assured 
by circuit design. Design ground rules were 
accordingly established in the memory electronic 
areas to discriminate aqainst failure modes 
having a significant probability of "one" fail- 
ures. The ."fail to one" situation has been 
further allievated by providing the capability 
to bypass failed locations and by gating the 
four outputs to-allow quadrants of the array 
which contain failures to the "one" state to be 
ienored . 

The excellent masking of component part 
malfunctions by proper QUAD design presents a 
serious problem in maintainability design, 
acceptance test specifications, and operational 
policy. At the circuit level terminals can be 
brought out or special probes dqsigned to make 
the necessary measurements to ensure that at 
initial acceptance testing all component parts 
are functional. There is of course an obvious 
resources penalty compared to circuits that can 
be completely tested by means of output measure- 
ments. Factory acceptance testing and field 
verification testinq of higher levels of asseihly 
involving hundreds or thousands of QUAD circuits 
is practical only on an input output basis. An 
operational policy of maintenance only on system 
failure naturally follows. Reliability degrada- 
tion prior to mission initiation during storage, 
spacecraft integration. and system checkout 
must be included in mission success predictions. 

The PPDS reliability requirement, based on 
operation in space for a year, was modified to 
include 3300 hours of ground operation prior to 
launch in order to include the effects of the 
unknown but statistically predictable reliability 
degradation existing at launch. For long life 
unmanned missions such as the Orbital Astronom- 
ical Observatory, the PPDS policy of maintenance 
only at system failure and inclusion of ground 



bera t ion  degradat ion i n  r e l i a b i l i t y  p r e d i c t i o n  
ppears t o  be c o m ~ l e t e l y  compatible with QUAD 
kdundancy. 

QUAD RELIABILITY VERIFICATION 

While t h e  number of  planned OAO missions 
s smal l ,  t h e  mission dura t ion  is  s u f f i c i e n t l y  
ong t o  permit  t h e  measurement o f  f l i g h t  r e l i -  
b i l i t y  a t  an accep tab le  l e v e l  by t h e  end of t h e  
l i g h t  program. This  o f  course is o f  l i t t l e  
omfort when r e l i a b i l i t y  assurance p r i o r  t o  first 
l i g h t  is  des i red .  

The ground opera t ing  experience on t h e  PPDS 
oes provide some v e r i f i c a t i o n  o f  QUAD redundancy. 

IS o f  25 September 1967, f i v e  PPDS have accumu- 
l a t e d  approximately 5000 opera t ing  hours i n  t h e  
' i e l d  without  a system f a i l u r e .  While s t a t i s t i -  
: a l l y  inconc lus ive ,  t h i s  is c e r t a i n l y  encouraging 
:ram t h e  engineering po in t  o f  view. 

A s i n g l e  PPDS used f o r  system i n t e g r a t i o n  
ind environmental q u a l i f i c a t i o n  was re tu rned  f o r  
-efurbishment and engineering changes a f t e r  ap- 
\ roximately 3000 f i e l d  opera t ing  hours. Accept- 
mce l e v e l  t e s t s  a t  t h e  system l e v e l ,  u n i t  l e v e l ,  
hnd c i r c u i t  l e v e l  were p r o ~ r e s s i v e l y  made during 
iisassembly. No d i sc repanc ies  were discovered 

- s t  t h e  system and u n i t  l e v e l .  Detai led f a i l u r e  
m a l y s i s  was conducted on a l l  c i r c u i t s  f a i l i n g  
t o  meet t h e i r  i n i t i a l  acceptance condit ions.  
Fa i lu re  a n a l v s i s  revealed f i v e  component p a r t  
Fa i lu res  chargeable t o  t h e  3000 hours o f  f i e l d  
operat ion.  

The summation of  t h e  p red ic ted  component 
p a r t  f a i l u r e  r a t e s  f o r  ground opera t ion  o f  t h e  
PPDS is 1785x10-6 p e r  hour. A t  t h i s  r a t e ,  f i v e  
f a i l u r e s  would be expected i n  2800 ground oper- 
a t i n g  hours ( 5/1785x10-6 ) . F i e l d  opera t ion  has 
then  i n d i c a t e d  a most probable p a r t  f a i l u r e  r a t e  
somewhat lower than t h a t  used i n  t h e  p red ic t ion .  
Based on t h e  f a c t  t h a t  t h e s e  f i v e  component p a r t  
f a i l u r e s  were masked a t  t h e  system l e v e l  by t h e  
QUAD redundancy and t h e  c a r e f u l  d e t a i l e d  a n a l y s i s  
of  each c i r c u i t  f o r  p a r t  f a i l u r e  e f f e c t s ,  it can 
be concluded t h a t  Quad redundancy has been v e r i -  
> f i e d  i n  ground f i e l d  opera t ion  a t  an engineering 
judgment l e v e l  and t h a t  t h e  r e l i a b i l i t y  pre-  

' d i c t i o n  is reasonable.  

FUTURE MILITARY, SPACE, AND 

COMMERCIAL IMPLICATIONS 

The f u t u r e  o f  computers u t i l i z i n g  redundancy 
can reasonably be pro jec ted  f o r  m i l i t a r y  and space 
a p p l i c a t i o n s .  It  is  expected t h a t  t h e  long term 
t r e n d  of  complexity increas ing  more r a p i d l y  than 
r e l i a b i l i t y  improvement w i l l  cont inue.  Space and 
m i l i t a r y  requirements f o r  u l t r a  high r e l i a b i l i t y  
i n  r e a l  t ime and f o r  high r e l i a b i l i t y  on long un- 
manned missions w i l l  cont inue t o  need redundant 
computers a s  t h e  answer t o  t h e i r  mission r e l i -  
a b i l i t y  requirements. Figure 6 p r e s e n t s  t h e  
c a p a b i l i t y  o f  simplex computer design f o r  95% 

r e l i a b i l i t y  with complexity, mission t ime,  and 
mean p a r t  f a i l u r e  r a t e s  a s  t h e  v a r i a b l e s .  A s  an 
example, i f  one assumes a mean p a r t  f a i l u r e  r a t e  
of 1x10-10 p e r  hour being a v a i l a b l e  i n  1975, a 
simplex computer r e q u i r i n g  10,000 p a r t s  f o r  com- 
p u t a t i o n a l  needs and 95% r e l i a b i l i t y  could be 
designed f o r  a mission o f  60,000 hours a s  i n d i -  
ca ted  by p o i n t  A on Figure 6. S i m i l a r l y  f o r  a 
p r e d i c t a b l e  computational requirements  o f  l o 7  
component p a r t s ,  t h e  a v a i l a b i l i t y  o f  a mean p a r t  
f a i l u r e  r a t e  o f  1 x 1 0 ' ~ ~  p e r  hour would permit a 
simplex computer t o  meet a 95% r e l i a b i l i t y  r e -  
quirement f o r  a mission o f  80 hours. This  oper- 
a t i o n  p o i n t  corresponds t o  B on Figure 6. The 
a r e a  above and t o  t h e  l e f t  o f  t h e  AB l i n e  segment 
o f  cons tan t  p a r t  f a i l u r e  r a t e  (1x10-10 p e r  hour) 
r e p r e s e n t s  simplex computer design while  t h e  a r e a  
below and t o  t h e  r i g h t  is i n f e a s i b l e  f o r  simplex 
design assuming a p a r t  f a i l u r e  r a t e  l i m i t a t i o n  
o f  1 x 1 0 - ~ ~  p e r  hour f o r  t h e  1975 period.  ---- 

The above two r e a l i s t i c  examples demonstrate 
a continued need f o r  redundancy i n  s e l e c t e d  m i l i -  
t a r y  and space computers. The QUAD technique 
w i l l  cont inue t o  be a p p l i e d  f o r  t h o s e  app l ica -  
t i o n s  r e q u i r i n g  t h e  h ighes t  f e a s i b l e  r e l i a b i l i t y  
and f o r  long unmanned missions wi th  a maintenance 
a t  f a i l u r e  po l icv .  TMR w i l l  be app l ied  f o r  r e l a -  
t i v e l y  s h o r t  mission r e q u i r i n g  r e l i a b i l i t y  un- 
a t t a i n a b l e  by simplex computers. Because o f  t h e  
high p o t e n t i a l  f o r  ease  o f  t r o u b l e  shooting,  TMR 
w i l l  be p r e f e r r e d  f o r  manned missions and those  
a p p l i c a t i o n s  r e q u i r i n g  cons iderab le  usage p r i o r  
t o  t h e  f i r s t  mission. Mult iple  mission requi re -  
ments w i l l  a l s o  c a l l  f o r  TMR. 

CONCLUSIONS 

The design problems represen ted  by TMR and 
QUAD redundancy have been i d e n t i f i e d  and over- 
come f o r  t h e  Saturn Computer and t h e  OAO Primary 
Processor  and Data Storage. R e l i a b i l i t y  pre-  
d i c t i o n s ,  a ided by computer programs have been 
made and f i e l d  v e r i f i c a t i o n  has been accomplished 
a t  an engineering judgment l e v e l .  TMR and QUAD 
redundancy w i l l  cont inue t o  f i n d  s e l e c t i v e  a p p l i -  
c a t i o n  i n  f u t u r e  m i l i t a r y  and space systems. 
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