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Foreword

This document is the final report on the definition of a
Standard Interface Unit for avionics data bus systems.

The study was sponsored by the Manned Spacecraft Center, Houston,
Texas, under Contract NAS 9-11477. It was performed by
Intermetrics, Inc., Cambridge, Massachusetts, under the

technical direction of Mr. Alex L. Kosmala.

The study program covered the period from 16 December 1970
through May 16 1971. The Technical Monitor for the Manned
Spacecraft Center was Mr. Cline W. Frasier.

The publication of this report does not constituté~approval
by the NASA of the findings or recommendations contained
therein.
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Chapter 1

Introduction

. i ) Background to the Study

Design concepts for the next generation of manned space

vehicles have been formulated over the last few years and are
"currently being evaluated to establish specifications for the
vehicles, their subsystems and the operational procedures.
Common to all the proposed concepts has been an integrated
approach to the avionics system, in which all subsystem communi-
cate with, and are coordinated and controlled by the onboard
computer system. A shared data bus has been proposed as the
commmon communication link between subsystems and the computer(s).

. . This study has been concerned with the major factors that
influence the design of a data bus for the avionics system
of the proposed NASA Space Shuttle. Although the various design
approaches to the Shuttle data bus developed to date have .,
differed in many aspects, all recommend the concept of a
multiply redundant data bus, a data bus control unit, and a
bus interface unit for connecting the avionics subsystems to
the common bus. Designs for the bus interface unit have
stressed commonality and standardization, because a standard
interface unit is estimated to minimize the number of types
and the complexity of hardware and vendor interfaces required
for each subsystem. Key issues in the design of the bus
system are: the functions and role of the interface unit as
a part of the bus system, error detection and recovery, re-
dundancy, and bus control philosophy. Since the interface
unit is an integral part of the data bus system and cannot
be viewed as a "stand alone" element, its definition and design
must be considered with respect to the total approach to the
bus system design.
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.1.2 Objectives of the Study

The central effort has been to identify those factors that

form the major design drivers for the bus system, and to define
. the functional interfaces between the data bus, the bus control
unit, and a standard bus interface unit. It was not the objective
of this effort to determine the specific requirements for, nor

to develop a detailed design of the total data bus system. It
was to review already defined requirements and identify those

key design features of the bus that affect the nature of the
computer-to-subsystem communication and consequently, the
specification of the standard interface unit. Although this
study analyzed the communications between the computer and
standard interface unit, it did not include detailed evaluation
of the bus control unit design, nor the detailed design of the
_Standard interface unit-to-subsystem interface. [ The objective

of this study was to analyze the various approaches to an
integrated Shuttle avionics organization, and to make recommenda-
tions on general characteristics of the data bus system with
emphasis on the definition and functional specification of a
standard data bus interface unit. ; - -

™ g e

1.3, Approach to the Study
. Since the scope of this study did not include a derivation

of the primary performance and operational requirements for

the Shuttle data bus, initial reviews of Shuttle data requirements -
and existing studies of proposed data bus designs were under-
taken. It was intended to gather information on the variops
approaches such as design objectives and functional requirements;
elements of the bus system and their functions; bus control

method; configuration management technique; number of communica-
tion paths; command format; error detection and recovery schemne;
modulation technique; physical considerations; and redundancy
interfacing. Some difficulty was encountered in obtaining this
information in sufficient guantity and detail. This was because

of the preliminary nature of the studies, the continually changing
requirements, and often because the desired information was
proprietary in nature. '

It was realized early in the study that in order to define
the functions of the elements of the data bus it was necessary
to evaluate a number of higher level aspects of data bus design.
A significant effort was expended in analyzing the problems
and possible solutions associated with the following areas:

"2
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) Computer configuration. The communication of data and control
‘ over the data bus was found to be greatly influenced by the
configuration of the control computer(s) with respect to
the data bus.

b) Failure tolerance and reliability. The effect of the Shuttle
failure tolerance criterion on the degree of redundancy in
the data bus system, the techniques for the detection of
failures and eventual reconfiguration of the bus were found to
impact the design of the bus elements directly.

c) Data bus management. Several data bus control techniques
were analyzed for relevance to the Shuttle. The type of
control was found to impact the nature of the computer I/O
with the bus, and the design of the standard interface unit.

The definition of a functional specification for a standard
interface unit should only be made when a comprehensive list of
requirements for it is known. Because of the early stage of
development of the Shuttle vehicle concept this level of informa-
tion was not available. The various designs under consideration
at the beginning of this study were based on different (and
changing) regquirements and ground rules. It was consequently
difficult to evaluate several design approaches on a common

‘asz.s B
o

In the absence of a specific set of requirements for the Shuttle
data bus it became apparent that no single approach to a design
stood out as a clear candidate for implementation. A general
impression was gained that almost any suggested approach could
be made to do the job. Some criteria for evaluation had to be
established in order to arrive at a set of specific recommenda-
tions. Chapter 2 provides a summary of the basic requirements,
ground rules, and assumptions that this study used as a foundation.
The evaluation and recommendations presented in Chapter 7 were
guided by two basic ground rules, namely: 1) choose the simpler
approach, and 2) choose the approach that solves one problem at
a time, wherever the requirements or assumptlons provided no
clear decision path

Finally, one other conclusion was reached early in the study.
It.was that the implementational details of a data bus design such
as technology, transmission media, modulation techniques, etc.
are of significantly less importance than the higher level questions
above. This was reflected in the amount of effort apportioned
to this aspect of the problem. -

Y
ki
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‘.4 Overview of the Report

This report is divided into seven chapters. Chapters 3, 4, 5,
and 6 are presented in no particular logical order or degree of
importance of their subject matters.

a) Chapter 2 lists the requirements for the Shuttle data bus
“system that were adopted for the purpose of this study,
and gives reasons for the less substantiated assumptions
that were made.

b) Chapter 3 provides a discussion of the impact on data bus
complexity and management difficulty of the assumed FO-FO-FS
failure criterion. Various configurations for interconnecting.
computers and bus control unit, buses, and interface units are
reviewed.

c) Chapter 4 presents a detailed appraisal of the problems of
providing command, control, and data acquisition over' a
common data bus. Bus access methods, data formats and
bus traffic are analyzed.

d) Chaptexr 5 reviews a variety of error control techniques.
Error coding, transmission feedback, retransmission, and
voting are included in the discussion.

A .

‘) Chapter 6 gives a brief treatment of selected hardware
problem areas. Modulation techniques, transmission media,
coupling and synchronization are discussed.

f) Chapter 7 reviews the material of the previous chapterss
and makes specific recommendations in the area of bus
control, and the functions of a standard interface unit.

ot

1.5 Summary of Recommendations

The recommendations fall into two categories:

a) those associated with the general problems of command, control,
and data acquisition by a common data bus in an 1ntegrated
avionics system;

b) the definition of the functional organization of a standard
data bus interface unit.

The major points are very briefly summarized in the follow1ng
paragraphs.

@ | | B
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1.5.1 Bus Control Summaly Recommendations

: L
Q) One authority, i.e. the computer/BCU, should control all ;\_{f ¥
commands and data acquisition via the data bus. Any other
computer must be interfaced to the bus via a standard

interface unit, and must be regarded as any other subsystem.

b) The computer should initiate and control all bus communica- } i
tions. Control should be by the command/response address (¥
technique. No remote terminal may determine its own need
to access the bus. Each terminal will respond only to the
computer/BCU. A possible waiver of this rule may be made
in the case of recording, telemetry, or display equlpment,
but a non-standard interface unit is then required.

c) - The following error control transmission policy is recommended:
' N
1) . path verification via feedback transmission by -

each SIU of at least its address bits upon being
accessed by the BCU. No verlflcatlon of echo’ R A
check by the BCU is recommended prior to the release olenv !

of the data to thé LRU by the terminal. e dor) A

YL
2) Message verification at the terminal and the BCU = dre calb &
by horizontal and vertical oarlty bits. Message ‘

' - verification at the terminal is required before’ wtf?:GfJ‘
. @i 3
‘ . feedback of address echo. ¢ ;
$ ' - ’ /(./{) e // .
+3) Error correction by re-transmission or re- request Lol
Y. RneW
of message by the BCU. — Pyt e
> . . o . 535 w’*
~4) Higher security for "critical" commands to be * — Rer o

achieved outside of the bus by software controlled yshive ' .
multiple transmission of message; successful receiptrwuf”'
to. be determined by the subsystem.

d) A byte oriented data structure for transmission is recommended.

The data byte size should be a submultiple of the computer ;“wﬁkaﬁ
memory word/byte length. The bus command byte should be SRR L
determined by the nature of the bus trafflc, when more b \\ﬁ“
exactly known. A

e) A variable length message format with a limit of 32 bytes f,NJT"bL
is recommended. A 2-bit field in the control format is '
sufficient to specify a 1,4, 8 or 32 byte data block. 4

s, 12 256G B R T

f) A "busy" indication is recommended to allow for terminal _ »"° 1
and LRU latency, and as a mechanism for expanded terminal ‘,gﬁy
capabilities. : ot

‘ N
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LS

.5.2 Recommendation of Standard Interface Unit Organization )

a)

' b)

c)

®

e)

£)

- channels each of analog, parallel digital and serial digital @Afxﬁ

/cannot be made a recommendation of the study, since spe01f1c.

. n e
The communication of data to and from the subsystem should iﬁﬁ
be the interface unit's prime design consideration. Addi-’
tional functions may be added later, but must abide by the
constraints of the bus control structure and data formats. \

(v
A standard interface with the bus is recommended for all " Ly ~
terminals. For the subsystem interface a fixed maximum -
of 512 electronic interface channels is recommended, in » X3
order to size the channel address field. A maximum of 16 ‘ LY

input and output signals is suggested as a standard electronlc,\ﬁv
interface, with modular expansion from 0 to 16 to suit the Y
requirements of a particular equipment. An "invalid channel
address" signal is recommended to indicate a less than
maximum interface 1mplementatlon.-7(Tﬁis standard interface

]

o

equlpment requlrements have not bcen determlned to date )

“'\-‘.‘_\ i e S A A Al A e SN N

The 512 channels could be a551gned dlfferently than above,
but a non-standard electronic interface would be the result.
A, modular internal structure could alleviate the problem

of terminal diversity.

e D ——-

A unified terminal with combined SIU and EIU facilities.
is recommended, although a separate input channel for each
bus line should be provided to the point of address comparison.

Redundancy interfacing should be performed at the bus-to-

- terminal interface by special line coupling elements, which

provide 4-to-many and many-to-4 interfacing.

Line conditioning, signal amplification and noise discrimina- -
tion should be prov1ded They may be conveniently accommodated
in the line coupler.

/ .
/f/a ‘//{ (’M/j/ TS
a et /H?fwm/ e)e m“r 5

1l e sIU
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Chapter 2

Space Shuttle Data Bus Definitions and Ground Rules

2.1 Introduction

The definition of a standard interface unit for the Shuttle
data bus depends directly on, and is constrained by, such factors
as: the avionics configuration requirements, avionics subsystem
and eguipment data requirements, redundancy techniques and cen-
tralization versus decentralization of functions. The objective
and the scope of this study did not include a detailed analysis
of the avionics system requirements. These were assumed to be as

.)rmu}ated and derived by others..

. it

2.2 Data Bus Definition and Terminology

2.2.1 Definition

-

The space Shuttle data bus system is the principal medium
of communication between components of the integrated avionic
system and the computer complex. It is a multiply redundant,
common, shared interface to flight electronics and mechanical equip-
ment providing remote acquisition and distribution of commands,
data and other information. The Shuttle data bus system
illustrated in Figure 2.1 is composed of three major elements:

a) a bus control unit,
b) a redundant set of transmission'lines, and

c) a number of remote terminals.
i

- .

7

NTERKM?H%CS!K(X)RPOHATED « 380 GREEN STREET + CAMBRIDGE, MASSACHUSETTS 02139 - (617) 868-1840



COMPUTER
COMPLEX

l - DA%US SYSTEM

| :

i T

BUS CONTROL
UNIT

REDUNDANT
BUS LINES

(8CU)
DATA BUS

___‘__2_

s

i sommimenee

i
J

STANDARD

INTERFACE
UNIT
(StU)

ELECTRONIC
-+ INTERFACE
3 UNIT
(EIU)

T

il ]

DIGITAL ANALOG

|~
I
l .

REMOTE TERMINAL 1

—_———— -

L | SPECIALIZED
{ | INTERFACE
|

=y

———
!
|
i
]

LRU

'Figure 2.1 Data bus system elements and terminology




2.2.2 Terminology

‘ The nomenclature utilized throughout the report attempts

to utilize, as much as possible, existing terminology and acronyms
rather than defining new ones. However, to avoid confusion and
preconceived associations the following definitions are provided.

a) The data bus. The data bus is composed of a set of redundant
bus lines. Each bus line is a single communication channel,
capable of two-way transmission of serial digital information
between several remote terminals and the bus control unit.
Physically a bus line may be a single coaxial cable, or balanced
line such as a twisted shielded pair, on which information
is transmitted by time or frequency division multiplexing.

b) BCU (Bus Control Unit). The BCU is the control element of
the data bus system. It provides the primary interface of
the bus system to the computer complex. It is the primary
I/0 peripheral to the computer complex, containing a parallel
interface with control and shared access to the computer
memory. The functions of the BCU are discussed in more
detail in Chapters 4 and 7.

¢) Terminal. The terminal is a remote unit which interfaces
between a bus line and a remote avionics equipment. A terminal
is addressable by the computer/BCU for the input or output of
‘ data to the equipment. It consists of two basic elements:
a 'standard interface unit (SIU) and an electronic interface -
unit (EIU), which may or may not be physically separated.

d) Standard Interface Unit (SIU). The SIU is that part of a
terminal associated with the functions necessary to interface
"with the bus. It contains line termination, signal modulation
and demodulation, transmit and receiver control and terminal
address decoding logic.

e) Electronic Interface Unit (EIU). The EIU is that part of a
- terminal associated with the functions necessary to interface
avionics equipment. The EIU inputs and outputs information
to a number of analog and digital I/O interfaces in response
to I/0 commands. Data and commands received or acquired by the
EIU are routed through the SIU portion of the terminal for
transmission on the bus.’

f) Lowest Replaceable Unit (LRU). In this study LRU is defined
as the smallest piece of avionics equipment recognized and
addressed by the bus system. More than one LRU may be connected
to an EIU. The following could all be categorized as LRU's:
.a single beacon, a VHF transceiver, an inertial measuring
unit, a remote processing computer.

|
® | |

.
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‘ Station. A station is defined as a collection of terminals
assoclated with a functional avionics subsystem.

h) Subsystem. A subsystem is defined as a collection of LRU's
which constitutes a function recognized within the integrated
avionics hierarchy. Examples of subsystems are the reaction
control system (RCS), the electrical power system (EPS),
the environmental control system (ECS), the inertial subsystem.
A subsystem may be geographically distributed about. the vehicle.

2.3 Review of Shuttle Data Bus Requirements and Ground Rules

Several organizations, including the Phase B contractors, have
conducted analyses of data bus and other Shuttle system require-
ments. The results of many of these studies have been published
for the NASA Manned Spacecraft Center. A review of the information
made available during the course of this study was conducted.
Several problems arose in obtaining a common set of data and
communication requirements for the bus, principally due to the
continually changing nature of Shuttle operational requirements,
and the differences in system design approaches and objectives.

A summary of the major requirements of the Shuttle obtained from
this review are listed below. Although there are many detailed

,stem requirements for the Shuttle avionics system, only those
ertinent to the functional speciflcatlon of interface unit

were used.

a) The study has assumed that the Shuttle data bus system neets
the failure tolerance requirement specified for all electronic
"subsystems; namely, that it shall "fail operational" after
the failure of two most critical components, and "fail safe"
after the third failure. Accordingly, the failure tolerance
specification has been interpreted as requiring guadruply
redundant bus lines. A more detailed interpretation of this
failure tolerance requirement is presented in Chapter- 3. '

Although this failure tolerance requirement has been assumed
and not analyzed or justified in detail, it is clearly of
significant impact to the organization of the bus elements,

in particular the remote terminal. The necessity of inter-
connecting an avionic subsystem of m-~level redundancy with a
guad redundant bus has been a key design driver in formulating
the SIU requirements.

b) The concept of a central shared data bus with standard remote
interfaces to avionics equipment is assumed to be the most

_ 1 .
'.' 1
10
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| |
‘ cost effective concept for both the Shuttle orbiter and
- booster vehicles.

c) The primary function of the data bus system is to provide E
a communication path between the avionics equipment and the ,
prime computer complex. ' No general requirement for terminal to E
terminal communication which cannot, or need not be routed :
through the computer complex has been identified.

d) Subsystem interfaces. The data bus must provide a capability
of interfacing to redundant electronic subsystems. The
~exact number and type of such subsystems has been changing
as the operational requirements evolve. The representative
list provided below was assumed to indicate the scale of the
system.

1) . Primary propulsion subsystem: this system consists
of two orbital insertion engines and one orbital
maneuvering engine. '

2) Reaction control Subsystem: at least 20 RCS jets
located in the nose, wings and tail for effecting B
" rotation and translation in space.

. 3) Hydraulic system: hydraulic power generation,

. distribution, control, and conversion of mechanical
energy. It consists of supply lines, gimbals,

pumps, aerodynamic surfaces, flaps, wheel controls,

etc.

4) Electrical power generation and distribution system:
fuel cells and battery, and the auxiliary power 5
units located throughout the Shuttle. j
5) Navigation aids/air data: a collection of equipment
providing navigation and landing capabilities
(ALS, radar altimeter, TACAN, DME, etc.).

6) Environmental control system: the environmental
control system provides temperature, pressure, and
humidity control of equipment, equipment bays, and
personnel compartments. ) 3

7) Cryogenic system: contains the hydrogen and oxygen
for the primary propulsion, the reaction control
system, the fuel cells and the auxiliary power units.

|

- .
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§
‘ 8) Displays and controls: this system is assumed to
have local processing capability and accepts dynamic g
data through the bus for updating of display para- i
meters. ‘
N . . . 1
9) Telecommunication: this system consists of various " |

transmitters and receivers including S-band, C-band,
VHF, telemetry and coder, EVA communications, air =
traffic control communications, etc.

e . _.._....10) Guidance, navigation and control: this subsystem

is composed of elements necessary to control, stabilize é
and navigate the Shuttle vehicle during all phases 4
"of the mission. It interfaces to the reaction con-
trol system, jet engines, aerodynamic control sur- 4
- faces, and landing gear, etc. It has access to 3
sensors which include the inertial subsystem, horizon
and star trackers, approach landing aids, rendezvous G |
radar, radar altimeter, etc. j
Although this list of subsystems may not be complete for the "
final organization of the avionics system it is meant to be E

representative. It is estimated that approximately 150 to
250 LRU's are associated with the subsystems listed above.

qg Déta regquirements. The folléwing is a summary of the data
requirements abstracted from the various studies of Phase B
contractors.

1) Speed. Peak load estimates of data rate for bdth
. the Shuttle and orbiter have ranged between 100,000 -
and 250,000 bits per second, including overhead. 3
Considering“an average overhead of approximately
50% for each bus transaction and allowing for a
minimum of 100% expansion to the maximum speed, 3
a capability of 10° bits per second has been assumed |
to be an adequate requirement.. This speed should
allow the computer to acquire data at a rate of &
approximately 10,000 average transactions per second. }

2) Measurements. Estimates have ranged between 4000 "
and 6500 unique data points to be sampled from the z
total complement of avionics equipment by the i
central computer. Data types include:

" digital parallel
<4 digital serial

analog - j

‘ - discrete .

12 ' ‘
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. The majority of these data points are measurements g
input to the computer, and are estimated at approxi- ?

- mately 60% to 70% of the traffic on the data bus. ¥

3) Response time/sampling frequency. The maximum =

sampling frequency of measurements is estimated at 4

fifty samples per second. The average sampling fre-
quency for status information is between 2 and 5
samples per second. Very little information was
made available on response requirements and load
distribution of subsystems.

nE
Bl

4) Number of terminals. The number of terminals estimated
varies considerably depending upon the degree of
redundancy, interfacing policy and the design of
the terminal. The number of independently  addressable

. terminals is assumed to be somewhere between 50 and
200. ‘..

f) Physical requirements. Each bus line was assumed to be physically

separated aboard the vehicle for reasons of reliability. It
was assumed that bus lines will be run down each side of

; the vehicle, and that the bus will be capable of transmitting
over distances of 300 to 500 feet. It is assumed that the

‘ equipment will be located iniseveral equipment bays located .
throughout the vehicle. Terminals must be capable of being
‘separated from the bus by distances of up to 50 feet.

1
. |
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Chapter 3

Reliability, Redundancy and Organization

sl i 3 i

3.1 Definition of Failure Tolerance

Before a detailed evaluation of the Shuttle data bus can
be undertaken it is important to consider the requirement for
failure tolerance, since it is this factor that introduces the
greatest complexity into an integrated Shuttle avionics system.
As usually stated, the avionics system must remain fully operational
after the first and second failures, and must fail in a safe i
manner after the third. In a practical system failure tolerance j
, implies that each major element in the system must possess
internal functional redundancy, and a highly effective technique
. for; failure detection to allow,quick reconfiguration in the
~event of a failure.

The high level of redundancy that is required for a multiple
failure criterion allows application of voting and comparison
techniques to systems which generate output data; for example,
the computer, and sensors such as the IMU, radar, pressure
and temperature transducers. Voting of passive elements such
as actuators requires the feedback of information which indicates
the element's response to the command.

The penalty that must be paid for voting as an approach
to failure protection is that all redundant copies of a given
piece of equipment must be powered up, functional, and operating
identically.

The level of redundancy and the technique of failure detection
depend on the interpretation of the failure criterion. The
greatest difficulty attaches to the definition of the "failed
safe" condition. Two interpretations are possible:

a) To treat the "failed safe" conditions as "graceful
degradation". In’"this concept the failure results in a
reduced system capability which, nevertheless, retains

15
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. certain functions critical to the safety of the crew and
the vehicle. The security of these functions must, therefore,
be treated as part of the system design specification. This
approach allows the greatest economy of equipment, but suffers
from a difficulty of definition and of sophistication of
system design, especially in the area of software.

b) To treate the "failed safe" condition as "operational". This
obviates the need to specify a diminished set of critical
functions, and avoids the difficulty of their implementation.
It suffers, however, from the need for full redundancy of
equipment to allow performance in an ungraded fashion
after the failure to the "safe" condition.

The second approach has been assumed during this study, because
the detailed definitions required for graceful degradation cannot
be undertaken at this early stage of Shuttle. development.

A clarification of the "operational" condition priorwﬂo
- the "failed safe" is necessary to establish the degree of
redundancy required by the second definition above.

a) It may be defined as a fully operational condition in which
there will be a 100% certainty of failure detection, with
. a near-instantaneous reconfiguration.

b) It may be less strictly interpreted, as a fully operational
~ state with a small but finite probability that certain failure
modes may pass undetected, or remain unresolved, and that a
small, but finite time may be required to recover from a
fallure transient. :

The first interpretation virtually demands that sufficient
redundancy among the unfailed elements remains for majority voting
to take place even in the penultimate failure state. Jlajority
voting provides almost pexrfect error detection when errors occur
relatively infrequently in_an _uncorrelated random fashion.

An added attraction is the capability for immediate error correction
upon determination of the dissenting vote. The penalty is that

at least triple redundancy 1is required prior to the failure to

the safe condition. For the full FO-FO-FS tolerance this implies
that five levels of redundancy must initially be available.

The second interpretation above allows the requirements of
the failure detection technique to be relaxed, and a lower degree
of redundancy to be used. At least dual redundancy is required
by the "operational" definition of the "failed safe" state, and
allows comparison to be used to trap the final failure. For the

. h
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‘ailure characteristics described above comparison provides for
almost certain detection. Consequently, FO-FO-FS tolerance
can be provided by four levels of redundancy, rather than five.
.Comparison, however, does not provide an indication of which of
the redundant signals or equipment has failed. A supplementary
method must be employed to identify and isolate the failure:

a) Self-diagnosis. In the case of computers, a high degree of
assurance can be provided by special self-test software
‘which exercises most of the basic operations in the processors,
memory, and I/O. However, the volume and complexity of the
diagnostic routines required for near certain probability
of fault isolation precludes their use in parallel with
the operational software. These routines must replace

the operational software for as long as it takes to track
down_the ailing element. During this period the computer

can obviously not provide the full complement of capabllltles
to the systemn.

For the Jess "intelligent" systems in the avionics less
extensive diagnostics are p0551bie, and in fact, less
are needed.

b) Euilt—in test equipment (BITE) can be designed into the
‘ avionics equipment, to provide measurement data not normally .
dtilized in normal operation. When a failure is indicated -
these measurements are sampled, either by the computer in
the system, or by special sequencing and comparison circuitry
to determine the malfunction. Hardware complexity- llmlts
the degree of isolation by BITE.

c) Functional Testing. The suspected equipment is cycled through
a functional sequence  of operations of which it is required
to be capable by specification, again either by the computer,
or by special equipment. This is the least exhaustive
technique, but it demands the least amount of diagnostic
hardware and software. 1In conjunction with failure
detection by comparison it may provide the most cost effectlve
approach. (

It is obvious from the foregoing discussion that a less-than-
100% certainty of detection and recovery for the final failure
must be accepted into the definition of "safe" condition, as
must the finite response time to resume an operational status.

17
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..2 Failure Detection and Isolation

Having discussed the impact of a glven fallure tolerance
criterion on the degree of redundancy in the system, some of the
finer points of failure detection and recovery by voting, comparison,
and other diagnostics will now be reviewed. In a well designed
system, with high signal to noise ratios and a minimal likelihood
of widespread or catastrophic failure modes errors will be random,
uncorrelated, and infrequent. 1In this environment comparison
of redundant, independently-computed output data provides a
near certainty of failure detection. Current estimates are that
the Shuttle avionics system will probably be characterized as
such a system. Comparison is being proposed for error detection
in the Shuttle data bus system in the areas of:

a) the computers

b) the data bus

c) other sensors.

These areas Qill now be examined in turn.

€

3.2.1* Computer Failure Detection and Recovery

Although the computer operates in a highly involved and
complex fashion, it is deterministic_and exact: a given operation
will always yield the same result if repeated with the same
input data. The major problem for computer comparison in a.real
time environment such as the Shuttle data bus is the synchronization
of computations which involve . time dependent functions and input
data. Synchronization can be achieved by:

a) central control of the computer clbcks;
b) careful gating and distribution of input data;
c) strict identity of hardware and software operation.

A comparator/voter mechanism adds to the hardware and software
complexity. It also incurs operational delays, because time is
required:

a) to wait for synchronization of clock and data;
b) to perform the comparison;

“

"c) to decide on the results of comparison; -

- o

to take corrective action.
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% To minimize overhead, the comparison should, therefore, take
ace at a fairly high level of operation, rather than instruction

by instruction.

Comparing the operation of the computers at the

point where they influence their environment; i.e., at the computer/
bus interface, is a logical choice, prov1ded that outputs occur
frequently enough.

Comparlson and voting can be done in varying degrees, w1th

varying hardware and software complexity:

a)

b)

penalty in the lower inherent certainty of correctly interpreting

majority voting on the output data of three or more computers,

reducing to comparison with diagnostics when less than
- three good computers remain. The bus receives only the
data derived from the majority vote. Failure isolation

and correction is automatic as part of the voting process.

The complex voter that this requires must be sufficiently
redundant and with adequate error protectlon to meet the
failure tolerance criterion, because it is an in-line:
element in the data bus

Majority voting on the indications of health, but not on the

output data. One computer is selected to be "active",
and.its outputs control the bus directly. The other
computers are used as standards to provide independent
checks on the operation of the active computer. A voting
mechanism decides on the basis of a mdjorlty of comparator

results whether the active computer is operating correctly;

it may also determine which of the inactive computers has

developed a failure (see Figure 3.1). In the event of a

failure of the active computer one of the others is made

active. The voter mechanism may be considerably simpler
"~ than the data voter of the previous paragraph, since it

only operates on binary values; its response time need only

match the reconfiguration dynamics, not the transmission
frequency of the bus. Furthermore, since it is not an in-
line element of the system, it may not have to meet the
same stringent failure tolerance requirements. Each com-

parator can be considered a part of a computer's I/0 section

and is thus naturally redundant. In fact, the comparison

could be performed, by software, internal to each computer..

As a consequence of voting binary, rather than many-valued .
byte or word data, the simplicity of the second method pays a

failure conditions. There is a greater possibility for split
vote situations to arise with binary variables, and a greater
likelihood of identical multiple failure. However, these conditions
will only arise when failures in the comparison and voting logic

" itself produce erroneous indication of computer_ health; the

iowel complexity of this voter will aid the ach}evement of the

WME

cessary reliability.
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For either voting approach, once less than three good computers
emain, reliance must be placed on self-diagnosis to determine
he faulty computer. No self-diagnostic technique can be
infallible; a disagreement between two computers could yield
the following conditions: !

a) one computer determines itself to be faulty, the other
finds itself healthy. This is the expected result.

b) Neither computer detects a malfunction. This may be
because the fault was transient, or because it was a border-
line case beyond the capability of the diagnostic method. '

c) Both computers detect malfunctions. This event is highly
unlikely in the case of uncorrelated random errors, but
may easily occur for common mode problems such as physical
environmental transients (e.g., power supply and thermal
variations). .

One insidious possibility for computer failure that may
not be trapped by any of the techniques discussed so far is that
of the software error. The software in each of the redundantly
operating computers must, for the purpose of comparison and
voting, be virtually identical. It is, therefore, inherently
non-redundant. A software fault will produce data which, being
identically erroneous, will appear to compare correctly. The

nly solution to this problem may be to employ different programmlng

agenc1es for each of the computers, and to allow the small varia-
tion in programming styles to create an artificial redundancy.
However, the burden of accurate software specification to ensure
identical operation of the resulting software may exceed the
effort required to adequately verify a single version in the
first place.

-

3.2.2 Data Bus Error Detection and Recovery

, Although there are two causes of failure in the bus
system, namely hardware failures and transmission errors, these
may not be separable in cause or cure. Usually, the same error
detection and recovery procedure handles both. Of the two
main approaches, €rror correction coding or voting on multiple

- transmission, the first is treated in some detail in Chapter 5

and the second in Appendix A.

The repeated transmission of a message over a single path
is a well known form of coding and can be used for error &
detection (by comparison, requiring all messages to be identical)
or error correction (by‘*voting, and accepting the message that

' is made up of the most often received bits). _It is easy to

INTERM
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implement, but as coding systems gb, it is relatively inefficient. o
n order to get a Hamming distance four code for three error "t
tection (see Appendix A), the message must be repeated four
times. The same error detecting capability can be obtained
with many fewer bits using other coding schemes.

/
'\‘/5‘/:‘4 <«

Cror popie

re

/0

¥ 4

The transmission of the message over multiple separate paths

is in many ways similar to the multiple transmission over a

single path. It is true that the message is received and verified
at the output with less delay than is associated with the Ly .
sequential transmission scheme, but on an overall basis, there ‘Q\&
is no improvement in the utlization rate of the available channel X\ 3
capacity. In analyzing the probability of an undetected error, \5\3[
for random independent errors, there is no difference between S NP
the two schemes. For errors caused by external influences, — .5 . i
such as EMI, the probability of having all of the channels .
affected in the same way by an external occurrence appears to \~33ﬂ
be quite low, especially if the channels are physically separated §\5 :
In severe cases, it is possible to offset the multiple trans- “'jﬁ
missions from each other by a small number of bits, so that .
the same information bit will not be affected on each line.

However, the probability of having some number of sequential
transmissions over a single channel be altered identically by
sequential external occurrences, is of very low probability.

Therefore, unless the reduction in throughput rate becomes
unacdeptable, there appears to be little advantage, from the

oint of view of error detection and correction, to be derived

‘f parallel transmission. The redundancy of the bus should be
determined by the need for hardware failure protection alone.

:.? ’..- ‘:'
el ey J

Voting on multlple transmissions from the computers 1mplles
a complexity at the receiving terminal:

a) storage must be provided to hold each transmission, especially
if sequential; -

b) a majority voter to act on the redundant transmissions is required;

c) for parallel transmission, a back-up error detection policy is
required in the event of hard bus failures since votlng is not
fea51ble with less than three good lines;

d) the results of decisions on transmission validity made at
the terminal must be communicated back to the control computer
~to maintain an up-to-date configuration status. This prevents
the use of a pure command/response bus control policy (see

Chapter 4).

~
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) For parallel transmission each terminal must access all
‘ buses to perform voting. The catastrophic failure of a
terminal could incapacitate the whole bus system. In
addition, for physically separated bus lines (e.g., port
and starboard cable routing), extra weight is incurred for
cross connections.

This complexity discourages the use of transmission voting
as an error detection and correction scheme for all communications,
since other techniques such as echo checking, described later,
offer as much security without the overhead. However, critical
-communications can be conducted with a higher degree of confidence
by repeated serial transmissions. The buffering and voting of
these should properly occur outside of the bus, in the particular
subsystem involved. It should be noted that in the absence of
a comparison mode of SIU operation, it becomes almost imperative
that bus transmissions should only occur on one line at a time
to avoid the confusion that would result at the subsystem from
‘the receipt of several simultaneous messages. This is especially
true for bus-to-LRU configurations that require only one SIU
connection to each bus line.

3.2.3 " Subsystem Output Voting

The voting of data received over the bus by the computer -
as less value so far as validating the transmission of the
information, since the computer has considerable flexibility
in determining correct system operation (error coding, echo
checking, etc.) that does not involve the complexity of
voting, or multiple transmission by terminals. However,
comparison of data from redundant subsystems provides a powerful
fault detection and isolation capability which would be difficult
to match by other diagnostic techniques (e.g., BITE). This
capability should, however, have little influence on the design
of the bus system: it is more a problem of data management by
the software. Each computer in a redundant configuration must
be able to access the data from each redundant element of the
.subsystem, which imposes a constraint on the interconnection
"of computers, bus lines and terminals. This will be discussed
in the next section. ~

<

Multiply generated data from transducing subsystems, such
as the inertial reference, present other problems for voting
in addition to those of time synchronization described earlier.
Such data is generally derived from analog quantities and is -
subject to drift, scale, 6 factor errors, etc. Appendix A examines
techniques for deriving the best estimate of a number of near-
identical analog quantities, and determining when one is in error.

|
[ | |

<
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3.3 Redundancy Interfacing

Q This section will dlscuss the interconnection of the basic -
nits of the Shuttle data bus system; i.e., the computer, bus
control unit, bus, bus interface unit, and subsystem. Although
five levels of redundancy could be required to meet the FO-FO-FS
crlterlon, a maximum of four will be assumed in the discussion.
It is expected that strict adherence to FO-FO-FS throughout
the  avionics systems will not be demanded, nor will, indeed, be
practical, It has been assumed for this study that some systemq,
because of non-criticality or extreme reliability will not be
required to demonstrate four-fold redundancy, but will, never-
theless, demand the full failure tolerance from the bus.
To interface these to the quad-redundant bus presents a redundancy
matching problem; cross connection, or cross- strapplng of the
different levels becomes necessary. That an overall increase
in system rellablllty may be a by-product of cross-strapping is
indicated in Appendix B. Another reason for cross- strapping
is to prov1de a greater flex1b111ty for the application of -
-comparison and voting among the redundant levels, ‘and for  the
management of system reconfiguration. Finally, in a real Shuttle
environment with geographlcally divided bus lines, cross-strapping
prevents a situation in which the left side computers could not
run the right side equipment. .The question of cross-—-strapping
occurs mainly at the computer/bus and at the bus/subsystem inter-
faces.. These areas will be examined in turn.
|
|

y

«

9.3.1- Computer to Bus Interface

This interface involves the computers, BCU's and the
ous lines. Only the expected case of quad redundant computers
and four buses will be considered. The several options are
illustrated in Figures 3 2 through 3.5 and are now compared ¢
in turn. .

a) Configuration 1 (Figure 3.2)

This is the simple approach of no strapping at all. The
computer, BCU and bus constitute a single string unit. A
failure of one of the elements in the string fails one

entire bus line. Communication of data between computers
must be done via the bus terminal oxr by special purpose
cross links between the computers. Error checking of the

bus by comparison is impossible at the computer end. Each
bus terminal must access all bus lines, which makes the
whole bus system vulnerable to a catastrophic terminal

failure. The bus terminal is complicated by having to
bear the brunt of bus system failure detection and correction,
reconfiguration, and status monitoring. If comparison
. - . L I :.h
o |
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or voting of the computers and the BCU's is to be done in

this configuration, it must be accomplished by the terminals.
. Voting of sensor outputs is plainly not possible, even at

the terminals. Certain subsystems must have all LRU's

powered up and running; e.g., the inertial measurement unit.

These subsystems require all the string elements of the bus to

be up and running: partial bus operation is not feasible

without cross-strapping. A

b) Configuration 2 (Figure 3.3)

. In this configuration the computer and BCU are a single
string unit: cross-strapping occurs at the BCU/bus line

. interface, enabling each computer/BCU to access any bus
line. The access may consist of either

1) +transmit and receive on one line and receive-
only on the others

2) transmit and receive on all.
Configuration 2 provides:

- 1) the capability for each computer/BCU to monitor
v the bus line outputs of the others, thereby
‘ ; enabling the comparlson/votlng of computer
- performances discussed in Section 3.2.1. Note
that this arrangement includes the BCU in the
error detection loop.
'y
. 2) The ability to reconfigure the arrangement of
active computer/BCU and bus lines in the event
of failure. In this configuration it is not
possible to transmit onto the bus the majority
voted output from the several computer/BCU's,
since data for wvoting is only available after
the bus has received the active computer's -output.
Furthermore, a failure to the active computer/BCU
is detected only after the erroneous message has
been transmitted into the bus system. Since the
terminal in this configuration need not access
every bus line, as was necessary in Configuration 1,
it has been relieved of the burden of checking
on computer operation.

- s
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c) Configuration 3 (Figure 3.4)

' This is an alternate cross-strapping arrangement which, as
far -as the bus lines and the terminals are concerned, has
similar characteristics to that of Configuration 2. However,
each BCU/bus line is now the single string element, rather
than the computer/BCU. Cross-strapping occurs between
the computers, which makes possible the parallel transfer
of data with a great increase in the speed of comparison. iy
This may allow comparison to be performed before erroneous
data is transmitted to the bus, and a measure of majority
output voting, even with only one active computer. Comparison
and voting may be performed with software, with consequent
flexibility.

However, since the computer to BCU is likely to be a parallel
data interface, it will be complex. Cross-strapping at this
point will therefore, present considerable difficulty. The
complexity can be limited if a computer's access to the
other BCU's is restricted to receive-only, and that it

*  transmits to the bus only through its own BCU, which is in
turn dedicated to a particular bus line. This restriction
means, however, that a bus line failure will, in effect,
disable a computer. :

a) vConfiguration 4 (Figure 3.5)

‘ In this configuration the cbmputers, the BCU's and the bus"
lines are all separately reconfigurable. Cross-connection
exists between the computers and the BCU's and between the
BCU's and the bus lines. This arrangement can be consjdered:

1) as a combination of Configurations 2 and 3 above.
The reconfiguration flexibility thereby achieved
is severely off-set by the complexity of the inter-
connections and the magnitude of the configuration
management task;

2) As the only one that allows full majority voting
of computer outputs by the BCU before transmission
over the bus.

In the second of these two roles, illustrated in Figure 1.3.4,
Configuration 4 suffers from a number of disadvantages:

1) Since the BCU functions as a majority voter on
all the computer outputs, it is necessarily a
single point element of the system. It must,
therefore; be internally redundant to meet the
FO-FO-FS criterion, and in addition must possess
its own failure detection, isolation and reconfigura-
. tion mechanism. ‘
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2) It is not possible to drive the bus lines with
. . non-identical data (as might be desired in a
future expansion of the capabilities of the bus
system), since there is no clear dedication of
a BCU to each bus line. For the same reason
parallel input voting would be difficult.

The foregoing discussions have assumed that the computer is
performing a central function in the control of the bus, and
that replication is purely to achieve failure tolerance. It
is possible to consider more than one computer in the operation
of the bus system, as described in Chapter 4, but these cases
will not be discussed here. Suffice it to say that the com-
plexities of cross-connection, failure detection and isolation,
and reconfiguration management increase steeply with each
multiply redundant computer that is added to the systemn.

- 3.3.2 Bus-To~-LRU Interface

The configuration of this interface is influenced by the
configuration of the computer/bus interface and by thé redundancy
levels existing in the subsystem to be serviced by the bus. The
elements of this interface are shown in Figures 3.6 through
3.10 which illustrate the major options for cross-strapping
the connection from a quad redundant bus to a triply redundant

‘ubsystem. From the point of view of redundancy interfacing
these elements are characterized as follows:

a)‘ SIU -~ connects to each bus line by a single, serial data
path. May be simplex or internally redundant. .

b) EIU - connects to each SIU by one or two serial data paths,
and several control.lines. Need not be physically separate
from the SIU (or from subsystem, depending on configuration).

¢) LRU - connects to each SIU by a complex interface that
- may consist of various signal types: serial, parallel,
discrete and analog, of up to 50 or 100 signal paths.

Taking each cross-strapping option in turn the following
observations can be made.

a) Configuration 5 (Figure .3.6)

This is the trivial case of no cross-strapping at the terminal.
The bus, SIU, EIU and LRU constitute a single string elemént.
A failure of any one component fails the whole string. Re-
configuration consists of isolating the faulty string and
switching to a good one. This has the advantage of simplicity.
"LRU's may be geographically separated withdut involving
.- local cross-connection penalties. However, the subsystem

is serviced by a bus that does not meet the FO-FO-FS failure
criterion, since the fourth line is not connected.
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Figure 3.7 Cross connection between SIU and bus
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‘) Configuration 6 (Figuré 3.7)

Cross-strapping occurs at the bus/SIU interface. The SIU,
EIU, and LRU are here a single string element, and each LRU
- can be accessed by all bus lines. The full failure tolerance
of the bus is therefore available to the subsystem. Re-
"configuration is, as for the first example above, still a |
matter of switching to a good string. Disadvantages of
this approach are:

l) The SIU and EIU are considered a part of, and their
redundancy is determined by, the subsystem. The
complexity of the SIU/EIU combination may force
the use of a higher level of redundancy in a sub-
system of superior reliability than would otherwise
be considered.

2) Each level of subsystem redundancy requires four
connections to the bus, in this case a total of
12. Bus connections should be minimized, as is
discussed in Chapter 6.

3) A catastrophic failure of one SIU can disable the
whole bus system. (The use of bus line couplers
‘ can limit this to failure of the subsystem only.)

. it

o

4) Comparison of the outputs of LRU's cannot be
accomplished locally. (This is not a serious
drawback, since local voting may be undesirablg
in any case on grounds of complexity.)

5) It is not possible for one terminal to compare, or
vote on, muiltiple, parallel bus transmissions.

6) A separate address in the bus control word format
must be provided for each SIU to allow for re-
configuration.

7) Only one EIU may be serviced by each SIU.

c) Configuration 7 (Figure 3.8)

Here cross-strapping occurs at the SIU/EIU interface. The
SIU becomes an element of the bus, and the EIU is considered
a part of the LRU. The degrees of redundancy of SIU and

EIU are, therefore, determined by the bus and subsystem
respectively. The advantages of this arrangement are:

~

® .
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1) No single SIU failure can disable the bus system, 13

(élthough it could disable all EIU's (and therefore é
the subsystem) .
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2) LRU comparison could be done at the SIU level AN
(although at considerable cost in complexity).®

3) If bus conflguratlon is controlled by the computer/BCU
(which is probable), then a separate address is not
required by each SIU at a terminal.

4) Cross-strapping involves only a few physical paths,
since data at this point is still largely serial.

The disadvantages are:

1) Four SIU's are required even if the subsystem
redundancy level is lower (this is only a real
disadvantage for reliable but critical subsystems
which require the full FO-FO-FS bus tolerance).

2) The bus system can only be run in a simplex
communication mode (e.g., command and data
cannot be assigned separate paths).

3) The cross- strapplng complexity, though much lower
. i than Configuration=8, may exceed that of 6. This
' is of concern if the bus lines are separated by
considerable geographical distance.

d) Configuration 8 (Figure 3.9)

In this configuration the bus redundancy is carried to the

EIU level and cross—strapping occurs at the LRU interface.

This approach allows the SIU and EIU to be considered as g
one unit, an advantage if one standard bus-to-subsystemn .

interface is specified. However, its overwhelming dis- A Yl
advantage is the complexity of cross-connecting an inter-
face that may consist of 50 to 100 sSeparate paths to each\ "
LRU. Such an arrangement should be considered only for !
very simply connected LRU's. — ¥

e) Configuration 9 (Figure 3.10)

This is not strictly a different configuration, but rather
a version of configuration 7, designed to cope with the
problems of widely separate LRU's. Such separation may

be specified to reduce the vulnerability of Shuttle avionics
elements to catastrophic occurrences such as meteorite

.~
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collision, or the explosion that crippled the Apollo XIII
service module. Rather than associating a group of SIU's
with a specific subsystem, Configuration 9 associates a
group of SIU's with a particular level of redundancy.

This approach is particularly suited to the clustering

of equipment into bays located at strategic positions

in the Shuttle vehicle. For example, a group of four
subsystems each with triple redundancy would require only
three groups of SIU's, two in one bay and one in the other.
The long cross-over leads from port to starboard and vice
versa (indicated by L in Figure 1.3.9) can be formed by
T-junctions into the bus lines, i.e., each need only be a
single data path. In the mechanization of Configuration 7
on the other hand, this arrangement would require four
groups of SIU's, with vehicle cross-overs occurring at the
more complex SIU/EIU interface. 1In general, Configuration 9
scores whenever equipment can be so grouped that the number
of subsystems serviced by one bus terminal exceeds the
subsystems' degree of redundancy. . ) '

>

‘ 34 Relationship of Computer To Bus

The relationship between’ the computers and the rest of
the data bus system is a complex subject. The choice of a, con-
figuration that best meets the requirements of the Shuttle is
impacted by many factors, most of them outside the scope of this
study. However, one important consideration of direct conse-
quence to the design of the bus is the computer's role as the
controlling element in the system. :

The following discussion will take a more general view of
the integrated avionics system than that assumed so far, in
order to compare and contrast the various approaches. The only
assumption made is that all or part of the complement of avionics
equipment will be interconnected by common data buses, rather
than by dedicated interfacing. The configurations then involve
the use of one or more computers, and one or more data buses.

The options may be summarized as: \ "

a) single (central) computer, single bus
b) distributed computers, single bus

c) distributed computers, multiple buses
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There are several variations of these, depending on the require-
ments specified for the system and the functions of the elements.

. -

L

3.4.1 Central Computer, Siﬁgle Bus g

Topographically, this is the simplest arrangement (see
Figure 3.11, although it imposes a higher level of sophistication
on both hardware and software than thé distributed approaches.
The central computer is the sole authority on the bus and all
bus communications are initiated and directed by it. 1In addition,
it exercises control over subsystem operation (for example;
IMU, radar, environmental control, power distribution, etc.)
and performs all required computations and data processing.
Only under certain conditions, described later, may processing
be performed elsewhere. All the avionics subsystems and their
equipments interface with the one common bus, and the resulting
bus traffic data structure must accommodate the full complement
of addresses, commands, and data interfaces. Since there is
only a single functional copy of the computer and the bus,
the replication of equipment to achieve the required level
of redundancy is minimized; i.e., the amount and complexity of
reconfiguration hardware and software, and the number of inter-
faces to be controlled. The main drawbacks to this approach
are that the central computer must

a) accommodate all Shuttle av?bnics functions;
b) possess a high level of performance;

c) contain a greater volume of software, of greater complexity,
than any computer in a distributed arrangement.*

The software burden of the compietely centralized computer
configuration can be alleviated, without degenerating the autonomy

* It should be pointed out, though, that the total volume of
software in a distributed set of computers, performing an equiva-
lent job, will be higher than in a central computer, for the
following reasons:

a) each computer must carry its own set of executive and system
routines

b) bus control routines must exist in each computer (although some
hardware/software trade-offs can be made with the bus control
unit); '

c) certain bus system data, such as status information, must be
maintained in each computer to enable it to use the bus
intelligently; i

d) extra software is required to enable the computer-to-computer
communications. s

’

}
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i w: of control that the central approach offers, by dedicating to
o , f -a subsystem its .associated processing task. A separate
Pﬁ‘;:'0 computer may then be introduced into .the subsystem to take
N x| over the task from the central computer, The condition, however,
y*‘%ﬂ' being that it forms a part of the subsystem, and that it makes

no demand to control or directly access the bus. Any data =

;;“ éfgf’x requirement will be communicated through the regular subsystem-
t”.p“ i to-bus interface. The central computer need not then be aware

g N | of the other computer.

/ ’ .

WVQ ‘ (\ Two examples of such an arrangement could be the display

K%\ processor, which provides stored display formats and refreshinc
s : ~lspLay El
'O,Xj to the CRTS, and the main propulsion system processors. A

‘ {kf§Jﬁ ‘configuration which treats these as subsystems in a centrally
,@g.ﬁr” L} 4 managed bus system is shown in Figure 3,12,

A e Ty
, }ﬂ'lp”i ° The software in the central computer services all equip-
~ %, A7 ment connected to the bus and performs all the functional
A requirements of the system. The boundaries of a functional
jr v subsystem tend to disappear, and exist only as shared software
Q{f#f in the computer. For example, the stabilization and flight
VAN control system will consist of redundant sensors connected

r;ﬂ _to. the bus operated by programs which are allocated a portion

{ . of the central computer resource. The total flight control
o subsystem (including software) is therefore not a visible .

» )separate entity but becomes, in fact, part of an integrated

2 avlonlcs system.

M
|

”J>f Q P
?A@” ", ,{i » The centralized system promotes standardization of approach
Qf_;}\¥V #lto system design problems. Centralized software and a central
SR 'E%/f bus provide the means to impose this standardization.

v \y

~

§te A centralized system does not, however, provide isolation\\
P /or localization of changes. Changes made to a particular

i system such as electrical power distribution, may not be

4 5 ; easily or absolutely isolated from the rest of the system.

L{” ( Nor does it provide a hardware independence of functions. That

' \ is, security of subsystems is only achieved through the bus
\ system design.

_./

3.4.2 Distributed Computers, Single Bus

The sharing of the resource of the single bus between
the several control computers characterizes this configuration.
Two different versions of this configuration allow each computer
to gain access to its subsystems: ’

. a) Time-slotting. In this approach (Figure 3,13) a time-
based sequencer, external to the bus and the computers,
grants exclusive use of the bus to each computer in turn.

Ll
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b)

L4

During its interval of control, each computer has sole
access to all subsystems. The intervals are pre-set

in the sequencer and of fixed duration, giving this approach
an apparent simplicity. A more flexible, but more complex,
variation on this technique places control of the access
interval in the hands of one of the computers, so that the
a551gnment of computers and subsystems to the bus may be
varied in response to the changlng requirements of

different operating modes and mission phases.

Master-slave relationship. In this arrangement, the
responsibility for the overall management of the system
rests with the master computer. The control of the bus

is transferred to a slave computer at instances of time and
for periods determined by the master computer in accordance
with the needs of the system. This has very similar
characteristics to the time-slotting technique with variable
time slots, but is not constrained to a cyclic control
sequence.

A’ computer-to-computer communication link becomes an unavoidable
requirement of both these arrangements for two main reasons:

a)

b)

a)

()

NTERMETRICS

configuration status, operation mode, and other operational
.information about the bus must be communicated from one
computer to the next to prevent uncontrolled or inadvertent
Anteraction between the different activities within the
computers.

It is very likely that a degree of communication and control
overlap will occur in which a common item of equipment, on
the bus will be accessed by more than one computer. In

such cases a difficulty arises if the transaction of control
and data between computer and equipment is not complete

by the time the computer relinguishes the bus. The equip-
ment is then obv1ously not prepared to be accessed by the
next computer in the control sequence. (Conflict over its
allocation could be tackled by prov1d1ng a locking mechanism
in the equipment itself. Such a mechanism would, however,
violate the principles of a command/response bus control
policy, since the equipment would be capable of exercising

a control initiative.) Conflict between two or more computers

over the sharing of a common resource is a well known
problem, and requires cooperation between the computers.

Computer-to-computer data transfer can take place either:.

over the common data bus, by providing a special time-
slot and/or message format for this purpose, oxr

over dedicated data paths between the computers (through
I/0 or memory access channels).
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. The need for such communication breaks down the independence
of the various computers, and the characteristics of the distri-
buted configuration tend to assume those of the central. The
key issue here is whether the separate computers can be uniquely
identified with independent functions and dedicated subsystems
or whether interaction of control and data between the computers
is unavoidable. If the independence of the computer functions
cannot be assured, then a physical distribution of processing
introduces problems of communication and control that may create
greater difficulty than if the job were accomplished in a 51ngle
computer.

3.4.3 Distributed Computers, Multiple Buses

In this configuration, (see Figure 3.14 ) a subsystem that
can be identified as independent; i.e., not requiring the -
services of equipment in other subsystems, is administered
by a dedicated bus and control computer. A central command
computer coordinates the activities of the various subsystem
computers. Its functions are:

a) to perform most mission oriented computatlonal tasks (such
as targeting, navigation);

‘D) to perform high level system decisions (such as mission
mode selection) ;

c) to coordinate and control communication between the distributed
computers of high level, but low rate and low volume ddta

(such as crew commands).

The local_ computers perform all high speed operations required
by the local buses and their equipment. They provide a fully
operational subsystem capability to the command computer.

This implies a high degree of autonomy in the areas of:
a) status monitoring,
b) fault detection and isolation,

c) reconfiguration in response to failure indication,

d) all processing required to implement subsystem functional
capability. '

. B
\
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In essence, the local computers provide a bandwidth’ compre551on
by removing from the central computer the burden of processing
at hlgh repetition frequencies and the control of activities
requiring fast time responses.

The provision of separate buses encourages the formation
of functionally related sets of equipment into subsystems.
Since the subsystems are no longer tied together by the common
control mechanism of a single data bus, they can achieve the
degree of independence required for a distributed computer
configuration.

The conflguratlon management function can be more easily
distributed than in the case of the single bus configurations,
because of the degree of local autonomy pos51ble with dedicated

buses.
The penalities of this approach are:

a) multiple buses imply a weight and power disadvantage
over the single bus (although the penalty is far less
than for a dedicated wiring approach).

b) *In common with the other multiple computer approaches,

- "there is a replication of hardware and software that is
. ‘avoided in the central computer configuration.

-
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Chapter 4

Operation and Control of the Data Bus

4.1 Data Bus Access and Control Philosophy .

Since the Shuttle data bus constitutes a central communica-
tions resource shared among multiple terminals and a central
controller, a fundamental feature of its design is the method
by which it is allocated to a particular communication path.

The data bus system is essentially a "party line" shared by

all terminals: when access is granted, the bus is dedicated

to a 31ngle communication path betwecn a transmlttlng and
. rece1v1ng station. .,

Selection of the bus access method is a basic decision
because it constrains the design of both the remote terminal
and the bus control unit. A general description of candidate
approaches and a comparative ‘evaluation is provided in this
section.

4.1.1 General Description of Bus Access Methods

Several approaches to accessing a communication line have
evolved out of the design of digital data acquisition and tele-
communications systems. Four categories of line access and
control have been identified: contention, polling, sequential
time slot, and addressing.

4.1.1.1 Contention Access

A contention access method is one in which the remote
terminals that desire to transmit, "bid" or contend for the
use of the bus. The first terminal to initiate contact on the
line, not currently in use, seizes the line and prevents its
use by other terminals until it has concluded.transmission.
A contention method must provide a means for resolving conflicts
between contending stations. The queue list of "contending
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requests” is either examined in a prearranged sequence or
. allocated via priority. The contention access method allows
random accessing of the bus by terminals which have determined
their own need to transmit,rather than by planned allocation
~ via a central controller. The method requires a degree of
- control intelligence at the terminal.

An interrupt controlled bus represents a form of contention
access in which the central controller receives an interrupt
signal from a terminal requiring service. The controller
allocates the bus to the queue of interrupt requests according
to a pre-defined allocation algorithm.

4.1.1.2 Polling

Polling is a systematic, centrally controlled method
of permitting terminals to transmit without contending for
access to the bus. Polling is accomplished by the central
controller which periodically contacts the remote terminals
and requests each if it requires the bus. The controller will

- continue to poll the remote terminals in some order until
one is found to require the bus.

. The most straightforward polling technique involves .a

‘polli_ng signal sent in a "round robin" sequence, and each

terminal returns a positive or—negative résponse, More

efficient schemes exhibit sophistication in the polling sequence,

or the order in which units are polled. One such scheme reported

by MIT involves a polling signal recognized by all terminals.

Each terminal reguiring access attempts to transmit its uﬁique

number by transmitting a 'l' on the one's line (nothing for

a '0') for each bit in the terminal. During each '0' bit time

the terminal monitors the one's line and if another pulse is

heard on the one's line it ceases transmission -and awaits

another poll message. If a station succeeds in transmitting

a complete number it has won the poll. It is important to

note that a terminal cannot access the line in a system con-

trolled by polling; however, utilization of the bus is random

depending on terminal need and the outcome of the poll.

4.1.1.3 Sequential Time-Slot Format

Time slot data acquisition is essentially a method
of granting access through a commutator such that data is
transmitted in a prearranged order and is stripped out by a
decommutator. In such a system all units on the line must
be synchronized because of the rigid timing requirements of
the structure. This approach has been used siccessfully in

.data acguisition, monitoring, and telemetry systems. The method
involves allocating the bus to a particular path for a fixed
~time interval within a time frame. A time frame is organized
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into fixed time slots and is initiated by a sync pulse. . Each
remote station requiring access begins counting clock pulses

.and at predetermined count starts to transmit its message. The
sampling rate for each terminal can be varied by changing Lhe
interval of time allocated to it.

A variation on this approach incorporates a format code
into the time slot structure defining the format of the data.
The format code can be changed during the mission by the con-
troller as communication requirements change.

The term "time slotting" has also been used in another
context to describe a method for sharing the control of a bus

system among several controllers. It was examined in Section
3.4.2., '

4.1.1.4 Command Response Addressing

In a command response addressing scheme access” to the
bus is centrally managed by the controller. Under this concept,
the controller transmits an appropriate command to the terminal

~including: synchronization header, terminal address, function
to be performed (transmit, receive), data, and parity coding.
Upon recognition of its address, the terminal interprets the
conimand and beglns transmitting or receiving the appropriate

. datc':l. -

‘"Using command response access, a terminal does not initiate
any communication unless it is commanded to by the controller.
Terminals only "speak" when "spoken to".

. -
. It differs from a polling scheme in that the terminal is
not "polled" as to whether it wants the bus or not, but rather
is "commanded" to send-or receive a message. It is similar
to a polled system in that it addresses a terminal, which
speaks only when polled.

A fundamental characteristic of command response control
is that the "intelligence" of when, what, and how often to
communicate is in the controller (i.e., computer software).
There are consequently no access conflicts to resolve as in
the contention method, or local decisions required as in the
polled system. :

4.1.2 Qualitative Evaluation of Access Methods

The advantages and disadvantages of the several bus
access methods are dlscussed next. They are summarized in
Table 4.1. _ ~

-
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Accgss Method Advantages Disadvantages
Contention 1. Efficient allocation with 1. Requires local in-
a small number of telligence at the
terminals. Bus. communica- terminal to deter-
tion only when needed. mine need to access.
2. Effective for a random 2 Requires reso’lutj_oln
~ input/output environment of access conflicts.
at the terminal.
3. Non-deterministic
3. Provides flexible structure bus traffic.
for adding terminals.
' 4. Failed terminals
difficult to detect
Polling 1. Centrally controlled 1. Terminal access is
allocation. No conflicts random, I/O loading
in access. difficult to predict.
2. Comparatively efficient 2. Polling frequency
. in bus utilization. Access for individual
v granted only for positive terminals.must achieve
. responses to polls. system response '
! ki requirements.

3. Terminal errors may
be undetecfted for
negative response
to poll.

Time Slot 'l. Least complex terminal. l. Inflexible.
Format (Fixed
and Variable) 2. Efficient data transfer, 2. Rigid timing and
Little or no overhead in synchronization.
message format. -
3. Simple to test
Command Response | 1. Access and utilization are | 1. Inability to effi-
Addressing determined in advanced and ciently accommodate
the load balanced in random input streams.
accordance .with computer
requirements. (No backlog .
of 1/0).
Table 4.1 Bus Access Method Comparison
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Advantages

Disadvantages

Ac’s s Method

Command Response
Addressing (cont'd.)

NTERMETRICS INCORPORATED -

Table 4.1

380 GREEN

Relatively simple
terminal design.

Flexibility achieved
via software I/0O
command bits.

Error control
procedures more
positively controlled.

Simple to reconfigure
via software.

2. Overhead in traffic

required for address-
ing and command data.

3. BCU complexity is

greater than other

" approaches

Bus Access Method Comparison (cont'd.)
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4.1.2.1 Contention: Advéntages and Disadvantages

One advantage of the contention bus access method is
that it could be the most efficient from a system point of view.
Utilization of the bus occurs only when it is required; terminals
. do not have to be polled, commanded, or preprogrammed into a
-time slot. This approach is most effective when the events
which result in bus communication are random, for example, inputs
from the crew. It allows equipment to be added very simply,.
even after the system structure has been established.

However, contention access requires each terminal to possess
"enough intelligence to know when it needs to communicate.  This
increases the complex1ty of the SIU in the Shuttle bus system.
Another difficulty arises in a551gn1ng fixed priorities to

each unit such that conflicts in access can be resolved, parti-
cularly in the case of the Shuttle with a large anticipated
number of terminals.

Since bus access is random, the load on the bus is not
balanced and at peak loads a backlog of access requests for
service will accumulate. This could affect the response time
for certain subsystems with high frequency bus utilization
requirements,  such as the flight control system.

~The non-deterministic allocation of the bus creates

‘ difficulties in system and software verification, particularly

in testlng for operation under all traffic conditions. Another
problem with an interrupt controlled system is that a failed
terminal cannot immediately be recognized by the controller.

It may not be able to bid for the line, and consequently the
fault may exist without being detected. To avoid this situation
the controller would be required periodically to sample the
status of each terminal and to determine its status. The
frequency of this status check could be high for terminals
connected to time critical subsystems, diminishing the
efficiency of bus utilization provided by the approach, and
increasing its complexity.

If the Shuttle data bus consisted of a small number of
intelligent terminals this approach would be a reasonable
candidate.

4.1.2.2 Polling: Advantages and Disadvantages

The major advantage of a polled scheme is that it
eliminates random access to the bus but maintains a moderately
efficient data transfer; i.e., communication only occurs
when a positive response to a poll is received. The efficiency
of bus utilization will depend on the selection of a polling
sequence and frequency which minimizes the number 6f negative
responses. It is effective with a large number of terminals
_‘because it eliminates bus conflicts, and with a communication

-
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requirement that is largely non-yandom.

The polling sequerice and frequency must be consistent
with system response and data requirements. If the polling
sequence is implemented via hardware, it must be determined
in advance of system development, and becomes an integral
part of the communication system. Software control of the
polling sequence would, of course, provide greater flexibility.

Disadvantages of this technique are:

a) although bus conflicts are avoided, the ﬁtilization of
the bus is random, and at any time depends on the polllng
sequence and the terminal responses.

b) A faulty terminal may respond negatively or not respond
at all to a poll request, making error detection difficult.
The design of the system must allow the status of each
terminal to be determined without requiring a response
to the poll. ) i

¢) It requires intelligence at the terminal.

4,1.2.3 Sequential Time Slot: Advantages and Disadvantages
i This approach is of course the simples*t, imposing

the least complexity on the terminal. Each terminal is pre-

wiréd to recognize its time slot by a synchronized time delay

in the frame. It is extremely efficient if the same information

is communicated during the entire mission with very small

changes. The only overhead in communication is the synchroniza-

tion pulse, parity and coding bits (and possibly a format *type).

It enables full central control and is most effective for data

acquisition. Since the structure of a frame format is relatively

fixed it requires a minimum of software and is simple to test

and verify.

The principle disadvantage lies in its inflexibility. The
rigid timing and message structure is built into the hardware.
It allows very little variation in bus communication require-
ments from one Shuttle mission phase to the next, and it is
questionable whether it can satisfy all system demands, without
losing its simplicity.

4,1.2.4 Command Response: Advantages and Disadvantages

The command/response addressing scheme offers several

-advantages. First, there are no access conflicts. Communication

requ1rements are predetcrmlned by the designer and then imple-
mented via software. There is no overloading of the bus.
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Utilization of the bus is balanced by allocating the I/O servicing
requirements to the available bus time, Correspondingly, computer
processing may be interleaved with a predetermined I/0 structure.
As a result, the traffic on the bus, and the processing in the
computer become deterministic, and may be more easily. tested

and verified,

The system imposes no significant complexity or intelligence
requirement on the remote terminal. It provides certain error
control characteristics. Since it is centrally controlled,

a remote terminal only "speaks" when commanded to via a unique
address. The terminal can be designed to include its own [
address in the response. Although this "echo check" is not an
-integral feature of a command/response system, the enhanced
error detection control it provides cannot be as easily obtained
in a polled or contention approach,

Finally, command/response provides reasonable flexibility
in accommodating to a variety of I/0 requirements, since this
is accomplished by changing the software controlled I/0 command
sequences.

_ A basic disadvantage of the command/response addressing
technique is that it does not allow randomly occurring events
to be transmitted to the computer as they occur. Rapid
'_re.sponse can only be achieved by commanding the terminal for
the 'information at a high enough frequency. A command/
response bus access method decreases the efficiency of bus
utilization,since time critical or high frequency events
impose a proportionately high bus I/0 rate. .
The addition of the command and address bits required
to obtain or send data contributes to a higher bus traffic
overhead for the command/response access method than any of
the other approaches. o

4,2 Control and Operation of the Data Bus by the BCU

Once a particular access method is selected, the communica-
tions procedure established to perform a single I/O transaction
impacts the design of the bus system elements. The following
steps, illustrated in Figure 4.1, must be taken in order for
a single computer to send and receive data from a set of
avionics equipment. -

a) In a command response access concept, the computer directs
all I/0 requests in the system. It indicates along which

. | h
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Figure 4.1 Basic functions during a bus
transaction




: bus line and to which remote terminal the message is routed,
‘ and if data is requested, where to put it when it has been
obtained.

b) The BCU must encode the message and transmit it to the
proper remote station over the selected bus line.

c). The remote terminal responds to the command, selects the
appropriate channel to the LRU and executes the appropriate
functions to obtain the data.

d) Signal conditioning and conversion takes place at the
terminal, which then encodes and transmits the data back =
to the control unit.

'e) The established error-control scheme is maintained
throughout the transaction.

f) The BCU transfers the data to the computer and lnforms it
of the completed request or list.

The details of this transaction influence the bus message
format, the functions of bus elements,and communication
security. The message format and structure must satisfy the
data acquisition and distribution requirements, without unduly
compllcdtlng the bus hardware de81gn. A level of transmission

. 'security" must be established to minimize the probablllty of
an undetected error,without significantly increasing the
equlpmcnt complexity or message overhead. The following sections
provide a general discussion of bus operation and the bus
format and structure. The error control scheme is discussed
in Chapter 5. ‘

4.2.1 Bus Message Format

In general there are four basic parts to the structure

of any communication message: the message header and terminator,
the address and routing information, function code, and message
content.

Message Address Function Message gt ~EOM

Header Routing | Code Content ;& Sync

Sync }2 -

The first three parts of the message are associated with the .
communication system. ,

B
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.4 .2.1.1 Message Header.and Terminator

Message synchronization is required to enable terminals
to recognize the start of a message and is usually a unique
control signal recognized by the terminal. It is essential
that the synchronization signal be different and clearly dis-
tinguishable from data to avoid misinterpretation. The
characteristics of the sync signal will depend on the modulation
technique selected. It is usually assigned a pulse width or
phase change different from the standard data bit.

There are four possible sync signals: at the beginning
and end of the BCU to SIU message and at the beginning and end
of the SIU to BCU message. However, from a communication point
of view they are not all necessary. The end of the BCU to
SIU message can be distinguished by the "idle bus" when the
BCU stops transmitting; similarly for the end of the SIU to
BCU message. However, detection of an "idle bus" may cause
circuit difficulties in either the BCU or SIU. The use of
different sync signals for BCU to SIU messages and SIU to BCU
message rules out inadvertent SIU to SIU communications, since
the SIU need only respond to a BCU sync.

In any case, the only positive requirement for any address
system is that there be a sync signal, clearly distinguishable
‘from‘ data, so that each terminal can begin to look for its
own address in synchronization with the message. The need for
other sync signals for end of message, accept, knowledge, etc.
is a function of the communication procedures and the details
of the implementation.

-

4.2.1.2- Address and Routing’

The address portion of the message identifies the
sender and receiver by "to X" "from Y". 1In a centrally controlled
system, where there is no terminal-to-terminal communication,
there is no requirement for the "from" part of the address.
All communications are initiated by the BCU with transmitting/
receiving occurring only between BCU and one SIU.

The -"to" part of the message identifies the path to the
LRU via an SIU address and an EIU address. A separate EIU
address is necessary when the bus terminal communicates with
more than one EIU. If the SIU and EIU were combined into a
single unit, then the address could be combined.

{
o 3

- .
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'
.4 .2.1.3 Group Addressing

A group addressing capability would be required to send
a single message to more than one SIU or EIU, as might be
required to enable a passive flight recorder on the line to
receive data intended for other terminals. Group SIU addressing
could be an advantage in transmitting the same data to every
element of a distributed subsystem, such as the individual
guads in the RCS system. Group addressing would be useful
in the central management of a redundantly configured subsystem,
particularly if identical commands are issued by the computer to
every redundant unit.

Group addressing on the bus requires the SIU to recognize

‘more than one address. However, there is the problem of
coordinating the return transmissions of echo or data messages.
Coordination could be implemented in several ways: by sequential
time slotting of the SIU responses, by ignoring the echo in the
passive device, or by a contention access method. The SIU,

" EIU address and function codes would need to be coded in a way
which would have group meaning.  The tradeoff here is between
the added complexity of the SIU and BCU hardware,and the addi-
tional software and memory to store multiple commands instead
of one. A modification to the computer/BCU message to provide

) a routing indicator and a list of SIU addresses, which would
.enable the BCU to send multlple messages, could alleviate the
comouter software burden. -

In summary, however, it is felt that group addressing
is probably not worth the additional complexity in bus system
design if, as has been estimated, there is adequate capacisty
in speed to accommodate the inefficiencies encountered.

=

4.2.1.4 Function Code

The function code field of the bus command specifies
the action to be taken by the interface unit in acquiring or
distributing data or signals to the LRU. The structure and
format of this field is directly inpacted by the reguirements
of the electronic interface portion of the remote terminal.

In order to provide the capability of interfacing the majority
of electronic equipment, the following types of interfaces
would be reguired:

a) digital parallel,
b) digital serial,
c) analog data, : e

‘d) discrete. ’
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. The function code does not have to be in a standardized
format for all terminals. More parallel digital signals
may be required for a particular LRU, but less analog. The
electronic interface itself need not be standardized. The
function can be decoded and interpreted by specially tailored
function controllers at the terminal. Alternatively the
function code could represent the address of a location in a
control memory which stores special control sequences within
the interface unit. There are several ways of organizing the
function code field, which are discussed in the following
paragraphs.

a) Channel Addressing

Under this concept, each interface is assigned a channel
address, and the function code becomes part of the address
structure. Group addressing is possible only if channel
addresses are in sequence (e.g., 2 through 6, not 1, 3, 5,
etc.). Input or outputs may be implicit in the channel
address number, or specified via a format. The interface
unit is required to distinguish between input and output
channel addresses, to determine if data is to be sent
back.

_ . Channel addressing is the simplest function code to implement
and allows the greatest flexibility. However, it can be -
‘very inefficient if channel addresses are not assigned
in a way which can be effectively utilized.

b) Functional Classification of Interfaces

In this method interfaces are functionally classified and

a code for each class or subclass is defined. For example,
all communications can be functionally organized into the
following categories: commands, moding, functional input,
functional output, and others. The functional categories
are assigned a coded number and all interfaces are assigned
to a category. A function code would then involve input

or output of all data in the corresponding category.
Obviously each major category can be further subdivided
into subclasses by extension of the function code field.

A significant advantage of this method is that the efficiency
of information transfer can be much higher if information
is generally transferred in a block. It can.also be useful
from the computer s point of view,since all data in the
"functional group" may be desired at the same time ({e.g.,
all status information).

~l

. R
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Memory

The final approach involves a small memory, of a few hundred
words. The function code specifies a location in the memory
which contains instructions for data input and output. The
memory could store channel:addresses or sequences corres-
ponding to an interface function. A memory with a read/
write capability could be altered inflight to accommodate

changes to a subsystem's operation demanded by different
mission phases. _

A small high speed memory of the read/write or read only

type described above is well within the state of technology.
This concept provides the most general and flexible capability,
although it obviously increases the complexity of the EIU.
Memory size could be expanded to accommodate increases in
equipment requirements,or to extend the terminal capability

to provide functions such as limit checking of data, or the
monitoring of LRU status. Ultimately the terminal becomes

a small computer capable of providing a local service to

the equipment and thereby reducing bus traffic.

¢

. ‘4.3‘ Operation and Control of the Data Bus by the Computer
i

" Viewed from the computer the data bus is a single,
relatively high speed, asynchronously operable, peripheral I/0
device, capable of performing data gathering and data distri-
bution. Under the command response access concept, the cohputer
initiates and directs I/O operations on the data bus. It directs
I/0 by commanding the bus control unit with a set of I/0
requests. The BCU then controls and synchronizes the data bus
system to carry out these requests. Most likely, the bus system
will be mechanized in a way which allows the bus to operate
independently of the CPU once an I/0O command is issued by the
computer. This means that the data bus system and computer
operate asynchronously. )

4.3.1 Overview of Computer I/O Operations

There are two basic approaches to the design of the
computer software for controlling the activities of the bus.
These are identified and treated in greater detail in Appendix D
than is required for the purpose of this section. The first is
the synchronous, fixed I/0 method, in which I/0 control is based
on a predetermined execution sequence and a fixed time cycle.
The second schedules I/0 operations on a demand basis. The
characteristics of the two are summarized in the following
sections. To a large extent the computer executive and I/0

60




control structure can be considered 1ndependently of the control
structure chosen for the bus.

4.3.1.2 Computer I/O Operation in a Synchronous Structure
Fixed sequence structured software requlres I/O opera—

tions to be interleaved with proce551ng tasks in the minor
cycle. The inputs required by processing tasks in a minor

‘cycle must be available prior to execution of the minor cycle.

The concept requires commanding the BCU (or dlspatchlng
I/O), each minor cycle to input data required for the "next
minor cycle", and output data from the "last cycle" I/0
software for controlllng the data bus is operated in each
minor cycle. For example: :

Bus Inputs for pro- - Inputs for pro- Inputs for pro-

Activity cessing during N cessing during N+1 | cessing during N+2
Outputs from N-2 Outputs from N-1 Outputs from N

Computer Process inputs Process inputs Process inputs

Activity from N-2 for -, from N-1 for from N for

‘ . output during N output during N+1 output during N+2

Minor '

Cycle N-1 , N N+1

The dispatching of an /0 command list to the BCU can occur at
the beginning of each minor cycle. However, it is necessary

that the list of I/O be completed by the bus system prior to

the start of processing the next minor cycle. Thus, the bus

will be operating for only a portion of the minor cycle at

a percentage of its speed. For example, the BCU may be
commanded for 16 ms of I/O every 20 ms. In this case there would
be 4 ms idle bus time unless the BCU were commanded again to

- perform some additional I/0 on checkout functions.

At the beginning of each cycle I/0 commands are checked
for errors. If no errors have occurred, the next I/0 list is
sent to the BCU and computer commences its processing sequence.
If I/0 errors occurred, an error recovery and fault isolation
routine must be operated and the sequence of processing tasks
re-scheduled accordingly Prior to the end of the minor cycle
I/0 scheduling is operated to set up the I/0 ¢ommand list for
the next dispatch to the BCU.




e

.

"\ " Since much of the Shuttle data bus design conducted to date
as postulated this philosophy of software operation, it will
be assumed for the description of BCU activities in the following
sections. ' ~

4.3.1.3 Computer I/O Operations in a Demand Structure

: The alternative approach to fixed sequence I/0 is
scheduling I/0 operations on a demand basis. Typically, this
is accomplished in asynchronously controlled software structures
as follows:

a) when an I/0 request is made by the computer software, control
is transferred to an I/0 scheduler, and a command is inserted
into an I/O queue.

- b) The task requesting the transfer is placed into a "wait
state". ' 7.

c) Upon availability of the I/O device, the queued I/O requests
are processed via the dispatcher which uses an algorithm,
e.g., first in/first out (FIFO), to determine which I/O
JFequest to service next.

.d) The I/0O requests are sent to the BCU one at a time, or in
a list for bus execution. -~

e) When the I/0 request has been serviced, the issuing task

is informed and allowed to continue.

'y
- This approach is used on large ground—-based systems, particular-

ly where I/0 requirements are not known or impossible to pre-
determine. The demand I/0 concept does not appear consistent
with command response or fixed sequence scheduled processing
tasks. However, if a distinction were made between computer
input and output requests, output requests because of their
independence of processing tasks may lend themselves to demand
scheduling. -

4.3.2 Computer to Bus Operations

An evaluation of the requirements of the interface between
the computer software and BCU is directly dependent on the design
of the BCU. There are obviously tradeoffs between complexity.
in the BCU hardware design and the computer software. The BCU
in an extreme case could become a computer itself, dedicated to
communications functions,. supplying all communication of data

.in and out of the bus system. At the other extreme, it could .
sinply perform time synchronization, transmitting and
receiving control, and error coding. . Somewhere in the middle,
the basic BCU capabilities can be extended by providing the
BCU with a limited set of registers and logic, and a
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direct memory access (DMA) interface to the computer's memory.
By cycle stealing from the computer, the DMA can supply commands
'and data to the BCU directly from the memory. Commands and data
are sent to the BCU either by incorporating a starting address and the
number of commands into the channel command word, or by chain-
ing commands and instructing the BCU via the operation code
in each bus command. A limited capability will be assumed for
purposes of this discussion, although comments are made on
areas where an expanded BCU capability may lessen the software
problems. The basic computer-to-BCU operations are the following:

a) .I/0 dispatching - involves commanding and controlling the
BCU with I/O to be performed.

b) I/O scheduling - involves scheduling bus commands to be -
issued the next minor cycle.

c) I/0 error processing - checking previous I/O commands
issued for errors and taking appropriate action.

v

4.3.2.1 Dispatching I/0: Computer/Bus Interface

The BCU is provided with a list of I/O commands by
loading an I/O channel with a command word from the computer
(see Figure 4.2). The channel command word must contain suffi-
: ‘cie'ﬁt information to enable the BCU to execute all the appro-

pridate I/0 commands in the lis%. Once this channel is loaded,
the ‘computer and BCU may operate independently. The channel
command word contains an address of the first BCU command,
and the number of BCU commands to be processed. (BCU commands
may also be linked by address chaining.) The BCU commands
can be stored in sequential memory locations, and the list
operated on in sequential order by the BCU. Upon completion
the BCU can be instructed to interrupt the processor with an
I/0 complete signal. (Alternatives, more in line with a "no
interrupt" policy, can be devised, such as a "BCU busy" signal
accessible to the computer enabling it to determine status
of the BCU.) 1In either case, it is necessary to coordinate
the asynchronous operation of the computer and BCU so that the
computer is aware of the status of the BCU.

4.3.2.2 BCU Command Format

The BCU command format must contain instructions for
the BCU to execute the computer's I/O request. A single i
command will contain four parts: control information for the
message, status information, skeleton bus message format, data
linkage addressing information.

et

. h
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TABLE OF BCU COMMANDS ; DATA

COMPUTER PROGRAM ; TRANSMISSION
- : I COMMANDS

EXECUTE 1/0
INSTRUCTION
. LOAD, CHAKNEL
CONTROL

4

BCU COMMANDS
VIA I/0 CHANNEL

es| INPUT/QUTPUT
‘ DATA

Figure 4.2 Computer to BCU I/O command operation

. ' . - .
t .
. . l
1
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BCU 1/0 . Bus command Linkage to

control . )
op code atatas SIU Function data
, i code

‘ a) Control

The control part of the BCU command contains information
.pertaining to the type of operation requested of the BCU.
Examples of individual BCU operation codes are READ,

WRITE, SKIP, LINKAGE. With fixed I/O tables in the computer's
memory, a "no-operation" code may be desirable to skip
commands at certain times such as unrequired jet on commands
in a fixed I/O schedule. If the BCU contained memory, and
was more of a communication processor, this part of the

BCU command may contain a pre-programmed BCU memory ,

address for execution. T

b) .Status Bits

Status bit(s) are required to enable the computer to
- determine if the bus command was completed successfully.
*The computer must be informed of bus errors so that it
‘ can reconfigure and reschedule accordingly.. An incomplete
*I/0 transaction will resul#® in rescheduling the processing
‘tasks. An "incomplete I/O" status indication may also
be desirable. : '

-

c) Skeleton Data Bus Message

The skeleton bus message contains the actual bus command
associated with the: I/0 transaction. The contents of the
bus message format were discussed in Section 4.2.

contains information which is both fixed and variable
during the course of the mission. Specifically, the
terminal addressing will vary with the status of the avionics
configuration; a specific communication path must be chosen
prior to execution of the command. For example, a request
for data from a redundant subsystem (e.g., radar) requires
information as to which LRU is active, and which data path
to use. It is reasonable to assume that configuration
management is a computer software function, and therefore
this information must be supplied to the BCU in some form.
The degree to which the computer will need to modify the
bus message format at run time will depend on the extent
‘and capability of the BCU.

In order to establish fixed I/O command tables required

. by the synchronous I/0 method it may be useful .to define
a symbolic and "physical" relationship similar to that
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d)

~

used with tapes, disks, etc. in a conventional facility.
In this case a symbolic assignment, such as IS5, or IsS
for inertial subsystem active and standby respectively,
will be -associated with the subsystem. The symbolic
‘identification is then associated via configuration tables
- to a physical unit such as ISS#1, ISS#2, etc. Predetermined
I/0 bus commands would be generated using symbolic identifi-
cation and their physical identification determined at
run time by the computer or by the BCU via' the transfer
tables of the computer. Path identification for a specific
physical unit (i.e., which SIU/EIU address) must also be
determined dynamically. .

If each physical unit had a single path, i.e., a unique T
address (BUS#, SIU#, EIU) the problem is solved. However, JNECE
there is more than 1 path to each unit; the address must
be determined from the status of buses and SIU's. The
complexity of this problem will, of course, depend on the
redundancy interfacing and cross—-connections established
in the system. For example, consider a system configuration
of a guad-redundant bus, 4 SIU's, and up to 8 EIU's per
SIU. There could be up to 64 possible paths depending
+on the cross-strapping.

5

Physical Unit Bus ... SIUu ~ EIU
LRU #1 1 A X
2 B Y
3 C Z -
4 D W

-

If the SIU is an extension of the bus such that SIU, cannot
be addressed via bus #2, then there are 16 possible paths
to a specific LRU. If the SIU were cross-strapped to the
bus and interfaced to a single LRU, then there are only

4 paths to it. )

The function of inserting addresses could be allocated to
the BCU, assuming it had memory, by sending it a table

of physical equipment codes, and the current path. The
current path would be updated by the configuration manage-
ment task as configuration switching occurred.

Data Linkage Addressing

This part of the bus command identifies the cbmputer
memory location of the data to be output,.the destination
of the data input from the bus. If the bus format allows
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block transm1ss1on, then the number of words is variable,
. and must be obtained from the bus message format itself.

4.3.2.3 Computer I/0 Error Processing

An unsuccessful I/0 transaction detected by the BCU
~during bus operations is eventually communicated.to the computer,
using the error control bits in the bus command table. If the
BCU is commanded with a list of I/O requests, an I/0O error Will
not be detected until the start of the next minor cycle. ,
the beginning of each minor cycle, the error status of all ?’
messages is checked. If errors occur, the minor cycle task,a
schedule is modified accordingly, and the I/O error recovery /
procedures are initiated. Design of the I/0O error recovery -
software procedure is not within the scope of this study; some
of the alternatives are:

a) the I/0 request could be rescheduled via an alternate
‘ path. A reconfiguration of equipment may be required.

b) Fault isolation tasks could be initiated to determine
what to reconfigure (the BCU, SIU, or subsystem may have
failed).

c) “.The sequence of tasks contained in the following minor
cycle must be altered, delayed entirely,or allowed to
ccontinue with "old" da’ca.'”w

4,3.3 I/0 - Processing Memory Conflicts (Buffering and
Interlocking)

Independent operation of the bus and computer can result
in a conflict over the access to common data. This problem
occurs when a processing task is using data while the bus
control unit is at the same time attempting to input or output
the same data for the same memory locations. The problem is
more likely to occur for data that is sampled at a high
frequency, when use of the data cannot be easily synchronized.
It is also more likely to occur in a block of data rather than
a single word because of the inherent interlock of a single
word access. For example, attntude angle information from the
inertial unit may be in use by the digital autopilot task when
the BCU inputs new values via the DMA. In this case the auto-
pilot is operating on partly new and partly old values. This-
problem can be avoided, by several approaches: ’

. “

~a

‘ N
@ .
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‘ a): the I/O input and output in this category can be buffered

into different memory locations. It may be transferred

to other locations, or a pointer can be switched between
two sets of registers for the data item, one set for I/O,
one for processing. Input data may in any event require
to be smoothed or compensated prior to use. This is the
general concept of "double buffering" of input or output.

b) The data could be interlocked via a control indicator or
busy bit, during the time either the BCU or the computer is
using it. However, this would require the BCU to access,
test, set and release the indicator with a consequent
increase in its complexity.

"c) I/0 can be planned by predetermining and adjusting the

sequence of I/O commands to avoid the conflict. I/O
commands can be designed to occur at the opposite end
of the cycle from the conflicting processing task.  This
approach, although consistent with synchronous bus control
and I/0 philosophies, appears risky due to the inaccurate
estimates of timing. It-is, in fact, similar to the
approach used to solve the memory conflict problem in
Apollo. This was only partially successful, and it

~ could only be verified by extensive testing.

b 2 . )

< ™ ’
¢ -

4.4 Description and Analysis of I/0 Transactions

4,4.,1 Definition of an "I/O Transaction®

An "I/O transaction" is defined as the complete sequence
of operations. performed by the BCU in carrying out a single
I/0 request from the computer. Once the BCU has received and
interpreted a command from the comnputer, it synchronizes the
terminals on the line, transmits a message to the specified
terminal and receives the appropriate response. A transaction
occurs between the BCU and a single terminal. It is the basic
bus communication activity. It is independent of any other
transaction over the data bus system. There are two types of
I/0 transactions that are performed by the data bus: read and
write transactions.

a) A read transaction is the sequence of steps performed by
the bus system in acquiring data from the avionics equip-
ment. It can be termed a "get" command, to sample a
specified LRU equipment interface.

ey
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' b) A write transaction is a sequence of steps to send data
. to an LRU interface. It can be described as either a
"receive" command, or a "do" command. The SIU receives
the data or command and delivers it to the specified
equipment interface. ’

A third type of transaction may be required, termed an
"SIU Event Status Command", in which the BCU transmits a
command message to an SIU, requesting it to return its event
status register. 5

This transaction enables the computer to determine if
random events (interrupts) have occurred at LRU's connected
to a particular SIU station. A rescheduling of processor
tasks and read/write transactions may be necessary as a conse-
quence of the event. 2R pecltid oM A /Hfﬁ“% iy e, o R

-

I Ese TRINS FEIE juhek v,

4.4.2 Functional Description of Bus Transactions .

"A discussion of how the bus system performs a transaction
provides another step towards a specification of the bus/SIU/EIU
~ hardware design. In order to describe the operation of the
bus during a transaction an assumption must be made with regard
to a specific bus to SIU to EIU configuration, and an error
.control approach. It is important to emphasize that this
section is intended to describge the functions required at
each bus element, and not to select a final design. Several
configurations of a standard bus terminal were considered, but a
detailed bus command format was only designed for one.

.
: The example configuration assumes a physical separation of

SIU and EIU. Each SIU is connected to only 1 bus line and

may service up to 8 EIU's. Each EIU provides analog and digital
interfaces to' equipments. The other terminal configurations
assume no logical separation of the SIU and EIU, and are
cross—-strapped to all four buses. These two approaches to the
standard interface unit are discussed more fully in Chapters

3 and 7.

The error control method selected for analyzing the trans-
action is transmission error detection through vertical and
horizontal parity, and path verification by address echo. A
detailed discussion of error control philosophy is given in
Chapter 5. ’

A variable number of 8-bit data bytes was selected as
the basic transmission format. A 3-byte command format 1is

& | |
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selected since 16 bits are considered inadequate to provide the
“range of addressing and function codes. A minimum of 18 bits
are reguired for the command word in this configuration (7 for
STIU address, 3 for EIU address, and an 8 bit function code) .

Figure 4.3 illustrates a representative format designed
" around the 3 byte command message with a variable data message.
The asterisked fields are mandatory. Representative use for
the other bits in the 3 byte. command are discussed below:

*3) SIU address (up to 128 since only one terminal address per
station is required. See Section 3.)

b) SIU transaction bit. This bit may be used to command an
SIU station to send an event status message. This is a
two byte response from an SIU containing the status of 16
events or conditions that are assigned among EIU's at a
terminal. Each is set in an EIU by the occurrence of a
local random event such as a hand controller movement,
display input, fault occurrence. :

*c) EIU address (up to 8 EIU's per SIU)

d) « Error control bits. These are sent in an echo message from
*SIU to BCU when an error occurs associated with the LRU.

‘ ;Typical of the possible erxor response conditions are:

1) Parity failure at EIU
2) EIU/LRU busy ' .
3) No response by EIU
4) Improper channel
This information could be provided by a special request
to the SIU. Making it part of the command format simplifies
SIU/EIU logic. If the information were not provided to the

BCU, a "no echo" response for all the above conditions w1ll
be treated in the same way.

e) I/0 control. 'This control bit determines whether the
specified channel address is an input or output operation.

f) Block. This field of the command message identifies a
single or multiple channel address group. It is used in-

conjunction with block types to specify the size of the
message block. =il

‘ : N
)
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‘*g) Channel Address. This specifies the EIU interface by one
‘ of the methods listed in Section 4.2.1.4.

h) Block Size. The block size identifies the number of
channels to be sampled. :

L 4.4.3 Description of the Transaction Sequence

The steps involved in read and write transactions using
this format are illustrated in Figure 4.4 A brief description
of the transaction is as follows:

a) A read transaction begins when the BCU initiates a sync
signal on the bus, followed by transmission of the bus command
“word. - The BCU then waits the response.

b) All "up" receivers on the line receive the sync signal.
Each compares the SIU address in the message with its own
prewired address. If no match occurs the rest of the message
.is ignored, and then each SIU monitors the line for the
next BCU sync. ’

c) If the address check shows agreement, the SIU decodes the

* EIU address and then routes the message to the specified

. "EIU over a serial channel*, while checking for horizontal
iparity in each byte. s '

d) The SIU awaits the parity check signal from the EIU to
insure that the message was received properly, and upen
its receipt, transmits an echo message to the BCU. If the
EIU does not accept the message, the SIU transmits its
address echo with the appropraite error control bits set
in the second byte of the command word.

e) During the time the SIU is transmitting the return echo,
the EIU decodes the function code (channel address or
memory) , multiplexes the requested -input channels, performs
A/D conversion if required, and sends the requested data
to the SIU. A time lag is incurred by this process, termed
the LRU latency. It is discussed bhelow.

f) The SIU verifies parity and continues transmitting the
data message to the BCU. .

i
* Serial transfer is:considered advantageous in minimizing
the number of interconnections.

~a

‘ B
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The BCU, after transmitting the initial command, monitors
the line for the return echo. If no echo is received within
a fixed time interval, a transmission error is deemed to have
occurred, and the computer is informed via the I/0O error control.

When the BCU receives the echo check, it accepts the requested
number of data bytes, verifies parity, and transfers the data
to the requested locations in computer memory, after which the
read transaction is completed.

~ Write transactions are performed using similar procedures
as illustrated in Figure 4.4. A total time to complete an I/O
transaction using this command structure and error control
procedures has been estimated for a block of size N bytes to
be approximately:

59 + 9N s

WRITE transaction =
READ transaction = 69 + 8N s K
4.4.4 Bus Efficiency and Latency
4.4.4.1 Efficiency
. The bus utilization efflc:Lency can be computed by the

ratio of information bits in & transaction to the total number of
bits in the transaction. If we consider the total number of

bits in a transaction to be the total transaction time (including
delays, etc.) times the bus speed (assumed to be 1 MBPS) we
obtain a worst case estimate of bus efficiency. Information
transfer efficiency estimates for a 3-byte command format are
illustrated in Figure.4.5.

The bus‘system will operate at about a 50% efficiency

for transfers of 10 or more bytes. This illustrates the obvious
fact that to maintain efficiency the software should be
structured to obtain information from LRU's in blocks. For

example, status data should be obtained in functionally related
groups, such as all temperature readings. '

A significant factor is the number of I/O transactions
that the bus can complete in a minor bus control cycle.
Figure 4.6 contains a plot of the I/O transactions, consisting
of a given number of data bytes, which can be completed during
a fixed interval of time. Based on an average block of length
8 data bytes, approximately 70 transactions can be completed
during a 10 ms interval. It is apparent that even though the

® R
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efficiency of information transfer may be less than 50% in most
cases, the actual number of transactions completed during an
interval of time should be adequate to service the expected
Shuttle I/0 requirements. Figure 4.6 illustrates that careful
scheduling of the bus during any minor cycle will be required,
particularly if the size of blocks vary.

4.4.4.2 Subsystem Latency

When a read transaction command is received by the EIU,
an interval of time is required, called the latency time, for the
EIU to interpret it, to carry out the command, and return the-
data. A delay can be caused by analog-to-digital conversion,
serial/parallel conversions, inhérent equipment dynamics, etc.
If an I/0 request from the computer has a latency time exceeding
a certain fixed interval, it must be organized into two or more
transactions. An example is the computer request for DME
transponder range. The inherent characteristic of the.DME
(see Appendix C) is that to obtain range to a specific point,
the DME measures the time a signal takes to traverse the
distance to that point and back again. The latency time required
for this operation is intolerable in the I/0 transaction structure
described above. This type of transaction must be divided into
two transactions: one to command the range to be read, and
the, other for reading the range. Coordinating these inter-
dependent transactions so that they occur at the right time,
preSents problems to the I/O schedullng software design.

A form of latency occurs for certain types of block data
transfer from computer to subsystem. Error control that depends
on horizontal and vertical parity cannot provide verificafion of
the correct receipt of a data block until the last byte has been
received (the last byte is, in fact, the vertical parity
byte). To prevent erroneous data from being transmitted to
a subsystem, the complete block must be buffered at the terminal
until it is verified. It is subsequently transmitted to the
subsystem for which it is intended. However, this trans-
mission may take a considerable time, by bus standards: a 32
byte block will take over 0.25 milliseconds at 10° bits per
second. This is enough time for several other transactions
to take place.

For both kinds of latency, it is essential to allow no
inadvertent interference with the terminal from other transactions.
For this reason it is desirable to provide for the indication
of an EIU/LRU "busy" condition via the status bit(s) asso-
ciated with the SIU echo return. This bit can be interrogated
by the BCU to provide.an I/0 error indication to the computer
whenever another command is addressed to the busy terminal.

-
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.5 I/0 Timing Difficulties

A class of system problems exists in the operation of a
time shared bus which is associated with the correlation of data
and commands with "time". A discussion of these problems follows.

a) <Correlation of data and absolute time. Several system compu-
tations demand the acquisition of data from separate sub-
systems at the same time. For example, a navigation measure-
ment combines sensor data with attitude information, correlates
both to the same absolute time, and updates the navigation
filter. With a synchronously controlled data bus, in which
sampling is performed only at fixed minor cycle intervals,
time may only be established with a granularity of the
sampling period. That is, all samples taken during one minor
cycle are associated with the same time tag. If finer time
reference is required it must be provided by local clock.

In an asynchronously driven bus system a finer ‘reference time
quantization may be obtained because a specific I/0 command
may be serviced within approximately 100 us (dependlng on the
I/0 qgueue backlog).

A related processing problem arises in the derivation of a
rate of change by differencing two measurements. In this
. case a difference in time must be either assumed or computed
. for two measurement samples.. For high frequency samples
obtained with a synchronously driven bus, the order of the
I/0 command in the list may be important, particularly if a
fixed delta time is assumed in the calculation.
.
b) Local precision timing. . Another problem that may arise concerns
the precision timing of events at geographically separate
and remote subsystems, for example, the timing and coordination
of firing commands to’ the RCS jet thrusters. From a system
point of view, it is desirable to design such subsystems to
receive a message which contains not only the command but also
~the firing interval. The impact on I/O complexity, bus traffic
.and response, of separate transmissions to command the thruster
on and then off could be considerable if this type of bus
activity predominates. The capability for local precision
timing may be incorporated into the subsystem or terminal.

c) Incremental data. Incremental, rather than absolute data
measurements from a subsystem represent another processing
problem. The incremental CDU counter in the Apollo Guidance
Computer is an example. The counter was zeroed, and then
incremented to a measured reading. The rate at which the CDU

e
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is incremented depends on the difference between the counter
and the actual value. The system maintenance problems asso-
ciated with zeroing prior to read, and the variation in

rate caused several difficulties in software. For example,
the recovery of incremental data after transmission errors
‘are detected cannot be accomplished by re~reading or re-
transmission. In general, subsystems should be designed to
output only absolute, and not incremental measurements.

’ i ..
o | |
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Chapter 5

Data Bus Error Control

5.1 Introduction

Since the Shuttle data bus provides the sole communications
for onboard avionics equipment, an important design requirement
is that it provide a reliable transfer of information in the
presence of both permanent and transient failures. Permanent
failures are caused by equipment failures and are a direct func-
tion of the simplicity and reliability of the data bus system
elements (i.e. BCU,  SIU, EIU, and LRU). Transient failures
are caused by such effects as electromagnetic interference, which
| must be anticipateéd in the Shuttle environment. The characteristics
| of the interference are anticipated to be predominantly impulsive,
| and primarily caused by coupling to the line of transients and
| noise- from switches, motors, relays or other sources. "Burst
crors™ involving multiple errors close together are to be expected
this environment. A major task of the data bus design will be
to incorporate an error control approach which provides "security"
of communication in the presence of noise of largely unknown
| characteristics.
= -
Several error control technigues have been applied in
communication systems to reduce the probability of undetected
errors. The techniques generally attempt to satisfy a proba-
bility goal within the system design constraints of cost, weight,
power, or bandwidth.

There are two basic objectives of the shuttle data bus
error control scheme to be satisfied in the presence of potential
permanent and transient errors:

a) To maximize the probability that a transmitted message is
correctly received by the correct terminal;

b) To minimize the probability that an incorrect message is
received.

Most commonly a particular error detection scheme has been
- coupled with retransmission or forward error correction. Various

-
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‘:rms of information coding to obtain an error detection and/or -
correction capability have been used. Numerous codes have been
devised to satisfy a particular communication channel error
probability. Prior to discussing the specific error control
approach appropriate to the shuttle data bus, a review of informa-
tion coding schemes is presented. with a discussion of their advan-
tages and disadvantages. ' ‘

5.2 Information Coding Review Discussion

5.2.1 Coding Theory

Coding modifies the message to be transmitted by adding
redundant bits to the transmitted message. These extra bits are
examined at the receiving terminal to determine whether an error
has been introduced and in some cases to locate the error-bit
within the message so that it can be corrected.

The methods of detecting and correcting errors can most
easily be explained with the aid of the concept of Hamming
distance. Briefly, the Hamming distance between two strings of
binary symbols (of equal length) is the number of positions in

‘;ich‘the symbols in the string are different. Thus, the symbol
rings 1100 and 1000 are separated by a Hamming distance of 1, .
while 1100 and 0011 are separated by a distance of 4.

In the study of codes, one of the parameters of interest is
the minimum Hamming distance between any two valid code words in
the set (for codes in which all the code words contain the same
number of bits). Thus, if a code has a minimum Hamming distance
of two between any code words, at least two symbols must be
changed in order to change one valid code word into another valid
code word. With such a code it would be possible to detect any
single symbol error, and also many but not all, possible errors
affecting more than one symbol.

5.2.2 Single Parity

A common example of such a code is the single parity
check, in which the code word is generated from the binary message
string to be transmitted by adding a single bit such that the
total number of "1's" in the code word is even (or odd). The
choice of even or odd parity has no effect on the random error-
correcting properties of the code, and is usually made to faci-
litate the detection of certain equipment failures which can

produce all "1l's" or all "0's" in the received.message.

o o -
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Q In general errors affecting an odd number of bits will be
tected but errors affectlng an even number of bits will not.
The single parity bit is extensively used for error control,
principally because of its simplicity in terms of hardware. It
is effective against random independent noise.

5.2.3 Error Correcting Codes

For some applications, the mere detection of an error is
not sufficient. It is necessary to determine from the received
symbol string the nature of the error, or, to be more precise,
to determine the message that should have been received in the
absence of noise. These are termed error correction codes.

5.2.3.1 Hamming Single Error Correcting Code

The well-known Hamming single error correcting code is
an example. This is a code having words of length 2M-1 where m
is any integer. There are m parity bits and 2M-1-m information
bits. The construction of the code word from the message bits
will be illustrated for M=3.

.t Po;su:lon Bl B2 ' B3 B4 *BS B6 B7

Parity-Message Pl P2 Ml P3 M2 M3 M4

The parity bits are determined from the equations:

]

P, + M, + M. + M 0 (or 1) (module 2 additions)

1 1 2 4

Il

P, + M. + M, + M

o t My My My =0 (or 1) .

il

P, + M, + M, + M 0 (or 1) .

3 2 3 4

At the receiver, the three parity equations are checked
to give three error states E3, Ej, and Eq- (A "1" denotes that
the eguation did not check, and a "0" indicates that it did.)
These three error bits are ordered as a binary number E3E5Ej,
called the syndrom, which equals number of the message bit that
should be changed. . :

. h
|
|
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‘ If two or more errors occur in the transmission, then either
the received word passes the parity tests and is incorrectly
accepted by the decoder, or the decoder recognizes that an error
has occurred but incorrectly identifies the nature of the error
and incorrectly "corrects" the received message.

The -Hamming codes that..are discussed here have the interest-
ing property that every possible received word is within the
error correcting distance (in this case a "sphere" with a "radius"
of a Hamming distance 1) of some valid code word. A code having
this property is called a perfect code or a close packed code [1].
In general, most codes do not have this property. In fact, for
codes capable of correcting more than one error, only a few such
codes are known.

5.2.3.2 Augmented Hamming Codes

In the case .0f non-perfect codes, several strategies

can be used when the received message is not within the specified
correcting range of any valid code word. On one hand, the distance
to each valid code word can be determined and the nearest valid
code word selected for the decoder output. If two valid code
words® are equidistant, outside knowledge of the message probabi-

i ties could be used to resolve the tie. At the other extreme,

1y received message not within the assured error correcting
range of the code could be labeled as a detected but uncorrectable
error.

An examnple of a code for the latter strategy is the *
augmented Hamming code generated from the Hamming code described
earlier by adding one additional overall parity bit. This code
has a minimum distance of four, and, while it is not a perfect
code, every possible received sequence is within a Hamming distance
of two of one or more valid words. This code can be used as a
single error correcting, double error detecting code.

It is worth noting that a particular code can be used in
a number of different ways, depending on how the decoder is
mechanized. The extended Hamming code will detect some but not
all higher order errors (and will "correct" some other high
order errors to produce a wrong message). The same code could
also be used as a triple error detecting code. In this case, the
code will also detect many more of the higher order errors. 1In
fact, it will detect any error pattern that does not convert -
the transmitted code word to another -valid code word. -

It has also been shown that this same code can correct all
single errors and also all double errors in adjacent bits, provided

84
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"e parity bit is not in error [2]. Using this decoding procedure
ery few if any higher order errors will be detected.

5.2.4 Higher Order Error Correcting Codes

Codes are known which have sufficient Hamming distance
between valid words so that they can correct two or more errors
in a block. In general, these codes are either trivial (repeti-
tion of each message bit an odd number of times with majority
voting, called a binary repetition code), or are too compllcated
to describe in detail here.

Among the better known of the constructive (non-random) codes
are the Reed-Muller codes [3], and the Bose, Chandhuri and
Hocqueughem (BCH Codes). BCH codes are a generalization of
Hamming codes for multiple error correction. The correction
procedures are, however, fairly complicated. The technique for
BCH error correction consists of solving the roots of a N degree
polynomial and a set of N equations, where N is the number of
correctable errors. The complexity of the correction process
forces BCH codes to be considered only for error detection.
Correction becomes feasible if a processing capablllty is avail-
able, and a delay in the receipt of the message is acceptable.
BCH cades are cyclic codes and have the disadvantage of being

nsitive to loss of synchronism since shifted cyclic code words,
re also valid code words. N

5.2.5 Burst Errors and Burst Codes

In many instances where coding has been employed to
detect or correct random errors in a data transmission system,
the improvement in system performance has not been as great as
expected. The reason is often that the assumption of additive
white gaussian noise, or other mechanisms which generate
independent bit errors, is not valid. Generally, in a real
environment the errors occur in groups or bursts. Electro-
magnetic interference of duration longer than one bit trans-—
mission time would be an error source with this characteristic.

A simple example is provided below to illustrate such a
problem. Consider the following simple case of a system operating at
one million bits per second, and using coherently detected amplitude
modulation at 15 db signal to noise ratio. We will assume that
the system is perturbed by gaussian noise so that errors are
random and independent. , The probability of a bit error for this
condition can be calculated to be one in 1.26 x 108 bits. The
code is a three error correctlng code having 23 bits, with 12 of
' 6hem information. The example is a special casg known as the

85

INTERMETRICS INCORPORATED - 380 GREEN STREET - CAMBRIDGE, MASSACHUSETTS 02139 - (617) 868-1840




.)LAY code. This code is close packed, and we can, therefore,
neglect all of the possibilities of detecting higher order errors
as they always result in a word error. The following observations

are- made:

a) a single bit error in a word is expected with probability
23 x 7.9 x 1079 = 1.8 x 10~7 per word, or once every 126 sec.

b) a double bit error will occur with probablllty 1.6 x 10717
or once every 47.5 years.

c) the probability of three or more errors and consequently the
probability of an undetected error in a word is vanishingly
small.

. If, however, the mechanism of the disturbance is such that
for 10 consecutive bits the probability of error is 0.5, there
will be an average of 5 errors in the burst of ten bits, so error
bursts will occur every 630 seconds. Since .17 of these bursts
will have three or less errors, and neglecting the fact that
in some cases a burst laps over the division between two blocks,
a decoding error will occur approximately every 25 minutes.

The description of the burst error channel given above is
viously a very simple case. Yet it illustrates the signifi-
nt difference in conclusions which can be drawn about the expected
performance of a control approach.

Some general observations can be made, on the performance
of error control codes in the presence of burst noise. If a
code with a minimum Hamming distance of h is used as an error
detecting code, any burst causing up to (h-1) errors will be
detected. For bursts causing more than (h-1) errors, most, but
not all, will be detected. The exact percentage of errors of
various lengths that will be passed depends on the code used.

At the other extreme, if the burst is sufficiently long
and severe, so that the received bits have no correlation with
the transmitted message but are instead received with a proba-
bility of error of 1/2 for each bit, then an estimate of the
probability of passing an error is again possible. If the coded
word has n bits, k of which are information, the remaining (n-k)
bits are redundant. The k information positions in the word can
be filled by the random process with any bits, and there will
then be one and only one set of values for the redundant bits that
will result in a coded word. The probab111ty of this particular
set of values being chosen is (1/2)n-k

The assumotlon that a noise burst will result in bits being
‘celvecl as "1" or "Q" with probability 1/2 is;*however, not always
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id. Sometimes a noise burst (or hardware failure) .is more
likely to cause errors in one direction, such as turning "1's"
to "0's", than the other direction. Such situations arise from
the details of the modulation scheme used and the design of the
hardware, and are very difficult to evaluate in a general way.
When possible, it is usually good design practice to design the
code’ so that the most likely types of equipment failures will not
result in a valid code word. Examples of this would be elimina-
tion of all “"1's" and/or all "0's" as valid code words.

5.2.6 TFire Codes and Other Burst Codes

Some special error correcting codes have been developed
which are especially applicable to error correction in channels
which are subject to burst errors. For a given level of redundancy,
these codes are able to correct more errors in a burst than would '
be possible if the errors were assumed to be random. These codes
require long blocks and complicated decoding procedures. Two
examples of these codes are cited:

a) FIRE Codes

Fire codes are oriented towards a single burst of errors per
. méssage. They are inefficient for short blocks, however,

and are not particularly good for multiple bursts on a single-

block. . ' '

b) - REED-SOLOMON Codes

The Reed—-Solomon codes are a special case of the generafized
BCH codes, oriented toward multiple burst error correction.
They are moderately efficient, and for the same block length
are similar' to BCH codes in decoding complexity.

5.2.7 Horizontal and Vertical Parity Coding

A coding technique which has been proposed for the Shuttle
baseline data bus systems is vertical and horizontal parity
coding. This coding scheme assigns a single parity bit to each
byte or word of the message (horizontal parity), and an extra
byte or word for vertical parity on the preceding bytes. This
approach detects all odd numbers of errors. An undetected error
can only occur when each byte and every bit position contains

an even number of errors. The scheme fails to detect errors only
when an even number of errors, equal to or greater than four, occurs
with the errors paired in rows and columns. The efficiency of

" this approach is moderately high for messages of several bytes,
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-‘xt is poor if the number of bytes of data in a message is small.
For example, the effective information rate of an 8 bit byte
of data would be computed by

8N

Eir = 5@+ 1)

where N is the number of bytes

It can be seen that for a small number of data bytes the

efficiency is low (i.e. 44% for 1 byte, 59% for 2 bytes). When
the block size increases, however, the coding scheme becomes more
efficient (i.e. 79% for 8 bytes, 91% for 32 bytes). Although

there are more efficient coding techniqgues, this scheme has a
major advantage in that itg implementation in terms of the
encoding, decoding and detection logic required in the SIU, EIU,
and BCU data bus equipment is probably the simplest.

5.2.8 Repeated Transmission

The repeated transmission of a data message over a single
path is a well-known method for error detection. Detection is
accomplished by requiring all messages received to be identical.

he time diversity, or spacing of transmissions provides inde-
‘nder;ce . 5

Implementation of this approach as the prime error control

approach in the Shuttle data bus would require the BCU to transmit
+he (uncoded) data to the remote station, and vice versa, two
or more times. The remote terminal would requlre storage facili-
ties and a comparator or voter to determine an "acceptable"
transmission. Retransmission for error correction is still required
for ambiguous voting results.

The method is relatively simple to implement, but is very
inefficient, particularly for block transmission. In order to
get a Hamming distance four code for three error detection, the

message must be repeated four times. The same error detecting
capability can be obtained with many fewer bits using other codlnq
schemnes.

5.2.9 Transmission Over Multiple Paths

The transmission of the message over multiple separate
paths between a single BCU and single LRU is similar to the redun-
dant transmission over a single path. It is true that the
message is received and verified at the output with less delay

‘han is associated with the sequential transmission schenm, but
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on an overall basis, there is no improvement in the utilization
rate of the available channel capacity. The necessity of providing
parallel channels to allow continued operation in the event of

a permanent hardware failure would directly affect the Shuttle

data bus if it were the prime error control method used. It

would require 1ndependent paths to be maintained for the FS mode

of operation, increasing the number of buses required for FO/FO/FS.

The approach would increase the complexity of the BCU and
SIU units, since it requires transmissions over multiple paths
to be synchronized, so that comparison or voting could be
performed at the receiver, or storage for delayed receipt.

5.2.10 Data Feedback/Echo Check

In this method, uncoded data is saved in buffer storage
at the transmitting element and sent to the receiver. The
receiving element transmits back the entire message. The trans-
mitting element then performs a bit-by-bit verification of the
entire message. Upon verification by the transmitter, the receiv-
ing element is allowed to use the information.

q~1 If an error is detected the transmitting unit can retransmit

e entire message. If the erro% was caused by an external noise
transient, the second transmission should be valid. This method

is referred to as an echo. One of the problems with this approach .
is the probability of transmitter's verification being in error.—Cede 17T .
An endless chain of echoes may result in requiring the receiver stnce The

to echo the echo, etc. Complete feedback of all data requlre" I Uq !FI
twice the time to transmit a message. Its main advantage is the £ | “\ﬁ.AW
high degree of error detection it provides. ond The verty

[au />\ g /C /“f% i
315 i‘;‘ 'Vt /@%7}

5.3 Detection and Retransmission Vs. Forward Error Correct1og£fm”47‘ olo

€ J, rz-w?//n ]

In the analysis of data transmission systems, two distinct
cases have been studied. The first case is Forward Error Correc-
tion, in which the decoder at the receiver studies the received
message and, if an error is discovered, attempts to deduce the
correct message from what was actually received. ' The second case
is retransmission, in which the decoder checks the received message
for signs of error, and if an error is detected the decoder informs
the transmitter. The transmitter can then retransmit the message
or take whatever other action is indicated.

A forward error coirection scheme is considered undesirable
‘)r the Shuttle data bus since it would require "too much complexity
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the. terminal and BCU, particularly for correcting more than
error in a message. The method preferred is to combine an error
detection scheme with retransmission for recovery.

The advantages of the retransmission approach to error
recovery are reduced complexity of the decoder and the reduction
in the probability of an undected error for a given level of
coding. -

The classic studies of retransmission systems were reported
in two papers by Benice & Frey in 1964 [4]. 1In these papers,
three cases were considered:

1. 1Idle RQ - in which the transmitter sends a message and

then sits idle until the decoder indicates where a retrans-

"

mission is requested. Presumably, this includes a "no

response" from the terminal.

2. Simple RQ - in which messages are sent continuously.
When an error is detected and a retransmission requested,
the source repeats the requested message.

3. Dual RQ - in which messages are transmitted as in Simple
RQ, except that the requested message and all subsequent
¥ messages are repeated.

€

‘ 'i‘he Idle-RQ system appearsﬂ:‘o be most appropriate to the

Shuttle data bus, since the bus traffic is expected to consist -7vv&

of a large number of relatively short communications between the
bus controller and the many terminals along the bus. The advan-
tages of the other schemes are achieved when full duplex trédns-
mission systems (simultaneous continuous transmission in both
directions) is used. The Shuttle data bus is not expected to
be used in this manner.

The conditions for which the Idle-RQ scheme becomes a poor

candidate are not applicable to the Shuttle data bus. In many Ay €

data transmission systems, the transit time of the channel is
long compared to the length of a message. Thus, the transmitter
wastes a lot of time sitting in the idle state waiting for the
message OK or retransmit signal. In the Shuttle data bus, the
round-trip time to the farthest subsystem will only be a few
microseconds, or bits. '

In the data presented by Bernce & Frey, the computed
probability of an undetected error for the Idle RQ system drops
rapidly until a certain minimum probability is reached;,; and then
no further improvement is possible. This behavior is traced to
the failure of the retransmission request to be recognized at the

3

. N
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"ansmitter. The minimum error probability is the probability
that some kind of error will be detected in the forward message,
and then the retransmission request is changed to a confirmation
that the message was OK.

In the other two retransmission schemes, the retransmission
request was encoded as a part of a message moving in the opposite
direction and was, therefore, protected by the same level of .
coding as the original message. The occurrence of any error in
a returned message was construed to be a retransmission request
for the forward message. This attitude results in a small decrease
in throughput rate, and a large decrease in probability of an
undetected error. -

In the Idle RQ scheme, Bernce and Frey postulated a one bit
confirmation message for most of the work, and this results in
a minimum probability of undetected word error of about 5 x 10-8
for a bit error probability of 1072 and a 511 word message. By
changing the returned accept retransmit request message to a.
7 bit format, the minimum probability of an undetected. error was
reduced to 5 x 10-38, The point to be made here is that the
retransmit request must be suitably protected if it is not to:’
turn out to be the limiting factor in the probability of error
in the transmission system. The penalty for this is a slight
duction in the throughput rate of the system, which does not _
ped; to be a prime consideratien in the Shuttle data bus system. |

t"\ cuuj E"'Q.!]‘C?C‘\'Il‘ Jr&?‘v
The AL "0 detont 197
m"ga’f
' e coded !
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Chapter 6

Bus Implementation Factors

6.1 Transmission Problems

This section will briefly review some of the factors affectlng
the 1mplementatlon of a Shuttle data bus. As mentioned in
Chapter 2, it is a finding of this study that, although these
factors can be of critical importance in determining whether
the data bus provides adequate performance, whether it is
vulnerable to environmental transients and hardware failures,
and whether it minimizes the penalties of power and weight,
they are not as significant as those of redundancy management,
control policy and overall configuration.

A
‘The major factors that impinge on the hardware design
decL51on are: g

a) the specified performance requirement. This is, of course,
the prime design driver. There appears to be a natural
breakpoint in the design of the system at a data rate of
about 10° bits per second, especially for the transmission
medium and the choice of integrated circuit technology.

MOS technology is currently unable to operate at circuit
speeds below a few hundred nanoseconds, whereas bipolar
IC's are faster by nearly an order of magnitude.

b) The expected signal-to-noise ratio of the environment.
This is, after performance, probably the overriding factor
in the design of the total system. The choice of signalling
technique and type of communication medium are, for a given
data rate and specified error frequency, driven by this
factor.

c) The bandwidth and distribution of the noise spectrum. This
factor is virtually impossible to define without real
measurements in an actual shuttle vehicle. To formulate -
design guidelines attempts have been made to characterize
it, e.g., as white with Gaussian distribution. From studies
of the characteristics of aircraft environments, no simple

- s
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noise model is known to be satisfactory. Diverse sources

of radiated noise such as actuator solenoids, motors, radars,
. and the effects of ground coupled current transients are
very difficult to characterize in a general fashion.
Experience has indicated that noise energy in a realistic
environment is distributed as 1/f at the lower frequencies
(below 109 herz). Assessments of transmission techniques
whose findings depend solely on the performance in the
presence of Gaussian noise must be guestioned. The approach
usually followed is to ensure a high SNR, so that the system
is less sensitive to the shape of the noise spectrum.

d) The complexity of the bus transmitting and receiving

equipment. The more sophisticated signalling techniques,

such as modulated carrier, demand a greater complexity in

the modulation and demodulation circuitry. In a Shuttle

system, with an estimated total count of upwards of 200

bus line terminals, a minimal complexity at the terminal

is of obvious importance.

A real Shuttle data bus de51gn will encounter many dlffl—
culties of implementation in coping with the above constraints, and
trying to meet the operational requirements of the Shuttle.

Although this study specifically did not address itself to
such problems, two areas that have received much attention
‘:‘ere‘ examined, namely the transmission technigque and the trans- .
ission medium. These are now.described. ‘

6.2 Non-carrier (Base-band) Signalling Schemes

.

A great number of techniques for directly encoding a signal
for transmission on a channel has been devised in the field of
communications. Table 6.1 summarizes some of the major prop-
erties of baseband signalling techniques, and their characteristic
waveforms are depicted in Figure 6.1,

a) Non-return to Zero (NRZ): Figure (6.la)

et

A '1l' is represented by a fixed voltage level of one polarity,
and a '0' by an equal level of the opposite polarity. De-
tection becomes a simple matter of polarity discrimination,
e.g., by Schmitt trigger. A sequence of unequal numbers of
'l1's and '0's produces a non-zero average component which
demands a DC channel capability, with DC coupling or some
form of signal restoration at the receiving end. NRZ is
~vulnerable to noise whose energy is inversely proportional
to frequency, as is typical in aircraft electrical systems.
Since the signal contains a maximum of one transition per
bit the channel bandwidth requirement is low. However,

. B
l
|
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Modulation Advantage Disadvantage
Scheme
NRZ 1. Simple detection 1. Requires DC
’ coupling
2. Bandwidth equal to 2. Transmission to
date rate zero frequency
3. Requires separate
sync
Bi-¢ 1. Sync inherent in data 1. Requires bandwidth
- of twice data rate
. No DC component
. Zero frequency trans-
mission not required
Bipolar RZ 1. Sync inherent in data 1. Requires bandwidth
.- of twice data rate
¥ 2. Simple detection 2. Requires DC
® . coupling
‘ 3. Requires trans-
mission to zero
frequency
4
4. Requires detection
of zero signal
. level
Bipolar 1. Bandwidth equal to 1. Requires separate
data rate sync .
2. Zero frequency trans- 2. Requires detection

NTERMETRICS INCORPORATED -

380 G

mission not required

No DC component
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level
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because signal transitions occur only when the data changes
. from '1' to '0' (and vice versa), there is difficulty in '
‘obtaining bit timing for long sequences of 'l's and '0's.
Synchronization must be provided by a clock signal in
addition to the data. Since.the data frequency is a
submultiple of the basic clock, its energy spectrum shows
a minimum at the clock frequency (see Figurée 6.2a).
Effective clock and data separation can, therefore, be
achieved by band-pass filtering the clock and low-pass
filtering the data.

RZ is similar to NRZ in bandwidth and power spectrum, but
has a higher error probability in the presence of noise.

b) Biphase (Manchester): Figure (6.1b)

A signal transition occurs at least once during every

bit interval, in one direction for 'l's and in the opposite

for '0's. Detection involves phase discrimination, which is

a more complex procedure than level detection. Bit timing

is inherent in the waveform, and there is no DC component.

However, the frequency of transitions requires approximately

twice the channel bandwidth of NRZ, although from Figure

6.2b it can be seen that most of the transmission energy

«goes into the data at a point in the spectrum which has

a lower noise energy than for NRZ. Synchronization can be
‘ derived from the signal by -detecting the zero crossings,

filtering the resulting signal and using it to drive a

local oscillator in a phase locked loop. This is considerably

more complex than NRZ synchronization. Two alternatives

are possible: : .

1) superimposing a-separate clock signal on the
data at a frequency well above the data passband,
and then dividing it down at the receiver;

2) equipping each receiver with an independent clock
of high enough frequency to provide fine grain
strobing of the data signal transitions.

The first technique requires a higher channel bandwidth.
Both of these techniques present difficulties in clock
jitter due to uncertainties in the clock-to-data phase
relationship, and in the frequency division logic.

¢) Bipolar: Figures (6.1lc) and (6.14d)

In Bipolar RZ modulation 'l' and '0' are denoted by positive

and negative going ‘pulses, of usually a half bit duration.

Between symbols the signal returns to zero,volts, which pro-
. vides the capability for bit synchronization. Detection is
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' . ,
as simple as NRZ. However, the scheme requires a bandwidth
‘ of twice the data frequency. Furthermore, it presents a
difficulty of all RZ schemes: the nccessity for adequately
detecting the zero signal level. This is susceptible to
baseline wander, and becomes error-prone in the presence of
noise. Finally, it requires transmission to zero frequency
and contains a non-zero average component.

A scheme that has been termed bipolar modulation but is
more strictly a combination RZ and NRZ, is depicted in
Figure 6.1d. It aims to achieve the modest bandwidth of
NRZ without requiring a transmission to zero frequency, and
without a non-zero average component. A '0' is represented
by a zero level, and a 'l' by a non-zero level, whose
polarity alternates with successive 'l's. Some logic is
necessary after level detection, to extract data from the
signal. Its energy spectrum is shown in Figure 6.2d. Like
both NRZ and RZ, this bipolar scheme requires separate bit
synchronization, and like RZ suffers from zero-level-noise
problems. :

d) Other Techniques

Techniques involving multi-level signalling, and variations
tand combinations of the above schemes have been proposed to

5uit the special requirements of specific signalling environ-
. ments. They will not be further reviewed in this report.

6.3 Carrier Modulation Techniques - : .

In carrier systems the information is impressed on a carrier
signal of a nominally fixed frequency, to occupy a band in the
spectrum corresponding to a lower noise energy. A greater
utilization of channel capacity is possible by operating at a
high frequency, with a consequent increase in the transmission
efficiency. Transmission media tend to possess better character-
istics at higher frequencies; e.g., the variation of signal
delay and attenuation across the operating band is less. This
becomes an important factor at frequencies in excess of 10° bits.
per second. These are major advantages. However, the drawbacks
of carrier modulation schemes are considerable, and must be care-
fully weighed,even if a severe noise environment indicates their
use.

Modulation and demodulation are more complex than for non-"~
carrier systems,since the data and synchronization must first be
combined and then stripped from the carrier. It is not possible,
as with non-carrier modulation, to use digital, circuitry

‘directly to drive and sense bus transmission. -*
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To take advantage of the noist immunity of carrier systems
"the carrier frequency must be high, up to ten times the data
.rate. The frequencies generally exceed the ability of the
simpler shielded cables, which have less controlled characteristics
to provide unattenuated and undistorted transmission.

A synchronization signal (clock) can be carried with the
data, depending on modulation technique, either by combining
‘'modulation techniques, by modulating a separate carriex
separated from the signal carrier by the bit rate (this
facilitates filtering), or by combining the clock in phase
quadrature with the data.

6.4 Bit Synchronization

The distribution of timing information is necessary to the
operation of the data bus systemn, whatever the choice of
modulation technigque. Some of the problems of deriving bit
timing from or with the ddta have already been discussed. In
general, it is possible to generate the timing signal either
centrally at the computer/BCU, or locally at the terminals, It
can be transmitted inherently in the data, or over the same
physical path as the data, or on a separate clock line.

¢

a) Central Clock

The central clock signal is” continuously distributed to .
all terminals, which then employ it to re-transmit their
responses. The advantages of this technique are:

ll)' simplicity at thé terminal;

2) provision of a common, synchronous clock to all
systems on’the bus. :

Its disadvantages are:

1) a clock failure disables all operations that
require timing information, until reconfiguration
can occur; -

2) data received by the computer/BCU from remote

*  terminals will be phase-skewed with respect to

the clock, requiring compensation logic at the
BCU end of the bus.

°
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‘)) Local Clock
The method suffers from the complexity of additional clock
circuits at the terminal. However, most terminals will probably
require a source of timing independently of their communica-
tion function. The advantages of a locally generated clock
are: :
1) no clock skew problems,

2) no dependence on central clock for local timing.

c) Separate Clock Lines

A separate clock line can be considered for either locally
or centrally generated synchronization. The added penalty
must be traded against the complexity of superimposing, and
then separating data and synchronization. Although the
extra line can be dedicated to continuous transmission of
synchronization alone, a variation on this approach has
combined computer command data and synchronization on a line
separate from terminal responses. The resulting dual simplex
communication mode has been claimed to effect savings in
" Jine coupling and drive and sense electronics, which offset
the weight and power penalty of the additional bus line.

‘ However, to meet a FO-FO-FS, failure criterion the
arrangement demands at least five redundant paths, and
switching between receive and transmit modes at each terminal,
and at the BCU. If there is no switching, up to eight lines
will be required. )

This mode of operation creates an added degree of difficulty
‘to the problem of error detection and bus reconfiguration.
This must be considered along with the weight penalty in
making an evaluation. '

6.5 Transmission Media

Many techniques for transmitting data over distances of
several hundred feet are available. Transmission media range
from modulated light beams for data rates above 109 herz, to
the conventional wiring of current aircraft and spacecraft, which
is limited to a 104 to 105 herz data rete. As indicated in
Chapter 2, most estimates that have been made of the Shuttle
data rate requirement indicate that a 106 to 2.106 bit per
second capability would be adequate. Accordingly, the choice
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oft transmission medium for the Shuttle data bus can be limited

to the several varieties of miniature coaxial and balanced
.twin cable. Single wire conductors do not possess inherent

immunity from spurious electrical and magnetic field disturbances.

They are also emitters of interfering electromagnetic fields

when carrying high-level signals, unless very heavily (i.e.,

doubly) shielded. Single conductor wire has generally been

eliminated for all but very short cable runs. The basic

electrical performance requirements for the transmission paths

in the Shuttle are:

a) wide bandwidth

b) 1low frequency and phase (delay) distortion
c) low attenuation

d) immunity to conducted and radiated noise.

In addition, the Shuttle application makes the follow1ng
considerations important:

a) cost and availability
b) low weight and volume per unit length
c) ‘resistance to temperature, pressure, vibration, shock, etc.

.d)‘ ishysical flexibility and ak%ility to share cable ducts with
other wiring

e) ease of physical and electrical. connection. .
Since the Shuttle data rate requirement is modest many available
cable types can meet the bandwidth and attenuation requirements.
The candidates appear to be (see Table 6.2):

a) twisted shielded pair (TSP)
b) shielded coaxial cable, single and twin
c) flat cable.

Each type exists in various performance grades. The special flat
cable is still under development. TSP is lightweight and usable
to several megaherz, depending on specification. Coax can be
extended to hundreds fo megaherz, but becomes very bulky and
unwieldy. The least known and least specifiable shuttle vehicle
parameter appears to be the nature of the noise environment. A

-
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low SNR environment, with noise energy concentrated into the

low frequencies makes the use of the twisted shielded pair in

a balanced mode mandatory with any of the baseband signalling
"techniques described previously, especially those with trans-—
mission to zero frequency. Figure 6.3 illustrates the relative
noise immunity of TSP and coaxial cables. TSP is superior at
the low frequencies where shielding becomes ineffective, because
of the mutual cancellation of the individual conductors' induced
fields. If the noise environment is severe, a high-frequency
carrier signalling technique may become desirable, requiring

use of standard single or twin coaxial cable.

A problem for any cable type is the geographical location
.0f the equipments to be interconnected. It will in general
be necessary to provide branching of the data bus. Such branches
must not introduce undue reflections or attenuation. The total '
complement of equipment on the bus may not remain fixed. The
addition or subtraction of terminals should not alter the basic
characteristics of the line. These properties may be difficult
to achieve with the less well-balanced and uniformly -constructed
cable types without line conditioning or the use of active
couplers and repeaters. This naturally adds to the complexity
and unreliability of the bus, which the use of simple TSP seeks
to minimize. However, as will be discussed later, line couplers
may ‘be required anyway to effect redundancy interfacing.

The coupling of drivers and receivers to the bus lines has
received a great deal of attention. Whether AC or DC coupling
be used is determined by the modulation scheme. The noise
problem favors the use of balanced line coupling: the inhgrent
immunity of TSP to radiated noise is enhanced by driving and
sensing the line in a balanced mode, since this rejects common
mode noise created by ground return paths. AC coupling allows
balancing through center-tapped transformers. The inductance
of the transformer, however, affects the characteristics of
the transmission line, which is a more serious problem for
baseband than carrier signalling techniques, since the latter
permits a degree of tuning to achieve noise rejection. Capaci-
tative coupling has also been used to drive an AC line. DC
coupling is achieved through resistive bridge networks.

A factor that may impinge directly on the choice between .

AC and DC coupling is that an AC coupling will not transmit

DC. It can filter out continuous anomalous line conditions

such as open circuits, shorts to ground or shorts to a DC supply

rail, etc. Such conditions in the line driver of an AC-coupled

bus terminal need not incapacitate the complete line to which

it is interfaced. By 'suitable choice of driving and sensing

impedances it may be possible to allow continued operation,
.even when violent impedance changes occur on gither side of
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a coupling. The situation could be treated, not as a catas-
trophic failure, but as a condition of reduced signal to noise
ratio. This would be much more difficult with DC coupled
modulation schemes, for which the zero level represents an
information state.
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Chapter 7

Summary Review and Recommendation

A7.1 Introduction

This chapter will review the material presented in the first
part of this report and make more specific recommendations in
certain areas of the Shuttle data bus design, Section 7.2
reviews the problems of management and control of the data bus,
and Section 7.3 addresses the main objective of this study,
namely the functional specifications of a data bus interface

"ant )

'In order to make recommendatlons in areas where there was
no clear criterion two general ground rules were established:

a) The simpler solution was preferred. This was interpreted

" very broadly. Complexity was considered a disadvantage

- not only at the circuit and logic level, but in control,
equipment configuration, interconnections, software, program
management, etc. Otherwise desirable attributes such as
expandability, performance per se, high technology and so
on, were discounted in favor of expediency and cost effective-
ness. Cost was not measured in specific terms of dollars;
but rather in the degree of difficulty of a given approach.
The choice of the simpler approach was considered to minimize
development risks and to achieve a higher probability of
operational reliability.

b) Great weight was given to approaches that kept functional
requirements separated. - For example, the provision of
capabilities at the data bus interface unit that were not _
directly concerned with bus communication, but influenced
the bus control structure and data formats was not favored.
Because of the central role of the data bus there is a tempta-

_tion to burden it with functions that are 'more properly

107

INTERMETRICS INCORPORATED - 380 GREEN STREET « CAMBRIDGE, MASSACHUSETTS 02139 - (617) 868-1840




L the concern of the subsystem or the computer. For this
study the bus was considered to be primarily a communications
‘ and data acquisition system, and not a tool with which to.
tackle general avionics system problems.

In addition to these general guidelines the evaluation of
the bus system was directly dependent on the Shuttle system
.communication requirements and imposed design criteria defined
in Chapter 2. 1In addition to the data requirements of speed,
types of messages, number of units, etc., several other important
criteria were used in evaluating bus design features:

a) Simplicity and ease in verification. Because of complexity
and the degree of reliability specified for the integrated
avionics, the data bus system must remain as simple and
easy to verify as possible. The elimination of non-deter-
ministic operation is desirable.

b) Efficiency in data transfer was not a prime objective.
' It should not be an essential requirement to maximize' the
efficiency of a data transfer or access scheme, provided
that operation remains within a reasonable margin of the
limit. If overhead is encountered to achieve design simplicity
and "testability" it should be accommodated by the speed
- requirements.

.c) Flexibility. In pursuit of simplicity care must be taken
to avoid an inflexible system, especially since the Shuttle
concept is at an early level of development. However,
flexibility in design of the bus was considered only where
a potential need was apparent. Speculation on the as yet
unestablished requirements of future Shuttle activities
was discouraged.

d) Standardization in bhus design. A technique which maximized
the degree of standardization possible in an implementation
of the data bus, or one that involved established system
design procedures was favored over an approach unique to
the specific problem.

7.2 Command and Control of the Shuttle Data Bus

In this section the basic structure of the data bus system,
the functions that it need, or need not perform, the type of
control to be exercised, and the type of data structure required
will be reviewed and evaluated.

-
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7.2.1 System Configuration

. The configuration of the bus with respect to the computers,
the bus control unit, the terminal and the subsystem was discussed
in Chapter 3. The computer's role as the controlling authority
over the operation of the bus was identified as a critical system
decision factor. Two aspects combine to make the computer's job
difficult: '

a) the scope of the centrelized approach to Shuttle avionics;

b) the management of multlple redundancy implied by the assumed
- FO-FO-FS criterion.

Even though the processing task has been estimated to fall
within the capability of a single computer of moderate size and
speed, the question of dividing it among several computers has
been raised. The arguments for division have included ease of
management, less costly software production, and ability to develop
the system incrementally. The arguments against division are
based on the amount of duplicated hardware and software. Chapter 3
concluded that distribution of the computing tasks would be easier
if each computer could be associated with a distinct, independent
functional area.

In the Shuttle application strict separatlon of functions
not straightforward, because.,
a) it is difficult to identify subsystems (for example, data
management versus guidance and navigation) with independent
- functions and equipment. (Exceptions are displays, main
. engines, and perhaps the environmental control system, which
does not contribute a major proportion of the avionics
complement.)
b) The specification of a common data bus forces the need for
" cooperation between all computers and subsystems that interface
with the bus.

c) The high level of redundancy imposed by the FO-FO-FS
failure tolerance creates an additional degree of difficulty
in the management of the bus and its subsystems. It becomes
a major task to maintain the operational integrity of the
system; it may be necessary to dedicate this function g
to a system management computer. By the nature of its task,
this computer is intimately related to all subsystems on the
Shuttle, binding them operationally and preventing the
establishment of strict independence.

4
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If control of the bus is divided between several different computers,
then the following problems are created:

) the management of the bus system's configuration by more than
one computer. Even if management is not a shared function,
the monitored status of the system, and the results of all
reconfiguration decisions must be communicated from one computer
to the next via DMA, via the bus control unlt, or via the bus
itself.

b) The resolution of conflict over the use of shared subsystems
by more than one computer, especially subsystems that require
several bus transactions to effect a completed sequence .
of operations (e.g., the reading of range and range-~rate from
a navigation radar. See Appendix C.).

These two reasons dictate a single control authority for the
data bus. It is a recommendation of this study that at all times
only one computer be provided with the ability to directly access,
.control or otherwise influence the activity on the. data bus. Another
computer may be introduced into the system but only to provide added
processing capabilities. It must be interfaced to the bus through
the standard bus interface as just another subsystem to be serviced
by the bus, and must operate within the constraints of the bus
control policy. The recommended approach to computer bus control
is as illustrated in Figure 3.12.

%

B AU

7.2.2. Bus Control Policy T

, In this section techniques for bus communication control,
and error detection and correctlon are evaluated and lecommﬁndatlons
are made.

7.2.2.1 Bus Access Method

Of the four approaches discussed in Chapter 4, the
command/response addressing access method is considered to be
more directly applicable to the Shuttle avionics data bus,
principally because of its simplicity, its deterministic behavior,
and its flexible addressing structure. Although the polling and
contention methods result in a more efficient bus utilization,
and provide more general and sophisticated solutions to the communi-
cation problem, the increased complexity required of the bus
elements does not appear justifiable. Furthermore, the random
access operation permitted by these techniques can result in an
unpredictable I/0 service and response rate, and an increased
difficulty of testing and validation.

$

. N
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Command/response addressing is the simplest approach which

can do the job. There is, however, a reservation to be made
concerning its inability to service random events without incurring
a high sampling frequency. An instance of this kind of bus
activity is the monitoring of a large number of terminals for their
operational status. A sampling of every terminal in a 250 terminal
data bus system can be completed in less than 2 milliseconds,
assuming a 1 megabit per second data bus rate. This represents
about 10% of a typical 20 millisecond bus minor cycle. (In
practice it would not be necessary to sample every terminal in
every cycle. Random event indicators would probably be grouped
“into a few interfaces. These factors would reduce the actual

duty cycle considerably.)

Although this example does not pose a major problem, if this
kind of activity becomes a significant proportion of all bus
communications the margin of advantage that command/response
has over the polling access technique will narrow. A strict
command/response structure can be modified by incorporating a
form of group addressing for terminals servicing subsystems
with random outputs. The problem lies in coordinating a number
of simultaneously echoed responses from such a group. The Shuttle
regquirements as known to date do not justify the introduction
of fyrther complexity into the bus design to solve this problem.

. A reservation of far less significance is that command/
response allows transactions to Occur only between computer/BCU
and any terminal. It precludes the terminal-to-terminal communica-
tion required by telemetry or on-board flight recording equipment.
However, the needs of these systems could be satisfied by a,non-
standard bus interface unit that:

a) had no transmit capability,
b) was able to receive transmissions from many other terminals.
» With some processing capability, the telemetry or recording
subsystem could extract the desired information from the stream
of bus traffic.
7.2.2.2 Error Control Technique

Each of the error control codes discussed in Chapter 5

was devised to offer the best solution to the requirements of a
particular communication system and its assumed channel erroxr

characteristics. The main difference between the codes was the
type of error environment (e.g., random, burst, etc.). Since
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q:curate information about the channel error characteristics of
)

e Shuttle data pus is not available, none of the basic channel
models assumed for analysis (e.g., binary symmetyic, binary y o
erasure, burst) can be chosen with certainty. The anticipated ,30
noisce environment for the Shuttle is such that it is advisable
Lo assume a complex burst noise characteristic,which may not be
amenable to analytical definitionh. Briefly, an evaluation of }P 46
the findings of Chapter 5 arc summarized here. y~ k&

J of
a) Coding technigues which are designed for the control of }

V..

random, independent errors are not satisfactory for the Qﬁjh_ \
Shuttle bus. These include simple parity, hamning codes ,Fﬁ’aﬁ'
and BCH codes, Fire codes and othex burst codes capable fﬂ'ﬁ”
of protection againgt burst errors are not satisfactory. o

because of the reguired complexity at BCU and terminal, and
because the characteristics of burst noise in terms of
duration, intensity, and spectrum are not known in sufficient
detail to judge their sultability and effectiveness,

by A forward error correction method is considered gquestionable \

for the Shuttle data bus eryor contrxol scheme, prlmarlly &ﬁ
due to the complexity reguired to correct two or more errors. .’
An error detection scheme with recovery by retransmission \

'%8 recommended as the basic control approach., Detection
apd retransmission have been shown to be superior to forward

’-‘ erroxr correction when independent error rates are low and

P
d
Fou
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/
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Ee

g d .
'CJ \\;3(0 G _}’l“\é Sr/{“'/J‘ w;‘fl\u-‘«. [ fﬁra,wc for)of)

\&
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. . {
burst errors are expected. = JLy
. : iU

. . . . oM
¢) The two dimensional parity is considered a reasonable A4 %1
approach for the detection of Shuttle transmission errors. o

The coding of purliy is q:mplﬁ and rvoulrps no prwuptw:manpn Jf*\ly
knowledge of message length, | It offers a high certainty “,\“
of “detection of random errors (the pro)mblllty of an undetected’
prror for an error probability of 10+8 is in the oréer of ~J )
10730 for a 4-byte transmission). Its major drawback is -2
the fdsrly low efficiency for short transmissions that results )ﬁ“ﬂ,,
from the wvertical parity byte: for single byte transfers % [
it could fall below 50%. : : }Wﬁﬁwuky;

i : 0w

' Correction by retransmicsion reguires error detection and {;pﬁﬂiﬂu“'

the capapility to r'.,qucat re~transmission at both ends of the 7 (;‘U

-communication link. /In & COdenﬁ/rP%pOHSH ﬂnvaronment,m.ua )
iterminal may not initiate such & request., |The need to retransmit
& message incorrectly received from the BCU must be built into
the bus control structure., 1t ies recommenged that there be auto-
matic feedback from a terminal upon receipt of any BCU command

of an identifying nessage (i.e., its address), which would serve
to indicate that: '
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a) ! there was no hardware failure of the path to the terminal;V/
O

c)

the correct terminal received %E%)message;'

the terminal correctly verified the horizontal and vertical

parity within the message.

The BCU has, of course, the ability to request retransmission
by a terminal of data which the BCU failed to check for parity.
A "time-out" check in the BCU may suffice to determine the non-
receipt of an echo.

This "address echo" technlque can be implemented in more

T than one way: /F'me”4/,M;1wnf&J K&/”"V? and

a) the transmitted message is held at the terminal until echo \\;coed
verification is "acknowledged" via a signal from the BCU, op/AvirS
o ;/r/ﬂ/? Y

b) the transmitted message is routed directly to its destination,z aNﬁJJ

once parity has been verified by the SIU without awaiting of ade ol
an acknowledgement from the BCU. }” fyw 2y
s &ufmﬂw
A conceivable error that illustrates the dlfference between thesegﬁ%yu

:f11 ‘f.i,

methods is one in which a noise burst changes the address in the\C\ or it
Otfy

message so that it is received by the wrong terminal. For this
to occur the terminal address must be changed by noise without
affecting the two-dimensional parity bits. This requires at
cast, four bits clustered at intersecting rows and columns in the
ata block to be in error. The Probability of this is approxi-
mately 1/mth the probability of one error in an m-byte message,
i.e. less than 10730, '

‘r\'ﬁ;u b U‘

Method (b) above would complete the transaction before®the
error had been discovered by a failure of the "echoed" address to
check back at the BCU. In method (a) the BCU would not send a
verification to the SIU,”and the transaction could be killed.
However, method (a) suffers from some drawbacks:

a) it inserts another delay into the transaction; ’ gp
b) the increased security may not be necessary for all messages;, pe¥ o
c) the traffic overhead for a bus transaction is increased; — Qf‘

d) there is no confirmation by the BCU that its’

. signal was correctly received,
completed.

"acknowledge"
or that the transaction waé}

s
e .
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The probability of the kind of failure descrlbed above 1is
dged to be too low to justify the added complexity and \W
efficiency of method (a). A single feedback of the terminal

address is recommended to validate transmission.
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For a very small class of message a further increase in the
security of communication may be required. These are the so-
called "critical" commands, of which "main engine on(off)" is an

If this class of command constitutes no more than 5%

example.

to 10% of all output commands from the computer (which in turn

are expected to be only 30% of all bus communications), then only
"critical". Such a low probability

2% or so of all bus commands are
is considered not to justify an-increased. _level of error control

for general bus~ communlcatlonk This separate class of command
should be handled by redundant, multiple transmissions, which are
initiated by the software concerned with the critical activity

nd interpreted and acted upon by the specific subsystem hardware.
-{L g \.UM\\A e )\\\-e, om\ \b\\f&\ SQC\’\“\ :

A final observation on the proposed error control scheme is

that verification of the correct receipt of data (or command) by
i . Although

the LRU cannot be achieved by the data bus system itself
response system has, by the return of data from the LRU,

a comman

an implicit verification of input requests by the central computer,

validation of the receipt of computer data outputs or commands

cannot be verified positively without monitoring the status or

mode of the LRU'subsequent to transmission. — % dicu)ous — The text .
U% \H’\i\ the BCU s bnder tOmYme\r cha‘ﬂcl.—rku‘: w\eu ﬁ’ cmmww\cq+cs witl aw STV

ke wM V*\Gx hoe Vesved the \\«d’\‘uthm Jo do ss, \F *\we, 15 aw aminstvueted BCU

7.2.3 Bus Data Structure*wp«M\%mﬁ)fkg Teu hAs¢mvm°qA soffeved e Larlore

“hat is equly detected.

This section reviews the size 'of the basic unit of data,

and the data organization.
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the basic command format,

7.2.3.1 Basic Data Size~
The selection of a word, byte, or bit data organization
is influenced by several considerations:

the standardization of established cémponents (e.g., shift

a)
multiplexers, etc.);

registers, counters,
b) the word/byte organization of memory in the computer;
c) the bus message format and data requirements;

d) the requirement for minimum overhead.

|
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. The choice of an 8 bit data byte or a 16 bit word organization
is attractive because of its standardization and availability
in the industry. Several other organizations (e.g., 10 bit byte,
20 bit word) would provide more efficient packing but require
non-standard sized circuit functions. Most available flight
computers have memory organizations which are word-oriented.
They are typically multiples of 8 bit bytes. The selection of
a data organization not compatible with the computer memory
will result in inefficient packing and processing by computer
and BCU.

Another impact on the basic data size comes from the different
scalings and formats of digital data from the various sensors
in the avionics system, especially if there is an emphasis on
the use of existing equipment. A byte rather than word organiza-
tion minimizes packing inefficiency.

7.2.3.2 Command Format

In Chapter 4 a command format of three 9-bit bytes was
assumed in the discussion of bus transactions. It is tempting
to consider the possibility of a 2-byte format for the increase
in utilization efficiency it offers. Two factors preclude the

A S e of a 9-bit byte for a 2 byte command :
a) the assumption that the Shuttle will require more than 128
addressable terminals, requiring at least an 8~bit address;

b) the necessity for the indication of terminal status as a

part of the echoed address established in Chapter 4, requiring

at least 1 bit.

It is interesting to compare the transmission efficiencies
of a 3-byte (9-bit byte) versus a 2-byte (10 or 11 bit byte)
command format, if it is assumed that in all cases a standard
8-bit data byte is retained. The efficiency of a read transaction
(see section 4.4) for block lengths of 1, 8, and 32 bytes is as
follows: '

Number of .
bytes

Byte 1 8 32

size

9-bit (3-byte
command) T

lo_bit (Z“byte "- 13% ) 49% 69%
command) . -

11-bit (2-byte
command)

11% 47% 73%

12% 45% ’ 63%

Read Trans actlon Efficiency
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.t can be seen that for short transactions, involving less than 8
data bytes, a 10 or 11 bit 2-byte command is more efficient, even
though the data byte carries 1 or 2 redundant bits.

In summary the recommendation is that the basic data size be
keyed to the word size of the controlling computer. For example
a 32-bit or 24-bit control computer would dictate an 8-bit data
byte, whatever the bus command structure. This minimizes main
storage inefficiencies and reformatting logic in the BCU. The
command byte structure is not as critical. It depends on the scope
of the avionics system and on the nature of the majority of bus
transactions. The marginally superior efficiency of the 10 or
11-bit byte would not alone justify the use of a different size
command byte. However, couple the saving in register lengths
at the terminals, and the possibility of improved security by
using the spare bits for parity, and the 2- -byte command structure
with a 10 or 1ll-bit byte becomes a strong candidate.

7.2.3.3 Block Size

The question is whether to provide for transmission

of a fixed or variable number of data bytes, and if variable,

should ‘the number be continuously expandable from 1 to n bytes

r be' fixed. A variable data capablllty incurs a higher command

ord overhead to specify the bldek size. The choice between a fixed
or variable length message format depends on the acceptable effi-
ciency of transfer, and on the expected nature of the average
bus transaction. The following qualitative observations can
be made about Shuttle data bus.communications: .

a) control commands from the computer to a subsystem are probably
single byte transfers. However, only 25% - 30% of all trans-
actions are expected to be like this. The majority of
transactions will be data acquisition by the computer.

'b) It is the nature of a control computer to handle data in groups
of functionally related types (e.g. inertial angles, state
vectors, status measurements, etc.).

c) Certain subsystems require large amounts of contiguous daLa
to be transferred (e.g., the display system, telemetry).

d) At the present stage of Shuttle development the specification
of an optimum fixed data size cannot be made with any certainty.

These observations support the premise that a variable data
length is required. The simpler software and hardware of a fixed

-
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.ta format must be traded against the overhead of:
a) transmitting redundant bits for shorter messages;

b) .structuring a number of transactions to transfer messages
longer than the fixed length.

There is obviously a need to limit the maximum length of the
variable message. It is desirable to have a limit on the time
occupancy of a bus communication to ensure that a sufficient number
of messages can be sent by the computer each minor cycle, and that

- the response requirements dictated by the higher frequency sampling
rates can be satisfied. A variable data format with a maximum
length is recommended for bus data transmission. A 32 byte maximum’
with fixed lengths of 4, 8, 32 bytes seems to be a reasonable
length. It requires buffering of up to 256 bits at each terminal,
and the order code must contain two more bits to specify the
fixed lengths. '

o

7.2.4 Functions of the Interface Unit

This section reviews some of the functions that may be
performed by the bus interface unit, and makes recommendation
for and against the inclusion of various data handling capabilities.

. B
7.2.4.1 Standardization of Terminal

The basic task is to provide for the transfer of data and
commands from the bus to the destined avionics equipment. This
involves extraction of the data from the bus signal, decoding the
function, selecting the appropriate equipment interface, and
converting and conditioning the digital data to the form (analog,
serial dlgltal etc.) specified for that interface. Specification
of the unit is made difficult by the conflict between standardization
and flexibility. At this early stage of Shuttle avionics definition
it is impossible exhaustively to specify the number and range of
equipment interfaces. It is not possible, therefore, to define
the optimized set of common interface requirements to which a
standard subsystem interface unit should be designed. Three
major options face the data bus designer:

- a) maintain standardization by equipping every terminal with the
capability of servicing the gamut of possible electrical
signal types; ,

b) maintain standardization at the expense of generality by
providing a restricted set of standard intéifaces;

|
o |
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provide generality at the expense of standardization by
custom designing the electronic interface to meet individual
equipment. requirements. '

The .first option provides complete freedom to the system designer,
but at prohibitive cost in complexity, power, and size. The

last allows the same freedom, but the cost is reflected in the
design, development, production and eventual maintenance of a
diverse collection of different terminal units. The second
approach compromises flexibility and complexity in order to
maintain standardization, and is the one recommended. Interface

" requirements that fall outside the selected standard set require
the design of special equipment, to be associated with the
subsystem. For the range of signals to be specified next section,
this situation is expected to arise only rarely.

7.2.4.2 Type and Number of Interfaces s
The next question becomes: what shall the set of standard

interfaces be? Both the diversity and the number of signals is

important. The product of these quantities will be defined as

the number of channels for which the address in the bus command

word must be sized. A nine bit address allows up to 512 channels

to be. specified. It is considered that this is more than adequate
r any single item of equipment, and is in line with the terminal

ddress field reguirement discusSed in Section 7.2.2.

- A fixed selection of signal types must include analog,
parallel digital, serial digital and possibly discrete on/off.
The discrete signal is extremely convenient in the control of
electronic equipment, but is awkward to handle in a byte-oriented
data organization. It is recommended that these signals are
grouped and read as parallel digital inputs rather than individually.
The setting and resetting of latches or flip-flops required to
read discretes presents a degree of difficulty to the bus command
structure, and it is considered best to let the subsystem cope
with it. The 512 channels must include the ability to specify
the length of the variable block, and to indicate whether the
data command is for input or output. The 9-bit channel address
can be assigned the following fields to realize a fixed standard
electronic interface capability.

- .
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Number of Bits ' ) Function

1 Input or output indication

Block size

01 4 bytes

10 8 bytes

11 32 bytes
2 Signal type

01 analog

10 parallel digital

11 serial digital
4 | Signal address

Four signal address bits allow up to ié signals of each type to

be addressed. This interface specification represents a maximum
capability. Fewer signals can be implemented in a particular
terminal, as discussed in Section 7.3, or a channel bit can

‘e saved if a maximum of 8 signals is adequate.

i [

7.2.4.3 Other Functions

The basic function of the terminal is to transfer *

data and command to the equipment. Additional capabilities
have been proposed for the terminal, such as:
a) checking input signals for out-of-nominal limits;

b) local timing and counting;

'c) local data compression;

d) 1local sequencing of subsystem functions such as built-in
test equipment.’

Even though these functions are considered to be valuable, for
off-loading the central computer's task, and for relieving the
bus traffic, it is nevertheless recommended that the basic
specifications of the data bus and the terminal be devoted to
the communication function.

The detailed design of the bus control structure, the
ata format and the organization of the terminal need not exclude
the eventual incorporation of further capabilities. Techniques
for expansion without reworking the whole structure are discussed
in Section 7.3.6.
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.7.3 Organization of the Bus Interface Unit

7.3.1 'Introduction

The discussions of Chapters 3, 4, 5, and 6 and the

. preceding sections of this chapter have been concerned with how

NTERMETY

the Shuttle avionics subsystems, the computers, and the data

bus should be configured and controlled. An overall set of
requirements for the nature of the interface between a subsystem
and the data bus have been generated. It is the objective of

this section to conduct a more detailed examination of the charac-
teristics of this interface and to make spec1flc recommendations
for the interface unit.

7.3.2 Functions of the Bus/LRU Interface

The functions of this interface are determined by:

a) The basic bus design and bus control philosophy;~
b) The generalized subsystem (or LRU) interface requirement;

c) ‘.The degreerf decentralization of the avionics functions;
(e.g., how much failure detection, local processing,
‘etc. 1s done 1ocally rathe¥ than by the central computer).

The first and second categories determine the nature of the
interface with the bus and the LRU respectively. The third
category cannot be defined with much certainty at this stage
of Shuttle development. The addition of capabilities beyond
those required for communication over the bus is described in
Section 7.3.6, <,

7.3.2.1 Functions of the Bus Interface (SIU)

Physically this interface consists of a single data
path for each bus line. Electlically, it may be a coaxial or
a balanced shielded line terminated in its characteristics
impedance. - Functionally, it performs the following basic tasks.
First, those associated with the receive mode:

a) Coupling of the interface unit to the bus line.

b) Detection, demodulation of the incoming signal, and
conditioning to standard logic levels.

c) 1Identification of the synchronization signal which
indicates that a message is about to begin.
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d) Derivation of clock signal-if inherent in the data, or
‘ synchronization of a separately derived or received clock:
o with the incoming data.

e) Decoding of address by "anding" with a wired-in pattern
to determine if terminal is the intended recipient of the
message. :

f) Determination of the active bus line. This sets an
internal flag to indicate on which line to respond.

The operations that follow this point in the receive
sequence involve the manipulation of the data rather than its
reception. They are: :

g) Acceptance of the message, byte-by-byte.

h) Decoding of the message into function codes, channel
addresses and data. i

i) Determination of correct parity in the received data.

From this point the receiver functions of the interface unit

are determined more by the subsystem and operational require-

ments. For the recommended Command/Response addressing tech-
‘ nigue, the basic bus transmitter functions are:

-
- e

3) fCoupling to the lines.

k) Modulatioh of the active line.

1) Transmission of beginning of message sync pulse, if :
required. .

m) - Transmission of wired-in address, if correct receipt
of the incoming message has been established.

n) Transmission of the terminal status bit(s) (e.g. EIU/
LRU busy) .

o) Transmission of all data bytes, as determined by the
function code. :

p) Generation of horizontal parity on every byte, and
vertical parity on data blocks.

q) Transmission of an end of message sync, if required.

The above receivée and transmit functions are provided by
the basic control elements depicted in Figure 7.1, which
‘ purposely does not show all logical interconnections.
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.7.3.2.2 Functions of the Subsystem Interface (EIU)

In Chapter 4 and Section 7.2. the requirements of
the electronic subsystem interface were analyzed and estimated.
Taking the recommendations of Section 7.2. the electronic
interface consists' of the following signals:

a) 16 analog input
b) 16 analog output
c) 16 parallel digital input

.d) 16 parallel digital output

e) 16 serial/ dlg;zgi\ynput
£f) 16 serial\paralle; outputzﬁ ' .

g) 4 digital address lines
h) 1 LRU status signal

* This interface capability is illustrated in Fig. 7.2, which
.also points out the elements of an interface controller necessary
to allow these interfaces to be operated by a bus interface
unit. (Again, the diagram is not intended to define all the
logic, only the basic functions.) In the simple command/response
control philosophy that has been recommended the interfaces
are addressed serially, i.e., not more than one input or cutput
channel of any one signal type can be active at a time. This
allows a simplification of the addressing and control logic
and a reduction in the-number of interface connections. For
example, one set of 4 digital address lines will suffice to
select any of the 64 digital channels. The analog output could
probably be multiplexed on one line by using the address lines
-to indicate its destination. The individual signal interface
types can be made modularly expandable -to the maximum of 16
allowed by a fixed distribution of 512 channels, without chang-
ing the basic control structure, by plug-in cards or by custom-
ized LSI chip assembly. This allows the LRU interface unit to
be matched to the reguirements of a specific LRU electronic
design without incurring an inordinate component redundancy,
or power dissipation from unused circuitry within the EIU. The
software that communicates with the subsystem must, however, be
made aware that the EIU interface has been thus restricted.
An "invalid channel address" signal would probably be justified
to warn of the erroneous addressing of functzons that had not
been implenmented 1n a particular EIU. -~
. An important function of the EIU portion of the interface
unit is to provide sufficient buffering to hold the maximum
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'block size of 256 bits suggested in Section 7.2 until the
vertical parity bit has been received at the terminal. During
the subsequent transmission of the block to the LRU the EIU
"busy signal is set. (See Section 4.4 for details.)

7.3.3 Interfacing the LRU to the Bus

The problem of interfacing a quad-redundant bus w1th a
subsystem or arbitrary redundancy was discussed in Chapter 3.
-This area will now be re-examined in the light of the detailed
analyses of the bus system function offered in Chapters 4, 5,
.and 6, and the previous sections of this chapter. The problems
are conveniently illustrated by the case of a triply-redundant
subsystem. Ignoring the fairly unattractive case of cross-
strapping the 50-100 wires at each LRU interface, there are
two basic approaches. ‘

C

7.3.3.1 Cross-strapping betWeeh SIU and EIU (Figure 7. 3)

This is the case of the physically separate and remote
EIU, discussed as Configuration 7 in Section 3.3.2. Each SIU
must provide a path to several EIU's, to a maximum determined
by system considerations. (Some current designs propose an
EIU. fan-out capability of eight.)

Since the EIU in this configuration is a separate physical
uniL, geographically located with the LRU rather than the Jus,
its connection with the SIU constitutes at least the five
signals indicated, namely:

i

a) Input data
b) Output data
c) Enable
d) Parity check o,k.
e) Status (busy)

In the example considered here, at least 15 wires per
SIU, or a total of 60 wires for the complete SIU/EIU interface
are necessary. However, since the utilization of the EIU inter-
faces, and therefore the EIU's themselves, can be sequential,
only one SIU to EIU path is active at any one instant. The

60 wires could be arranged into a 1l5-wire bus, or they could
. all be multiplexed into one 5-wire channel to.minimize physical
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connections. However, this would incur a considerable cost
in driving and sensing, encoding and decoding, multiplexing
and denultiplexing, circuitry. Such an arrangement would
constitute a local bus, requiring its own control, addressing,
and error detection policies.

Tads 3u2 Cross—strapping Between Bus and SIU

If the EIU were not a separate unit, and if each EIU
were associated with only one SIU, the local communication problem
would be eliminated. There would be fewer shift registers and
less parity logic since only the bus communlcatlon channel
‘need be verified in a comblned SIU/EIU.

This approach was described as Configuration 6 in Section
3.3.2. The major disadvantages were identified as:
a) The SIU constitutes a single point failure for the bus,
since it connects to all,lines. .

b) Four bus connections are requlred for each redundant
LRU (totalling 12 in the chosen example).
L
' The flrst of these objections could be answered by providing
.a separate SIU for each bus line, and combining the outputs of
4 SIU's into a common summing point at the input of an EIU.
(See Flgure 7.4). The justification for this approach would
be:
’ -
a) Since the SIU is dedicated to one EIU it requires less
addressing capablllty, and can therefore be a much simpler
device, - '

b) The SIU to EIU connection could consist of less than the
5 wires previously defined. .

It is unlikely, however, that the SIU/EIU interfaces can
be less than 2 or 3 wires (input, output, and control). When
summed into a single connection, this still results in a total
of 5 to 10 wires for the three SIU/EIU interfaces in this
example. The approach requires a total of 12 SIU's rather
than 4, and the total number of connections to the bus is still
12. In summary, the separation of SIU and EIU does not seem
to offer a solution to the cross-connection problem.

|
)

- .
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.7.3.4 Recommended Bus/SIU/EIU Configuration

" The SIU could be combined with the EIU if bus termination

and fan-out were considered as a problem outside of the SIU.
A line coupling unit could provide this function, and its use is
illustrated in Figure 7.5. A line coupler (LC) is considered

" a part of each bus line. It is basically a receiver-transmitter;
i.e., a line repeater, which in a real implementation of a
data bus in the Shuttle may be required in any case for the
reasons of attenuation, pulse delays, reflections, etc. discussed
in Chapter 6. Each LC provides a local fan-out of the bus to
a number of SIU's. From the point of view of the bus a LC is
identical to a single SIU connection, both electrically and in
terms of vulnerability to failure. To an SIU each fan-out has
the characteristics of a bus connection.

The resulting combined SIU/EIU unit made possible by this
concept results in the simplest approach to matching redundant
subsystems to the bus. It scores because it minimizes the
following: ' :

a) The number of physical interconnections.
b) ¢« The complexity of the SIU and EIU.
.c)v :The total number of SIUs and EIUs.

The disadvantages of the combined SIU/EIU configuration that
were identified in Section 3.3.2 may be re-evaluated for the
line coupler approach as follows: .

a) Only one EIU may be interfaced via an SIU. Since the
combined SIU/EIU is not much more complex than the EIU
itself, additional EIU capabilities can be provided by
interfacing another SIU/EIU via the line couplers to the
bus.

b) The combined SIU/EIU is required to interface every LRU
function. The question here is, can an LRU be interfaced
directly to the SIU. If not, an EIU of some minimal

complexity is required. (The modularly expandable EIU
design approach of Section 7.3.2 can assure minimal complex-
ity.)

c) Only one bus line at a time can be used for communication
on the data bus. Although this objection can be levelled
against other bus 'interfacing configurations that use a
simple addressing ‘technique, it seems an obvious limitation
for this SIU design.: It is discussed in.the next sections.

- .
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d) Each SIU, being interfaced to all four bus lines, consti-
‘ tutes a single point failure for the whole bus system for
signal failures such as:
1) Continuous low level
2) Continuous high level
3) Uncontrolled transmission of a meaningless signal
.4) Intermittent or noisy signal levels.
These would be faithfully communicated on all the bus lines

by the purposely passive line coupling units. This subject is
"also discussed in the next section.

7.3.5 Recommended Bus/SIU Interface Design

. Although possessing the outstanding advantages of minimal
interconnection complexity, the chosen SIU/EIU configuration
appears to suffer from a vulnerability to common noise and failure
modes:

a) ¢If all bus lines are simply 'OR'-ed into each SIU, the
‘ ‘presence of noise or erroneous signals on one bus line may
iprevent the signal-carrying line from being properly read
‘by the terminal.

b) A noisy SIU could transmit garbage indiscriminately
on all lines, destroying the operation of the bus. .

c) A short circuit or continuous high level common to all
the terminals of one SIU could prevent the line couplers
from responding to any input or output signals, effectively
shutting off the whole station, and perhaps destroying
bus operation.

These deficiencies can be remedied by careful specification
of the line coupling unit and the SIU input channels.

7.3.5.1 SIU Input Channel Specification

It is apparent that a simple input OR-ing of the bus-

lines is not an adequate approach. Each bus termination at
the SIU must be able independently to perform the following
functions:. ’ ‘
a) Coupling and line termination -
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‘b) Modulation and demodulatioﬁ
c) Detection of sync signal
d) Address verification
‘ié)V'Bﬁé line usage indication (énd létch)rv

For each SIU these functions must be repeated four times, once
per bus line. Further security can be achieved by separating
the circuitry, electrically and physically, by individual power

—~-~~ buses and individual packaging. The other functions of the
SIU/EIU defined in previous sections are not duplicated. Each
.8IU bus interface element feeds into, and is fed by, a common
point in the unit, beyond which only simple redundancy is
employed. Figure 7.6 illustrates these details. The reasons
for the input duplication are the following:

a) The separate line terminations prevent common connector
) and input circuit problems from affecting all bus lines.

b) Providing separate sync and address verification on each
bus line prevents a noisy line from affecting the signal
. line. 1Incoming noise must pass the sync test and address
comparison before it reaches the point where it merges
. with valid signal. The likelihood of this occurring with -
.random noise is remote. 7

c) Placing the bus usage indicator after the address compara-
tor prevents the latch from being set by noise. It also
enables a future extension of the data bus capabilities
to simultaneous use of more than one line by more than
one SIU. .

d): Transmission from the EIU onto the bus must pass the
usage latch test before being passed to the line drivers.
Since only one latch may be set at any time, this prevents
a "berserk" EIU from "drowning" all lines with garbage.

e) To further minimize the possibility of noise from being
transmitted onto any line by the SIU, the inactive bus
transmitting circuits in each SIU may be powered off
by the usage latch condition.

7.3.5.2 Line Coupler Specification

The line coupler's primary functions are:

' .a) Bus line termination;
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L4

.b) Signal sensing, amplification, conditioning, and
retransmission.

¢) PFan-out and fan-in.

Its electrical design can aid the security of the system by
providing some discrimination to noise as follows:

a) The susceptibility of the bus system to continuous

: high or low level signal levels, produced by short-
circuits to ground or to DC supply lines, can be lessened
by AC coupling techniques (see Chapter 6). This factor -
favors the use of modulation techniques that have no DC
requirement. :

b) Signal discrimination is possible in each line coupler
receiver. Input circuits can be sophisticated to reject
signals whose characteristics differ from the chosen
modulation scheme, (e.g. discrimination against pulses
whose durations fall outside the nominal spread of the
expected data pulse).

7.3.5.3 Summary

. '; The combined SIU/EIU organization of Figure 7.6
is the recommended design for the Shuttle data bus standard
~interface unit. In conjunction with the proposed line coupler
elements it demonstrates a minimal interconnection complexity,
yet retains a simple addressing and control policy. The |,
suggested organization offers considerable security to insidious
hardware and signal failures. Its complexity lies between that
of the single combined SIU/EIU and that of the EIU with four
physically separate SIUs. The approach scores over the confi-
guration described in 7.3.3.1, because it eliminates the
necessity for a multiplexed SIU to EIU interface.

7.3.6 Expanéion of SIU/EIU Capabilities .

The capability of the standard terminal can be increased
by the incorporation of a small control memory and associated
sequencing logic. Such a terminal would possess considerable
"intelligence", i.e., be capable of making and acting on local
decisions, which is not allowed in a command/response control
structure. However, the provision of the "terminal busy" indi-
cation as part of the 'echoed address (see Section 7.2) opens

L4

~a

. N
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‘ the possibility of this more sophisticated type of terminal
operation without violating any control ground rules. For
example, even if a terminal is initiated into a lengthy sequence
of operations, during which time many bus transactions are
possible, the busy signal will prevent unintended transactions
from interferring with the sequence. The terminal would
operate in a similar manner to block transfers (see Section 7.2).
Two concessions to the command/response access control must
be made:

a) terminal sequences may only be initiated by the computer;

b) no terminal may initiate bus activity unless commanded
to by the computer.

A suggested mechanism for this expansion is to treat part of the
9-bit channel address field as the address of locations in a
read-only control memory which stores the special sequences.
If the sequences are themselves stored as a microprogram, then
the basic terminal can remain standardized, provided that a
standard (but diminished) set of electronic interfaces is
also a part of the design. = Such an expanded terminal would

" be able to provide the further functions outlined a Section 7.2.

® .
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Appendix A

Voting of Analog Data

In considering voting in analog transducers many schemes
may be developed depending on the attributes of the transducing
device. In all voting cases there is the desire to obtain the;
best information available upon the values given without: con—
sultlng other information about the devices.

A simple scheme could be of the form averaging all the
given transducers. Unfortunately, if a device went bad, its
value would still be included, and henceé, there is the
necessity of distinguishing a failure from acceptable error.

A simple answer would be comparing the deviation of each trans-
‘iucer from the average of the transducers. If any were beyond
acceptable tolerance limits thofe in error would be ignored

(perhaps recalculating a new average value).

If the transducers were of the types that cculd have
transient errors, or fatalities that take place over a period
of time versus an immediate failure, perhaps a better method
would be to incorporate weighing factors with each transducer
so that if a transducer®s value varied greatly with the
‘average, its weighing factor would be decreased.

Let T be a vector of the values of the transducers; W be
the weighing factors; then let t be the computed value:

The weighing factor would then be reset by

if |t = T;| > tolerance,
then | W, =W, - p (function (Ti, t))
_ else » W, = W. St T ¢
. Wl Wl + p (function (Jli, L)?

W = unit (W)
137 ,
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here 'tolerance' is the acceptable tolerance level at which
the transducer is considered to have failed, in which case
some function related to the value T; is subtracted from the
weighing function. If it is within 'tolerance' it is rewarded
by adding some factor.

For example:

if |t - 7;| > tolerance,

1

~then W, =W, - p ([1-T,/t])

else ' W.

i =W o+tp (|1 -T/t])

In the above a multiple p has been used. This is a factor used

to regulate the amount of feedback allowed to the weighing
function. For example, if the 'function' could vary between 0 and
1, if p = 1/10, then it could be considered that 10 samples would
‘have to be taken before a device could be removed from active
useage by having its weighing factor reduced to an insignificant
valye. -

If the measurements can be considered to have a derivative
with respect to time,then it is™possible that an added feature

of the measurements' past history can be used with profit.

If t' is the past calculated derivative and h the deltg
time then the computed value could be of the form:

~-_ at+ b t'h

tused' a + b

where a and b are fixed weighing factors. For example:

- t' h
used 2

which averages the past expectation with the current value.
There is no need for feedback to these weighing factors

. since they are chosen by the characteristics of the given trans-
-ducer. At the end a new derivative must be calculated, such as:

.Jr with weighing factors. Also, of course, higher level
derivatives could be used.
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Combining the above two methods, that of weighing the trans-
‘iucers, and considering past measured values, one could get the
following:

average of transducers.

‘a) t=W-T
]
b) ' t = £ N value used is average
used 2 - .
of current measured
and past indication
p) TE ltused - Til > tolerance,
T.
— ! i
then W; = W, 10 (]1 E‘“——l)
used
- T.
_ 1 i
else Wy =W; + 35 ([1 - gD
used
¢ W = unit (W) feedback to weighing
. ' factors.
. — 1 5
a) t! = E——HE——E calculation of new
derivative to predict
future. -

The variations of the above techniques with values for
the different factors would depend upon the given transducers
and the amount of time and computer space available.
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Appendix B

Discussion of the Effects of Cross-strapping

This section discusses the effects of cross-strapping bus
elements connected in series. The purpose is to evaluate when
cross-strapping is desirable or undesirable and to determine
the associated gains or losses in reliability resulting from
cross-strapping. :

. Consider the two simple configurations illustrated in
Figure B-1l. 1In either configuration A or B the system requires ,
that one S and one L unit are operating for the system to operate.
B is cross-strapped, i.e., each S unit is interconnected to
each L. Let P, be the probability of failure of the S unit,
and *Py, that of the L unit. Then
o .

PS =1 - e’

PL =1 - e

where Ag and Aj, are the failure rates for units S and L
respectively. If the bus to which the S units are connected
*is assumed infinitely reliable, its effect can be ignored in
the following calculations.

The probability of failure of configuration A is given by:

P(n) = P(Sl or Ll) P(S2 or L2)
Since one S unit and cne L unit are required for operation, this
results in ‘

2 2 2 2 2 2

P(A) = PS + PL + 2 PS PL - 2 PS PL - 2 PSPL -+ PS PL

I

The probability of failure of configuration B, again assuming
that one S and one L are required to operate,-is given by:

| P(B) = P(S

1 and 52) P(Ll and L2)
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Figure B.1 Simple and cross connected configurations
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or P(B) = PS + PL r PS PL v

However, the additional complexity of the S and L units in
configuration B to provide cross- strapplng will ‘result 1n increased
failure rates. Therefore let:

1l

Pg (B) Pg (A) + G.PS

By iRl = P ¥ 8By

The gain or loss incurred by cross- strapplng can be gauged by
defining a figure of merit:

P (A)

FOM = 5(B)

In order to simplify the numbexr of variables the follow1ng
definitions and assumptions are made: - =

a) JLet PL = K_PS, i.e., let unit L be K times as likely to

v fail in a given interval as unit S.
b) let Ag(B) = Ag(R) + 8)g

"
-

AL (B)

AL(A) + GAL

and furthermore let

from which it can be shown that

6PS = 6PL

c) Let 6PS = F PS where F is the fractional increase in un-
' reliability due to interconnection.

d) Finally, since:

PS(B) = PS(l + F)

P (B) = Pg (K £ ),

FOM can be expressed as a function of P., F, and K.

57 .
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P (A) [PS IK]
P(B) [Pg,F, K]

or FOM =

FOM is plotted against K for various values of F in -1
Figures B-2 through B-4, for failure probabilities Pg =10 7,
10-4,and 1078,

The principal result is that the maximum gain in total
reliability of configuration B over configuration A occurs when
the probabilities of failure of the two units are equal,

i.e., K = 1, and when the reliability of the added inter-
connection is good, i.e., F = 0.

)
L

8 . - .
‘ | .
|
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Appendix C,

Analysis of a Typical Avionics Subsystem

C.1l Introduction

No specific items of Shuttle avionics equipment have been
defined to date. The design of a data bus interface unit is,
however, dependent on the specific requirements of the various
interfaces. In order to provide a basis for a general evaluation
of design criteria, some assumptions of interface characteristics
were made in the body of this report. The following provides
a description of the Distance Measuring Equipment (DME) produced
by the Cubic Corporation as CR-100, Although it is not intended

.to suggest that this particular unit should be specified for
the 'Shuttle, it is considered .o be representative of the types
of problems that will be encountered in all data bus interfaces.
No attempt has been made to optimize the interface to the CR-100.
Instead, the interface of one version of the prototype is taken
as a given constraint, as if .the system were purchased "off
the shelf".

The system operates as follows. A phase modulated signal is
transmitted by an interrogator in the vehicle along with an
identification code to designate which of a number of transponders
located at known points is to reply. All transponders within
range of the interrogator are listening, and if the designated
transponder is within range, it retransmits the modulation from
the received signal back to the interrdgator on a different
carrier frequency. The interrogator receives this signal,
recovers the modulation, and compares it with that transmitted.
The time delay between the transmitted and the received modula-
tion, multiplied by the speed of light, is twice the distance
to the transponder.
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. C.2 Operation

All moding and timing is controlled external to the CR-100.
The required sequence of control commands is as follows. Assuming
that the interrogator is already powered up, the DME must first
receive the ID of the desired transponder, and then be given a
" mode command to-begin the interrogation. A mode command consists
of a 5 bit parallel input which must be held for the duration
of the mode.

The mode must be maintained for at least the round trip
transmission time (1 mile = 11 micro sec) plus 50 millisec
“for the circuits in the transponder and interrogator to lock
onto the signals. After this time has elapsed, the DME can
be commanded to terminate the measurement. The time at which
the command is received will be important, since it determines
the time for which the measurement is valid.

The output data becomes available about 0.5 millisec

after the command to terminate the measurement is received by
the interrogator. The data consists of five 1ll1-bit words, four
of which represent the range, and the fifth is a data quality
word whose bits indicate whether or not the various parts of
the. DME functioned properly. These five words are read out of
the*DME one at a time by sending a unique mode command for

‘ each word. The readout requires about 100 microsec per word.

Another version of the CR-100 has the capability of also
measuring range rate, or more precisely, the change in range
over a known time interval. This measurement is made by .
counting the cycles of doppler shift of the carrier during a
known time period. It requires a slightly different timing
sequence. In this case, the equipment supplying the mode
commands must - wait at ITeast 100 millisec after the command
to start transmission, and then issue a command to begin the
range-rate measurement. It must then wait another period,
typically of the order of 900 millisec, before commanding
the termination of the range-rate measurement. The accuracies
of the measurements are of the order of 30 cm for absolute
range and 1 cm for changes in range. The output data is in
the form of seven 1ll-bit words which are read out of the DME
in the manner described earlier. The timing requirements are
illustrated in Figures C.1l and C.2.-
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Figure C.1 Control sequence for range measurement
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.C.3 Control Requirements

A number of functions must be provided externally in order
for the DME to operate properly. For the inputs, both the
- mode commands and the transponder address must be applied to
~ the DME in parallel, and held for the duration of the mode
and the transmission cycle respectively. The mode command is
a five bit word and the transponder address is eight bits.

The timing accuracies required for the application of the
mode commands must be considered. For the range measurement,
the effective time of the measurement is a rectangularly - . o e
distributed random variable, having a distribution of 0.5
milliseconds, immediately following the start of the mode
command to terminate the measurement. If the system application
requires it, a simple change to the interrogator can reduce
the width of this distribution to a few microseconds. 1In
any case, for a vehicle travelling at orbital velocity of
22,000 ft. per second, an error in timing of 1 millisecond
can introduce an error of up to 22 feet (depending on the
angle between the velocity vector and the direction of the
transponder) .

* For the delta range system, the timing between the start .
and ‘end of the delta range measurement is critical. An error
‘of 0.9 millisec in a normal 900 millisec measurement will
introduce an 0.1% error into any velocity determination that
is derived from the delta range data.

In order to obtain the output data from the DME, a di*fferent
mode comnand must be used for each of the five or seven data

words. The data words become available as parallel 1l-bit
~words 100 microsec after the appropriate mode command is

applied.

The source of mode control commands will also be required
to generate a blanking input to the interrogator. This is a
1 microsec pulse occurring each time the mode input changes
prevent the interrogator from trying to interpret the mode
input while it is changing. Most of the information reliability
determination and failure analysis is in the data quality word
which accompanies the data. This word contains bits which
indicate that a return signal was received from the transponder,
that the various phase locked loops achieved lock and remained
in lock during the measurement, and so on. In addition to this
word, it might be desirable to arrange for about four discrete
outputs from the DME to indicate that various parts of the
equipment are active, and a few analog voltages to allow
measurement of such guantities as transmitter-input and output
power and received signal strength. These medsurements, if
taken during the right portion of the measurement cycle, could -
provide useful data for checkout, failure monitoring and
telemetry. )
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, , Number of
‘ Description. Type Levél Pins Comments
ihpu!s” . mode 5 bi't DTL 5 + ground severe timing
i control- parallel | compatible constraints
for some
modes
blanking 1 bit DTL 1 + ground 1 usec pulse
: compatible
. transmission 8 bit DTIL 8 + ground must be held
address parallel | compatible during trans-
| : mitting
modes
powexr on discrete | close 28V 1 + ground
| : 'relay coil
' " to ground
\
Outputs | range data (4)
data 11 bit
¢ parallel data woxrd
P : appears on
. cidelta (2) DL - output lines
i range data | 11 bit >compatible 11 + ground 100 usec
i parallel after cor-
e s responding
data (1) mede command
quality 1l bit is received
parallel
discrete - estimated | not 4 + ground
test 4 points available . for failure
points analysis,

. - check out
analog estimated not 4 + ground and telemetry
test 4 signals available
points

Table C.1 List of DME Interface Signals
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Appendix D

Shuttle Software Structure and Organization

D.l1 Introduction B LA : . . o S

The successful implementation of a time-shared data bus

for the Shuttle will depend to a large extent not only on the

capabilities of the bus system, but its ability to be coordinated

with, and effectively used by the computer. An evaluation of

the organization and design of the software was not an integral

part of this study. However, this appendix has been included

to oVerview and comment on the software concepts under considera-
Qion for application in the Shuttle. It presents a general

escription of the synchronous and asynchronous software control
structures, with a discussion of I/0 operations with each, and
it identifies their respective advantages and disadvantages.

-

D.2 Overview of Shuttle Software

. The total onboard system has been estimated at approximately
50,000 32-bit words of operating memory, requiring an estimated
speed of 200,000 equivalent add operations per second. For
purposes of this discussion the onboard software may be broadly

“classified into two areas: the executive and a set of functional
program modules. The executive and supervisory software comprise
the following functions: ' :

a) program control (scheduling and dispatching, sequencing
control),

b) interrupt supervisor,
c) system subroutines and services,

d) hardware configuration management,
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e) common executive data tables,
f) error detection and recovery routines,
g) memory resource management,
h) system monitoring.

The functional software is under control of the executive
and supports the phases of the nominal mission: preflight,
boost, insertion, orbital operations, coast- and powered-flight,
rendezvous, docking, undocking, entry, and landing. The z
functional areas comprise the following: :

a) stabilization and flight control,
b) guidance,
c) powered and unpowered navigation,
d) targetingh
e) displays and controls,
.f) onboard checkout and fault isolation,
g) subsystem management.
Ideally, the onboard software and its executive should «be
designed in a way which is not only tailored to meet the
operational requirements of the Shuttle, but is structured to

enhance its reliability and ability to adjust to changing needs.

The computational environment of the Shuttle will include
three types of jobs:. ’

a) ~Cyc1ic tasks. Those tasks which are performed on a
regular periodic basis, such as guidance, navigation,
telenetry, etc.

b) Demand tasks. These tasks are typically functions which
must be performed at a certain time or at the occurrence

of a certain event; examples include stabilization and
control, turning off jets, etc.

c) Response/request tasks. These are tasks which are performed
' in response to a pre-selected mode such as: the rendezvous

® R 1
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’ mission mode. Generally these tasks are major sequences
of functions initiated throughout the mission by the crew.

An important factor impacting the choice of software organiza-
tion and control is the level to which the crew will be capable
.of requesting jobs or major mission modes. If a crew member is
allowed interactive communications with the computer, then the
job stream will become less deterministic and more random in
nature and will require more of an asynchronous structure.

~D.3 Synchronous Control Structure O —

The Shuttle Phase B baseline approaches to data have been
based on a synchronous control structure. In a synchronous
control structure a predetermined sequence of processing tasks
is referenced to some basic time cycle. The main advantage

" is that scheduling and allocation of the CPU are solved ahead
of, rather than in real time.

"Mission programs are organized into several major cycles
associated with a functional sequence. Each major cycle is
composed of a series of operations of minor cycle programs such
that' the major cycle is completed every N minor cycles. I/0O
interleaving and memory usage are pre-planned and precedence
relationships are built into the seguence.

D.3.1 Description of Synchronous Operation

.

The following describes a synchronous operation. It is
based on a timer-interrupt, fixed schedule, time slice mode of
operation. A 20 millisecond interval is used as basic reference
"frame for the system, providing a minor cycle sampling rate
of 50 cycles per second. Under this concept jobs are organized
into short routines, and when the executive detects a timer-
interrupt (i.e., every 20 milliseconds) it examines the -"task
schedule tables" to determine which set of routines is to be
operated during the next program interval. Each 20 millisecond
interval contains all 50/second tasks, and portions of other
lower frequency tasks. The minor cycle is operated every
20 milliseconds and a percentage of that time is distributed
among the tasks that are assigned to each minor cycle. A back-
ground job is run in the slack time before the next minor
cycle. Under a command response concept, scheduling I/O in
‘a synchronous structure is similar to the scheduling of tasks.
The I/0 requirements for each mission phase or major cycle
are predetermined and sysnchronized with the structure of tasks
operated in the major cycle. The I/0 request:%ist is assumed




'to be fixed. Since the I/0 requirements will have different
frequencies, they are incorporated in.each minor cycle in
correspondence to load balancing of the processing tasks.

For an example, assume all I/O requirements for a particular
~mission phase are organized into 3 categories of frequencies:
50 times/sec, 5/sec, and 1l/sec. Assume that X, Y, and 2 are the
number of commands in each category. Assume further that a.
minor cycle occurs every 20 ms and that a BCU is commanded
with a list of I/O requests each minor cycle. The average
number of I/0 operations required to be scheduled each minor
cycle are: all of the 50/sec requests, 1/10 of the 5/sec
requests, and 1/50 of the 1/sec signals. In a synchronous
structure tables of predetermined I/0 requests are organized
according to sampling frequencies. The appropriate number of
I/0 entries to command each minor cycle are selected from these
- tables. The synchronized concept attempts to avoid non-deter-
ministic behavior of I/0, I/O queues, and I/0 backlog.

Several types of I/0 activity cannot be determined in advance;
for example, the command of jets on and off. The I/0 scheduler
may accomplish this by providing a place for the command in
the :appropriate list and then causing the BCU to skip the
command or incorporate it, depending on the results of the

.stab;llzatlon and control taC:ks.‘

D.3.2 Advantages and Disadvantages of a Synchronous Control
- Structure ' .

This type of executive provides some significant advantages:
.a) it has deterministic¢ behavior and simplicity.

b) The requirement for re-enterable programs is either
- _eliminated or minimized, since the environment is not a
multiprogrammed one (provided of course, first, that major
cycle tasks are not interrupted via the timer interrupt
and second, that they are totally independent of the minor
cycle).

c) Conflicts in processor allocation, memory allocation, and-
data tables are avoided by scHedullng and allocating in
advance.

d) It eliminates the need for the dispatcher to search a
priority queue, which minimizes the executive overhead.

." , : -
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e) Finally since scheduling and allocation are preplanned,
theoretically there are no computations or I/0 overloads
or any degraded response.

‘However, there are some disadvantages.

a) This type of fixed-sequence executive organization does
not provide a structure which allows for external inter-
action by the operator, or which copes with a random Jjob
stream. Jobs must be predetermined and assigned to slots
eee.in a sequence and must operate within the basic reference - —
framework. It is not clear at this point whether all
Shuttle requirements can be so predetermined. '

b) Lengthy calculations must either be broken up into short
segments, interconnected in such a way as to meet the
requirements of the seqguence, or be shifted somehow into

- the background. There are several activities, as targeting,
which involve calculation times on the order of minutes.

It is not clear whether it is feasible or cost effective

to break them into short segments and interconnect them to

~ form a complete computation. If, however, they are operated
'1n the background and are 1nterrupted by the minor cycle
évery 20 milliseconds, then they must be multiprogrammed.

‘ This implies re-entrant routines and, if they are not totally

independent from minor cycle computations, a priority
structure.

c) The structure does not seem to possess an inherent flexibility
: to incorporate changes in the design of the sequences. The
requirements to rebalance the load in the fixed sequence
after a modification may result in a major redesign.

d) The sequence must accommodate the worst case computational
requirement. For example, if the crew is provided the
option to display a parameter during a particular mission
phase, then the calculation of that parameter will have
to be incorporated into the seqguence whether or not the
crew ever requests it.

D.4 Asynchronous Software Structure

" In an asynchronous control structure scheduling and allocation
of. the processor are accomplished in real time according to the
needs of the operating-environment. Under this concept processing
tasks are assigned a priority which establishes their relative
importance to each other. A task with a given,priority runs

.until a wait is encountered, or the existence of a higher
priority task is established.

159

INTERMETRICS INCORPORATED - 380 GRE

m

N STREET - CAMBRIDGE, MASSACHUSETTS 02139 « (G617) 868-1840




D.4.1 Executive States and State Transition

The distinction between synchronous and asynchronous
control structure can be illustrated by the "states" in which
a task will exist while operating under each structure. 1In
‘a synchronous structure, tasks are in one of two states: actively
running or not running. At any instant of time only one task
is in the running state and all others are not running. The
transition to the running state occurs when a task's scheduled
time slot arrives.

In an asynchronous structure, a task, while present in the
system, will exist in one of 4 states: actively running, waiting,
ready to run, or "in limbo". The executive insures the proper
transition of states depending upon either internal or external
stimuli. Refer to Figure D.l. The running state definition
is obvious. Note that the "running" state can only be entered
from the "ready" to run state. This unifies the dispatcher
functions. The waiting state is either a voluntary or involuntary
state, depending upon its cause. A voluntary wait would be
a wait for completion of I/O, or perhaps some external time
stimulus. An involuntary wait would be awaiting resources
(i.e., memory) to become available. The state of limbo occurs
when® the task voluntarily releases the processor without expecting

‘any external stimulus to ready dit. The ready state can be entered

from all other states and indicates that a job has all the '
- facilities available to it to run. The function of the dis-
patcher is to pick the most appropriate task from the ready

queue and start it running. State changes from wait to ready
would occur when the awaited stimulus has occurred. The change
from limbo to ready state occurs when a schedule reqguest is

issued by some task. The switch from running to ready occurs
when a task is preempted by a higher priority task or interrupt.

In summary an asynchronous structure is one in which one or
more tasks may be in the ready state awaiting allocation of
- the processor. In a simplex computer system this is termed
multiprogramming, i.e., the concurrent operation of more than
one task.

D.4.2 Overview of Asynchronous Operation

An overview of the operation of a general asynchronous

executive is illustrated in Figure D.2. The scheduler and
dispatcher, once in control, should be able to pick a task and
run with it. The scheduler assigns or reassigns task priorities,

verifies that all the task resources are available, and maintains

‘.’ ' | h
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Qhe overall view of real time events. All task starting is done
through the dispatcher. ‘ '

The scheduling function in a broad sense consists of making
appropriate entries in task blocks and priority queues so that
the dispatcher need only select jobs from the top of the ready
list. If there is a number of tasks to be scheduled, the scheduler
treats some as more important than others and executes them first.
If the dispatch function occurs at some time other than at the
end of a program, then a multiprogrammed environment is a direct
result. ‘

The interrupt handler "posts" the event complete, makes the
task ready if possible, and then passes control to the scheduler
to act on the information it has provided.

The resource allocator is invoked as an executive function
by the scheduler to test readiness to run, and if not ready,
will inform the scheduler of the requirements for readiness.

It may also be invoked to test availability of contention items.

I/0 in an asynchronous structure is generally scheduled

on a.,demand basis. An active task requiring I/O schedules its
request via an I/O queue. The task is placed into the wait

tate until completion of the I/O request. The I/0O control
routines operate on the I/0 queué and interface the I/O peri-
pheral (i.e., the bus system) to perform the request. I/0 is
performed asynchronously with other processing tasks in the
system. After acknowledging receipt, initiation or completjon
of the I/0 request, the scheduler is informed via a simulated
or actual interrupt. The task awaiting the I/0 request is then
placed into the ready state and awaits processor assignment.

D.4.3 Advantages and Disadvantéges of an Asynchronous Structure

Some of the advantages of an asynchronous structure are:
a) it is able to adapt to a random job stream; i.e., it does
not require load rebalancing and it can tolerate periodic
overload and backlog, because it is, in fact, designed to
cope with this problem;

b) it has a greater flexibility for incorporating changes than
the fixed sequence approach;

c) coupled with an interrupt mechanism it is more adaptive
to a real time enviromment;

® |
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y) its structure does not require long program sequences such
as targeting, etc. to be arbitrarily organized into fixed
blocks to fit into some fixed cycle or sequence.

- The disadvantages are:

-a) the multiprogrammed environment resulting from this type
of scheduling is more complex and difficult to test and
verify;

b) in a real-time system in which a task must be scheduled at
specified times, the priority assignment must be chosen
and assigned accordingly.

The type of program control ultimately selected will probably
be some variation of one of these approaches.

' D.5 Computer Interrupts and Their Effect on Orgahizatioh’

One of the basic motivations for structuring Shuttle soft-
ware in a synchronous control organization is the expected diffi-
culty in handling interrupts. Because of the randomness of
operatlon introduced by interrupts it might be desirable to
eliminate external interrupts entirely. However, it is not

ossible to eliminate all types of interrupts, particularly
1nternal 1nterrupts, which requlre responses to error conditions.
The real problem in verification is not aggravated by the actual¥*
hardware interrupt, but from its effect on the multlprogrammed
environment. .

The interruption of a running program in response to an
external signal was introduced into the computer technology to
serve two purposes: =

a) to provide rapid response-time to asynchronous events:

b) to eliminate the overhead of polllng for the occurrence

of an awaited event. ]

In single-processor systems, particularly dedicated systems,
where most or all of the computation is devoted to a single
application, the introduction of interrupt-mode computation
raises a hazard. At arbitrary times an interruption can intro-
duce what appears to be a parallel task which is, at least
conceivably, capable of disrupting the progress of the interrupted
task by "invisibly" altering its variables.

* By the "actual" 1nterrupt it is meant the hardware transfex
‘ to a specific location to perform some minimum function and
then resume.
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._ It is reasonable to .presume’ that it is easier to verify a
program which will operate from beglnnlng to end (or to some con-
venient point) without a swap of the procesgor to some other
~job. In a sense, the objective is to minimize the scale of
multlprogrammlng in the system. ,

D.6 Summary of I/O Operations Versus Software Structures

A bus I/O transaction once initiated by the computer, is
independent of the computer software organization. The command/
_response addressed bus may be directed by a computer with either
an asynchronous or synchronous software structure. The main
difference will be in the scheduling and dispatching of I/O
requests, and in the corrdination of I/0 with processing.

‘ In the synchronous structure, I/O requests must be preplanned
and interleaved with the task processing. I/O requests are
dispatched in a list every minor cycle and carried out con-
currently with task processing. A synchronous software structure
requires a command response bus access method. A polling or
contention access method would be difficult to run with a
synchronous structure.
‘ .In an asynchronous structure, I/O0 is scheduled on a demand
basi$ by the processing tasks, dnd is dispatched to the bus
system by the I/O control. After completing the I/O transaction
the bus system signals the event (via an interrupt) and the
processing task is informed accordingly. The bus system may
be commanded with a list from the I/0 queue, or with a 51ngle
request. An asynchronously structured software can command
a bus with any form of addressing. It may prove advantageous
even with the command/résponse addressing method.

'In either structure, the bus system is designed to accept
a .command, or list of commands, and executes them as described
in Chapter 4. However, the system I/0 throughput and response
for a given bus design will not be independent of the structure
of the software system. Of concern to the bus are the events that
occur from initiation of a command from the central computer
until its completion by the subsystem. The interactions between
the computer and the bus control unit is of specific importance;
i.e., what happens to the CPU once an I/0 command is initiated,
and what happens when the transaction is complete? The answers
to these questions will have a great influence in determining
the I/0O control software performance.
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