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Introduccioén

Esta documentacion muestra la forma de instalar y con gumasistema SMTP con autenti cacion; para lo cual
se utilizar4 el servidor Post x como servidor SMTP y SASLr(fple Authentication and Security Layer) como
sistema de autenti cacion.

Todo el correo que pase a través del servidor SMTP seré devisabusca de virus y SPAM. Para llevar a cabo
esta tarea se utilizara AMaViSd-new como interfaz entrerlidor de correo SMTP y las aplicaciones Clamav
y Spamassassin, las cuales analizaran el correo en bustaslg 8PAM respectivamente.

El sistema de correo nal dispondra de un servidor POP3 e I\Mg#siPa lo cual se hara uso del softw@wurier.

Otra de las funcionalidades a implementar ser4 el correavégrde la web, o webmail. SquirrelMail ha sido el
software elegido para dar este servicio.

Todos los servicios han de funcionar con LDAP. Esta docuaoéim supondré que se tiene un directorio LDAP
correctamente instalado y con gurado. La herramienta deimidtracion del directorio LDAP sera
phpLDAPadmin, que también se supondra instalada, asi cagrfeelramientas de administracién que provee
OpenLDAP.

Se hace notar que la instalacion de todos los servicios veealiggar en un sistema Debian GNU/Linux, en su
version en desarrollo (aka Sid).

Nota: Los servicios SMTP, POP3 e IMAP tendran activada la opcién de encriptacion, es decir, podran hacer
uso del protocolo SSL o TLS para la transferencia de informacion.
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Introduccidén

Esta seccion esté dedicada a la instalacion de Post x, errsiow 2.1.1. (version que viene con la distribucién
en desarrollo de Debian GNU/Linux - aka Sid - ).

Se van a utilizar las caracteristicas de integracion conRRSASL que posee Post x. En las siguientes
secciones se vera el proceso de instalacion y con gura@dpast x.

Seleccion e instalacion de paquetes

Para dar el servicio SMTP con Post X, se han de instalar lpgisntes paquetes: post x, post x-ldap y
post x-tls. El primero de ellos es el servidor SMTP engdst x-ldapy post x-tls son librerias que permiten a
Post x hacer uso de un directorio LDAP asi como permitir léegauti cacion por TLS y SASL, respectivamente.

La descripcion de los paquetes se puede ver en el siguiemple):

Ejemplo 1-1. Descripcion de los paquetegost x, post x-ldap y post x-tls

# Jusr/bin/apt-cache show postfix postfix-ldap postfix-tl S
Package: postfix

Priority: extra

Section: mail

Installed-Size: 1908

Maintainer: LaMont Jones <lamont@debian.org>

Architecture: 1386

Version: 2.1.1-3

Replaces: postfix-doc (<< 1.1.7-0), postfix-tls

Provides: mail-transport-agent

Depends: libc6 (>= 2.3.2.ds1-4), libdb4.2, debconf (>= 0.5 ), netbase,
adduser (>= 3.48), dpkg (>= 1.8.3), debconf

Recommends: mail-reader, resolvconf

Suggests: procmail, postfix-mysqgl, postfix-pgsql, postf ix-ldap, postfix-pcre

Conflicts: mail-transport-agent, smail, libnss-db (<< 2. 2-3), postfix-tls (<< 1.1.0+tls0.7.15-0)
Filename: pool/main/p/postfix/postfix_2.1.1-3 i386.d eb

Size: 764672

MD5sum: f0025blbdaef4be6622e€94850c86236
Description: A high-performance mail transport agent

Postfix is Wietse Venema's mail transport agent that starte d life as an
alternative to the widely-used Sendmail program. Postfix a ttempts to

be fast, easy to administer, and secure, while at the same tim e being
sendmail compatible enough to not upset existing users. Thu s, the outside
has a sendmail-ish flavor, but the inside is completely diff erent.

This package does not have SASL or TLS support. For SASL and TL S support,

install postfix-tls.

Package: postfix-ldap

Priority: extra

Section: mail

Installed-Size: 100

Maintainer: LaMont Jones <lamont@debian.org>
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Architecture: 1386
Source: postfix
Version: 2.1.1-3

Depends: libc6 (>= 2.3.2.ds1-4), libldap2 (>= 2.1.17-1), p ostfix, postfix (= 2.1.1-3)
Filename: pool/main/p/postfix/postfix-ldap_2.1.1-3 _i 386.deb
Size: 32884

MD5sum: 1e4255ba410226e7c514e8c8bal07049
Description: LDAP map support for Postfix

Postfix is Wietse Venema's mail transport agent that starte d life as an
alternative to the widely-used Sendmail program. Postfix a ttempts to

be fast, easy to administer, and secure, while at the same tim e being

sendmail compatible enough to not upset existing users. Thu s, the outside

has a sendmail-ish flavor, but the inside is completely diff erent.

This provides support for LDAP maps in Postfix. If you plan to use LDAP maps

with Postfix, you need this.

Package: postfix-tls

Priority: extra

Section: mail

Installed-Size: 384

Maintainer: LaMont Jones <lamont@debian.org>

Architecture: i386

Source: postfix

Version: 2.1.1-3

Depends: libc6 (>= 2.3.2.ds1-4), libdb4.2, libsasl2 (>= 2. 1.15), libssl0.9.7, postfix,
postfix (= 2.1.1-3)

Recommends: mail-reader

Conflicts: postfix-snap-tls

Filename: pool/main/p/postfix/postfix-tls_2.1.1-3_i3 86.deb
Size: 136668

MD5sum: 9dc114c346ab462e6c38d2198dcd3538

Description: TLS and SASL support for Postfix

Postfix is Wietse Venema's mail transport agent that starte d life as an
alternative to the widely-used Sendmail program. Postfix a ttempts to

be fast, easy to administer, and secure, while at the same tim e being
sendmail compatible enough to not upset existing users. Thu s, the outside

has a sendmail-ish flavor, but the inside is completely diff erent.

This package adds support for TLS (see RFC 2487) and SASL (see RFC 2554) to
Postfix.

El proceso de instalacion de estos paquetes se muestrarsueaidn:

Ejemplo 1-2. Instalacién depost X, post x-ldap y post x-tls

# [usr/bin/apt-get install postfix postfix-ldap postfix-t Is
Leyendo lista de paquetes... Hecho
Creando arbol de dependencias... Hecho
Se instalaran los siguientes paquetes NUEVOS:
postfix postfix-ldap postfix-tls

0 actualizados, 3 se instalaran, O reinstalados, O para elim inar y 0 no actualizados.
Se necesita descargar 0B/934kB de archivos.
Se utilizaran 496kB de espacio de disco adicional después de desempagquetar.

¢Desea continuar? [S/n]
Preconfiguring packages ...
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(Leyendo la base de datos ...
273428 ficheros y directorios instalados actualmente.)

Desempaquetando postfix (de .../postfix_2.1.1-3 i386.d eb) ..

Desempaquetando postfix-ldap (de .../postfix-ldap_2.1. 1-3_i386.deb) ...

Desempaquetando postfix-tls (de .../postfix-tls_2.1.1- 3_i386.deb) ...

Addign ‘diversion of /usr/share/man/man8/smtpd.8.9z to / usr/share/man/man8/smtpd.real.8.gz by postfix'
Adding ‘diversion of /usr/lib/postfix/imtp to /usr/lib/p ostfix/Imtp.postfix by postfix-tls’

Adding ‘diversion of /usr/lib/postfix/smtp to /usr/lib/p ostfix/smtp.postfix by postfix-tls'

Adding ‘diversion of /usr/lib/postfix/smtpd to /usr/lib/ postfix/smtpd.postfix by postfix-tls'

Configurando postfix (2.1.1-3) ...

Postfix configuration was not changed. If you need to make ch anges, edit
letc/postfix/main.cf (and others) as needed. To view Postf ix configuration
values, see postconf(1).

After modifying main.cf, be sure to run ‘etc/init.d/postf ix reload'.

Running newaliases
Starting mail transport agent: Postfix.

Configurando postfix-ldap (2.1.1-3) ...
Adding Idap map entry to /etc/postfix/dynamicmaps.cf

Configurando postfix-tls (2.1.1-3) ...
Adding sdbm map entry to /etc/postfix/dynamicmaps.cf

Importante: Normalmente el proceso de instalacion de Post x realizard u na serie de preguntas antes de
proceder con la ejecucion de los demonios que lo integran. Debido a que Post x ya estaba instalado en el
sistema en el que se han realizado las pruebas, dicha con gur acién preliminar ya se habia realizado en otro
momento. En la la seccién de nombre Forzando la con guracién preliminar de Post x  se forzara la

con guracion preliminar de Post x, de esta forma se mostrar a el proceso de con guracion inicial.

Forzando la con guracion preliminar de Post x

La forma de forzar la con guracion de un paquete se realizesi@omandalpkg-recon gure, de esta forma,
para recon gurar Post x se ha de teclear:

Ejemplo 1-3. Recon guracion de Post x (primera parte)
# [lusr/bin/dpkg-reconfigure postfix

Stopping mail transport agent: Postfix.
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Figura 1-1. Informacion sobre las opciones de con guraciérmyeneral

on de Debian |

Fostfix Configuration

En este momento usted tiene diversas opclones para la conflguracidn general.
51 tiene configurada la prioridad de debconf en 'low' o ‘medium', se le haran
mas preguntas luego. Usted puede ejecutar cuando desee "dpkg-reconfigure
——priority=low postfix" si desea ver estas preguntas nuevamente.

No configurar — SI USTED DESEA QUE EL PROGRAMA DE INSTALACIGSN MO TOQUE SU
CONFIGURACIAN, ELIJA ESTA OPCIAN. Mo se realizara ningin cambio en la
configuracion ahora: 51 usted todavia no ha configurado Postfix, su sistema de
correo no funcionara y no debera usarse. En ese caso debe efectuar la
configuracion editando el fichero fusrs/sharespostfix main.cf.dist y guardando
sus cambilos como Jetc/postfixsmain.cf, o ejecutando dpkg-reconfigure postfix.
main.cf no sera modificado por el proceso de instalacicn de postfix.

Sitio Internet — el correo se envia y se recibe directamente usando SMTP. 51
sus necesidades no se adaptan a ninguna categoria, probablemente guiera
empezar con ésta y luego modificar el fichero de conflguracion manualmente.

Sitio Internet usando smarthost — Usted recibe correo de internet en esta
maguina ya sea directamente por SMTP o ejecutando una herramienta como
fetchmail. El correo saliente se envia usando un smarthost, opcionalmente con
las direcciones reescritas. Esto es probablemente lo gue guerria para una
conexion via linea telefonica.

Sistema satélite - Todo el correo se envia a otra maguina, llamada “"smart
host". El correo de root y postmaster se envia de acuerdo a Jetc/aliases. Mo
se reclibe correo localmente.

E]I Terminal | man | index.html | postfix l ruotl
ooT

ONELe =

Esta pantalla muestra informacién sobre las distintasoojesi de con guracion que tiene Post x. Lea con
detenimiento cada una de ellas para saber cual se adaptaecssglades.

Figura 1-2. Tipo genérico de con guracion

Debian

Postfix Configuration
genérico de canfiguracidn
Sin configuracicn
Sitio de Internet
Internet con smarthost
Sistema satélite

1

HP

{Aceptar> {Cancelar>

E]I Terminal | man | index html | postfix I root

€O0T - HOOSOLE

Eleccién del tipo genérico de con guracion, en este casaseelegir eModo local pero lo mas normal sera
elegir el moddSitio de Interneb Internet con smarthosDe todas formas, esto no es muy importante en
principio, ya que la con guracion se puede cambiar en cualquomento.
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Figura 1-3. “Nombre de correo”

| Postfix Configuration |
El “nombre de correo' es la porcidn del nombre de maguina de la direccidn que
serd mostrada en las noticias y correos salientes (despues del nombre de
usuario y el signo B).

Este nombre sera usado por otros programas ademas de Postfix; debera ser un
Unico nombre de dominio completo (FDAW) desde el gue parecera originarse el
correo.

éNombre de correc?

{Aceptary <{Cancelar>

E]I Terminal | man | index html | postfix I root

€O0T - HOOSOLE

Aqui se indica la parte de la direccién de correo electrogismva seguida de la @, es decir, si las cuentas de
correo electronico que piensa administrar son de tipo ‘tis@dominio.pt”, en esta pantalla ha de teclear el
“dominio.pt”.

Figura 1-4. ; Aiadir el dominio a las direcciones simples?

an de Deb B

FPostfix Configuration

When Postfix sees an address with only one component in the hostname, should
it append .$mydomain? Appending $mydomain means that you don't neesd to
gqualify destinations in your own domaing, but breaks mail bound for users at
top-level domain addresses. (yes, there are some of these.)

If you are forwarding mail out of your organization, you should almost
certainly not append $mydomain. If you're the only user of mail on your
system, choose whichever is more convenient for you.

Append .domain to simple addresses

(81> [N

E]l Terminal | man | index.html | postfix ] root‘
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La respuesta a esta pregunta S¢od

Figura 1-5. Lista de dominios locales

on de Debian

Fostfix Configuration |
Ingrese una lista, separada por comas, de dominios de los gue esta maguina
debera considerarse destino final. 51 ésta es una pasarela de correoc del
dominio, probablemente guerra incluir el dominio padre.

40tros destinos para los cuales aceptar correo? (en blanco para ningunol
s.1an, localhost.chets.lan, localhost, tod

<Aceptar> <Cancelar>

E]I Terminal | man | index.html | postfix l ruotl

Complete en esta pantalla la lista de dominios para los ssalservidor SMTP sera la maquina nal.
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Figura 1-6. Actualizaciones sincronas en la cola de correo

on de Debian B8

| Postfix Configuration t

51 se fuerzan las actualizaciones sincronas, el correo se procesara mas
lentamente. 51 no se fuerzan, existe la posibilidad de perder algunos correos
si el sistema se colapsa en un momento inoportuno.

El predeterminado es "off", vea el registro de cambios para mas detalles.

iForzar actualizaciones sincronas en la cola de correo?

E]I Terminal | man | index.html | postfix l ruotl

00T - KONEOLE - o x

Se responde a rmativamente a esta pregunta, para asegjdeats correcto manipulado de los mensajes. Tenga
en cuenta la carga de su servidor de correo para la respuesti@a@regunta, si la carga es elevada, tal vez fuese
buena idea responder ge a esta cuestion.

Figura 1-7. Redes a las que se les permite elay

cidn de Debian B

FPostfix Configuration |
iPara qué blogues de red debera reenv1ar correo esta magquina?. E1
predeterminado es simplemente a la maguina local, lo cual necesitan algunos
agentes de correo de usuario.

Si éste es un smarthost para un bloque de maguinas, debe especificar los
blogues de red agui, o el correo sera rechazado en lugar de reenviado.

FPara usar el predeterm1nad0 de postfix (gue se basa en las redes conectadas),
ingrese una cadena vacia.

iRedes locales?

{Aceptar? {Cancelar>

E]l Terminal | man | index.html | postfix ] root‘

00T - HONSOLe = x
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Complete el recuadro que se muestra en esta pantalla canaqdallas redes para las cuales el servidor SMTP
va a permitir el reenvio de correo.

Figura 1-8. Uso de procmail

cion de Debian

| Postfix Configuration t

iDesea usar procmall para entregar el correo local?

Note gque si usa procmall para entregar el correo de todo el sistema,

debera
configurar un alias gque reenvie el correo de root a un usuario real.

dUsar procmail para la entrega local?

E]I Terminal | man | index.html | postfix l ruotl

€OOT - KODELe

Se va a hacer uso de procmail para el reparto local de copeoks que se responde a rmativamente a esta
pregunta.
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Figura 1-9. Quota del buz6n de correo

n de Debian

| Postfix Configuration |
éQué limite deberd colocar Postfix en los ficheros de buzdn de correo para
prevenir errores de software? E1 valor de cero (0) significa ilimitado. (EL
predeterminado por el desarrollador principal es 51200000.)

Limite de tamafio de buzdn de correo

oM ___________________ |

<Aceptar> <Cancelar>

index.html postfix root

00T - HONEOLE

En principio no se estableceran quotas para las cuentagme® c8i su sitema necesita establecer una quota,
establézcala aqui.

Figura 1-10. Extension de la direccion local

Postfix Configuration
&Que caracter define una extension de direcclon local?

Para no usar extensiones de direccidn, deje la cadena en blanco.

éCaracter de extensidn de direcciones locales?

. _______|

<Aceptar> <Cancelar?>

index.html postfix root

00T - HONEOLE

Se deja la respuesta por defecto en esta pantalla.
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Ejemplo 1-4. Recon guracion de Post x (segunda parte)

setting synchronous mail queue updates: true

changing /etc/mailname

setting myorigin

setting destinations: todoscsi.chets.lan, localhost.ch ets.lan, localhost, todoscsi
setting append_dot_mydomain: no

setting relayhost:

setting mynetworks: 127.0.0.0/8

setting mailbox_command

setting mailbox_size_limit: 0

setting recipient_delimiter: +

Postfix is now set up with the changes above. If you need to mak e changes, edit
letc/postfix/main.cf (and others) as needed. To view Postf ix configuration
values, see postconf(1).

After modifying main.cf, be sure to run ‘etc/init.d/postf ix reload'.

Running newaliases
Starting mail transport agent: Postfix.

10
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Introduccidén

En esta seccidn se preparard, tanto al sistema como a Ppatxgue este Ultimo tenga soporte LDAP.

Nota: Esta seccion se ha basado en la entrada bibliogra ca Roncero 01.

Esquema para el directorio LDAP

El esquema que se utilizara para el directorio LDAP seré bol &uya la raiz ser&lc=gsr,dc=pt de la cual
colgaréan tre®rganizationalUnitgue almacenaran toda la informacién necesaria:

» Rama “people”: la cual contendra informacion sobre lasiagede usuario. Aqui se almacenaran todos los
datos obligatorios de las cuentas: direcciones de corestréhico, directorio Maildir, etc.

» Rama “groups”: almacenara la informacion relativa a geug@ usuarios.

» Rama “post x": que contendra la informacion necesariggpg@ost X. En esta rama se creard una rama hija
para el almacén de los alias de correo, de manera que se gaadawarias direcciones que apunten a una
misma cuenta o a otra cuenta externa.

Nota: En la siguiente seccién se mostrara el proceso a seguir para afiadir una organizationalUnit desde
phpLDAPadmin, las unidades organizacionales que falten debera afiadirlas de la misma forma.

Anadiendo las ramas “post x” y “alias”

A continuacién se muestra la forma de afiadir la rama postaama hija de estalias, al directorio LDAP:

11
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Figura 2-1. Acceso a phpLDAPadmin

Direccibn Editar Ver Lr Marcaderss Berramisntzs Preferencizs Ventana Auuds
@ﬁl imin- 0.9.4h
@' ¢| ) Pedir funcianalidad
= & Reportar un error
- &| ) Donate E h
e E| ® TODOSCS! p p
SG" @| & Autenticacian... E I DAP
T| -
.\-‘:. :ﬂ + ad ml n
el
o
@ D‘| Usa el menu de la izquierda para navegar
u Creditos | Historico de cambios | Donate
¥ [
E? Direccidn: |J http:_l,’lccalhost.ipdapadmir’u‘ _______ = ‘ Tl

PHALISPIDND - 0.9.40 - HOTRUEI0T

Teclee en su navegador favorito la URL donde se encuenteddads phpLDAPadminy pulse sobre el enlace
“Autenticacion...”, si asi lo requiere la herramienta (elegeré de la con guracion de phpLDAPadmin).

Figura 2-2. Autenti cacién

Direccibn Editar Ver Lr Marcaderss Berramisntzs Preferencizs Ventana Auuds

@ﬁl phpl imin - 0.9.4b "

Q ¢| ) Padir uncionaiicad Authenticate to server TODOSCSI
_| & Reportar un error

é:i ¥ D Warning: This web connection is unencrypted.
8|

@ = g IODOSCSI Anonymous Bind [

A~ @| T Autenticacidn...

& e Login DN lcn=admin,dc=gsr.dc=pt |
— Password [mmqw |
e —

A== ‘ Authenticate

o —

“E

|0
B Direccion: |_Jhttp:/flocalhost/phpldapadmin/ |5

PHALISPIDND - 0.9.40 - HOTRUEI0T

Teclee el DN del administrador de su directorio LDAP y la elawego pulse sobre “Authenticate”.

12
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Figura 2-3. Autenti cacién correcta

Direccibn Editar Ver Lr Marcaderss Berramisntzs Preferencizs Ventana Auuds

&

@ phpLDAPadmin - 0.9.4b
@' ¢| ) Pedirfuncianalidad

= & Reportar un error
L4 &| ) Donate Successfully logged into server
@ €| TODOSCSI
al— M TODOSCSI

@ (esquema | buscar | refrescar | crear | infa | importar | salir)

g\) Coneetado como: en=admin,de=gsr,de=pt

B @ de=gsr.de=pt (6)
e
o

J

- PO &5 SF F /%

=

I

Ii| @ Pagina cargada,

Direccidn: |J http://localhost/phpldapadming I" ol
FHALIBRIYND - D.9.40 - HODILEIOT

Si todo ha ido bien, se habra autenti cado correctamente éinextorio LDAP. Pulse ahora sobre el sigho

gue aparece al lado die=gsr,dc=ptpara ver la estructura del directorio.

Figura 2-4. Estructura del directorio

Direccibn Editar Ver Lr Marcaderss Berramisntzs Preferencizs Ventana Auuds
@ phpLDAPadmin - 0.9.4b
@' ¢| ) Pedirfuncianalidad

= & Reportar un error
L4 &| ) Donate Successfully logged into server
@ €| TODOSCSI
al— M TODOSCSI

4 (esguema | busear | refrescar | crear | info | importar | salir)

g\) Conectada coma: cn=admin,de=gsr,de=pt

T| = ’ de=gsr,de=pt (51
& i T en=admin

g| M G} ou=domains (1)
N\ = ou=groups (4]
e §| # &) ou=machines (1)
@ = @ ou=peaple (2
@ =, Crear Muevo Objeto
%
ol
B .

E¥ Direccidn: |J http:/flocalhost/phpldapadmin/ "‘ EI

FHALIIPIIOI - 0.4 - HODALEIOT

Esta pantalla muestra la estructura actual del directdbidR.sobre el que se va a trabajar. Las Unicas ramas que

van a interesar, de momento, para esta documentacion samégeopley la ramagroups

Pulse ahora sobre “Crear Nuevo Objeto”, para crear la ygosbx.

13
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Figura 2-5. Creando la unidad organizacionapost x

Dirsceién Edetar Ver Ir Mircideres Herramisntis Pref'srencizs Ventanz Auudz
=
@ phpLDAPadmin - 0.9 4b

Crear Objeto

./ Pedirfuncionalidad
o Reportarun error

Escoge una plantilla

.,/ Donate
e : 5 TODOSCS| Selecciona una plantlll'fz'para al proceso de
g (esquema | buscar | refrescar | crear | info | importar | | creacion
b Conectado como: cn=admin,de=gsr,de=pt
= (@ de=gsrde=pt (5) I
. Senvidor: _TODOSCSI
','.a cn=admin n
& ou=domains (1) Template: O .. User Account
&) ou=groups (4) @ .. Address Book Entry (inetOrgPerson)
& ou=machines (1) @ l Kalab User Entry
ou=people (2) O] ﬁ Crganizational Unit

Crear Muevo Objeto
@ ﬁ Posix Group

@ B Samba NT Machine

O B Samba 3 NT Machine
@ .ﬁ Samba 3 User

@ ﬁ Samba 3 Group Mapping
() &% DNS Entry

@ .. Simple Security Object

@ (a Custom

Proceed ==

EPELLeERT

al | [y

BDG

E¥ Direccidn: | | http://localhost/phpldapadmin/ =
-oOx

AHALIRRISOI0 - 0840 - HODAUBMOT

Seleccione la opcion “Organizational Unit” y pulse sobrbaiénProceed >>para continuar.

Figura 2-6. Creando la unidad organizacionapost x, seleccion del nombre

Direccibn Editar Ver Ir Marcaderes Herramientas Preferencias Ventans Ayuda

o

. Pedirfuncionalidad
o Reportar un error
,/ Donate

M TODOSCSI New Organizational Unit

(esquema | buscar | refrescar | crear | info | importar | |

Conectado como: cn=admin, de=gsr,de=pt
? ! OUName: [POstfix (hint: don' include
o=

B (@ de=gsr,de=pt (5)

T en=admin :
ou=domains (1) Container [dc:gsﬂdc:"t
ou=groups (4 DN @mnstral‘
ou=machines (1)

&} ou=people (2) :
Crear Nuevo Objeto

®

B

)

]

<1 oD
B [ ]
E® Direccidn: | __| http://localhost/phpldapadmin/ -

AHALDSRISNN - D.9.496 - KONBUBDT
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Teclee el nombre que va a tener la nueva unidad organizaogznaste caso se va a denomirmmst x. Pulse
sobre el botoProceed >>para continuar.

Figura 2-7. Creando la unidad organizacionapost x, creacién de la unidad

Dirsccitn Editar Ver Ir Marcadores Herrgmientas Preferencigs Ventanz Auuds
phpLDAPadmin - 0.9.4b .
@ / Pedirfuncionalidad Crear Objeto
) # Reportar un error ' TODO .
i ./ Donate
e /| mToposcsl New Organizational Unit
(esquema | buscar | refrescar | crear | info | importa)
6 Conectado como: cn=admin,de=gsr,de=pt Really create this new OU?
B (@ de=gsrde=pt (5)
3 T cn=admin Name postfix
Qg ou=domains (1) Container de=gsr,de=pt
™ &) ou=groups (4)
— &} ou=machines (1)
Q | Crear Nuevo Objeto
®
Ll
A1 e
a @ Pagina cargada.
E? Direccidn: | | http://localhost/phpldapadming/ el

AHALDSRISNN - 0.9.40 - KONAVEOr =

Finalmente pulse sobre el boton “Create OU” para nalizar ebproceso de creacion de la unidad
organizaciongbost x.
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Figura 2-8. Creando la unidad organizacionalpost x, informacion sobre la unidad

Direccibn Editar Ver Ir Marcaderes Berramientss Preferencizs Ventana Auyudz

Q=
el

ou=postfix

./ Pedirfuncionalidad

& 4 Reportarun error Servidor: TODOSCSI  Nombre distinguido: ou=postfix,dc=gsr,de=pt
. Donate
@ = ) Refrescar Export
e 5 TODOSCSI Copiar este objeto #¢ mostrar els atributos internos
(esquema | buscar | refrescar | cr I car
&S Gonectado como: cn=admin.dc=g @ Borareste objeto [E] Renombrar
= j de=gsr,de=pt (5) # Pista: Para borrar un atributo, vacia el formulario de texto y haz click en Guardar
@ s )
o = cn=admin Crear objeto comao hijo IbAglegar nuevo atributo
a
ou=domains (1 J Pista: Paraver el esquema de un atributo, haz click en el nombre del atributo.
ou=groups (4)
&} ou=machines (1) objectClass
- &) ou=people (2) [tﬂp ]
=8| &) ou=postfix P ;
[organlzatlonalunlt ]

Crear Muevo Objeto
(agregar valar)

[postﬂx ]
(agregar valor)

Guardar los cambies

cPLLe®QL

[l —— k10
BDG

E¥ Direccidn: | | http://localhost/phpldapadmin/ =
-oOx

AHALIRRISOI0 - 0840 - HODAUBMOT

Una vez creada la unidad organizacional, se mostrara lenigftion sobre la misma.

Ahora se va a asignar una clave a la unidad organizagiasalx, para ello pulse sobre el enlace “Agregar
nuevo atributo”.
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Figura 2-9. Creando la unidad organizacionapost x, estableciendo una clave |

Direccibn Editar Ver Ir Marcaderes Berramientss Preferencizs Ventana Auyudz

@ @ H| { @ 2.2. Esquema para ... | 1 programlisting | i file:fhome/sergiof... 1 (1%
@ Agregar nuevo atributo
&) ) Pedirfuncionalidad greg
3 eportar un error Servidar: Mombre distinguido: ou=postfix,dc=gsr,dc=pl
@ R rt dor: TODOSCSI  Mombre disti of tfix, d dc=pt
/ Donate
e TODOSCS| Agregar nuevo atributo

{esquema | buscar | refrescar| crear | info | im busi Cat [ A
, Conectado como: cn=admin,dc=gsr,dc=pt ‘ CEIS A A ) " ] gregar
=] , de=gsrde=pt (5) reglstereéAddress bior binario
T tn=admin searchGuide
seeélso s available for this entry)

ou=domains (1)
ou=groups (4)

=

st
street
telephoneNumber
teletexTerminalldentifier
telexhumber

=

*

ou=machines (1)

)

ou=peaple (3)
ou=postfix
Crear Nuevo Objeto

=

x121Address

PLLAEQL

Fi “/',

al | D
A -
E¥ Direccidn: || http://localhost/phpldapadming -

PHALIS RSN - 0.9.490 - HONAUEI0r

Seleccione el atributoserPassword

Figura 2-10. Creando la unidad organizacionapost x, estableciendo una clave Il

Dirsceién Edetar Ver Ir Mircideres Herramisntis Pref'srencizs Ventanz Auudz

@ phpLDAPadmin - 0.9.4b .

@] ' Pertincionaiias Agregar nuevo atributo

@ ‘ Eepo:tar un grror Semnvidor: TODOSCSI  Mombre distinguido: ou=postfix,dc=gsr,dc=pt
./ Donate

50

12 5 TODOSCSI Agregar nuevo atributo

(esguema | buscar | refrescar | creal
Conectado coma: cn=admin,dc=gsr,
8 @ de=gsr,de=pt (6) userPassword [~ Jelave |[ Agregar

-

4 cn=admin

&

#

ou=domains (1) Agregar valor binario

ou=groups (4)
ou=machines (1)

H ®

(no new binary attributes available for this entry)

[Ec]

ou=people (2
ou=postfix
Crear Muevo Objeto

=

A

N ST T

Direcdon; [Jhttp:fflocalhcstfphpldapadmin.v‘ "l

Teclee la clave que quiera asignar al usuario y pulse soly@@&hAgregar.
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Nota: phpLDAPadmin la encriptara con el algoritmo de hash de nido en su archivo de con guracion
(/etc/phpldapadmin/config.php ); siendo en este caso el algoritmo crypt.

Figura 2-11. Creando la unidad organizacionapost x, estableciendo una clave I

Dirsceién Editar Ver Lr Marcaderss Merramisntas Pref'srencizs Ventanz Auuda

TOOToS e

@ Borar este objeto [E Renombrar

@' ) Pedirfuncionalidad - Pista: Para borrar un atributo, vacia el formulario de texto y haz click &n Guardar
— | & Reportarun enor Crear objeto como hijo [ Agregar nuevo atributo
\l’?L . Donate  Pista: Paraver el esquema de unatributo, haz click en el nombre del atributo
@ . Un atributo (userPassword) fué modificado y esta remarcado mas abajo.
) M TODOSCSI

(esguema | buscar | refrescar | creal | objectClass
8 Conectado como: cn=admin,de=gsr,

= (@ de=gsrde=pt (5) |top ]
e -
o & cn=admin |organizaticna|unit ]

ou=domains (1) (agregar valor)
| ou=groups (4]
. ou=machines (1) &0
& ou=peaple (2) |postfix |
& ou=postfix (agregar valor)
Crear Muevo Dbjeto || fooo oo,
’@ ' userPassword :
i
u {CRYPT}eGjhBJSeEVT 06
o) : e I
L= .
& Guardar los cambios
(
0
‘ ENEY) KN | (v
E» Direccidn: |Jhttp:_i,flocalhos:fphpldapadmin.l‘ "l I'[_il
AHALIIRILOIN - 0946 - KODSUETOT O x

Como se puede observar en la imagen, la unidad organizépiosiax posee un nuevo atributo (userPassword).

Para continuar, pulse sobre el enl&rear objeto como hijo
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Capitulo 2. Con guracién del soporte LDAP en Post x

Figura 2-12. Creando la unidad organizacionahlias

Dirsccitn Editar Ver Ir Marcadores Herrgmientas Preferencigs Ventanz Auuds

phpLDAPadmin - 0.9 4b .
@ 7 Pedirfuncionalidad Crear ObJetO
) # Reportar un error Ese na plantilla
e ) Donate
@ g a ToDoscsl Selecciona una plantilla para al proceso de
e : creacién

(esquema | buscar | refrescar | crear | info | impo
Conectado como: cn=admin,de=gsr,de=pt

”
B (@ de=gsrde=pt ()
v - Senvidor: | TODOSCSI
& oo [Toposesi |+
&} ou=domains (1) Template: O ‘ User Account
G ou=groups (4) © @ Address Book Entry (inetOrgPerson)

®

ou=machines (1) © @ Kolab User Entry
oumpeople (2) ® ﬁ Organizational Unit
ou=postfix
Crear Nuevo Objeto © a Posix Group

© S Samba NT Machine

Q
&
e

(o) © S Samba 3 NT Machine
oY

®

’_;'

B

B

© Ry Samba3 User

@ ﬁ Samba 3 Group Mapping
() @G DNS Entry

@ ‘ Simple Security Object

(@] & Custom

Proceed ==

< L
B .
E? Direccidn: | | http://localhost/phpldapadming/ M

AHALDSRISNN - 0.9.40 - KONAVEOr

Seleccione la opcion “Organizational Unit” y pulse sobrb@idnProceed >>para continuar.

Figura 2-13. Creando la unidad organizacionahlias, seleccion del nombre

Dirsceién Edetar Ver Ir Mircideres Herramisntis Pref'srencizs Ventanz Auudz

@ php imin - 0.9.4b

(2] ;) Pedirfuncionalidad Crear Objeto
&) f EE:E:}:‘. Hn errer Al servidor TODC ' using template 'Organizational Unit'
g “/| M ToDOSCSI New Organizational Unit

(esquema | buscar | refrescar | crear | info | impo

Conectado como: cn=admin,de=gsr,de=pt OU Name (hml dont include "ou=")
= (@ do=gsrde=pt (6)
-

& cn=admin Container [ou:postf\x,dc:gsr,dc:pt ]

ou=domains (1) DN: g5
@& mostrar
ou=groups (4)

ou=machines (1)

ou-paopi 2 (TSP
ou=postfix
Crear Muevo Objeto

L

=

F®HH®

=

EPELLeERT

ol | W
B,
E¥ Direccidn: || http://localhost/phpldapadming -

Teclee el nombre que va a tener la hueva unidad organizdogrnaste caso se va a denomiraias. Pulse
sobre el botofProceed >>para continuar.
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Importante: Tenga en cuenta que la unidad organizacional alias ha se ser hija de la unidad post x , por lo
que asegurese de que la ruta seleccionada en el recuadro “Container DN:” es: ou=post x,dc=gsr,dc=pt .

Figura 2-14. Creando la unidad organizacionahlias, creacion

Dirsceién Edetar Ver Ir Mircideres Herramisntis Pref'srencizs Ventanz Auudz

imin - 0.9.4b

@ ) Pedirfuncionalidad Crear Objeto
&) ‘ Reportarun error Al servidor TODC ' using template 'Organizational Unit'
= .,/ Donate
e & TODOSCSI New Organizational Unit
: (esquema | buscar | refrescar | crear | info | impo
b Conectado como: cn=admin,de=gs,de=pt Really create this new OU?
E = (@ do=gsrde=pt (6)
. T en=admin Name alias
ou=domains 1) Container ou=postfix,dc=gsr,dc=pt
& ou=groups (4)
&} ou=machines (1)
) &} ou=postfix

Crear Muevo Objeto

ERLXIERU

[l BT

a @ Pagina cargada.

E¥ Direccidn: || http://localhost/phpldapadming -

Finalmente pulse sobre el boton “Create OU” para nalizar ebproceso de creacion de la unidad
organizacionalias.
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Figura 2-15. Creando la unidad organizacionahlias, informaciéon nal

Direccibn Editar Ver Ir Marcaderes Berramientss Preferencizs Ventana Auyudz
phpLDAPadmin - 0.9.4b .
@ ) Pedirfuncionalidad ou=alias
&) [a || ¥ Rerortarun eror dor: TODOSCSI  Mambre distinguide: ou=alias,ou=postfix,de=gsr,dc=pt
e ) Daonate
@ = ) Refrescar Export
: opiar este objsto mostrar els atributos internos
'g TODOSCSI EycC te objet 1 Is atributi t
E;ilizgg Lstfnmc‘nlz'zgfﬂs‘?é!:; @ Borareste objeto [E] Renombrar
”* = ’ de=gsr,de=pt (6) !  Pista: Para borrar un atributo, vacia el formulario de texto y haz click en Guardar
® cn=admin Crear objsto como hijo [ Agregar nuevo atributo
a
y ) J Pista: Paraver el esquema de un atributo, haz click en el nombre del atributo.
ﬁ ou=domains (1)
& ou=groups (4)
= ﬁ group objectClass
@ ﬁ ou=machines (1)
Q ﬁ ou=people (2) [tnp ]
a ﬁ ou=postfix (1) [organizationalunit ]
@l a ou=glias (agregar valor)
'p{ Crear Nuevo Objeto ou
p Crear Muevo Objeto [ i ]
R alias
%:i (agregar valor)
4 Guardar los cambios
A
: L]
B
E¥ Direccidn: | | http://localhost/phpldapadmin/ -

Como puede verse en laimagen, la unidad organizacidiaalaparece bajo la unidgmbst x, que era el objetivo
nal.

Plantilla LDIF para las unidades organizacionales

Otra forma de afadir informacion en un directorio LDAP, esdnaiso de plantillasDIF. A continuacion se
mostrara una plantilla que podria haberse empleado paemé&xacion de las unidades organizacionales
descritas anteriormente:

Ejemplo 2-1. Plantilla LDIF para la creacion de las unidades organizacionales: post xlias, people y
groups

# Entry 1. ou=people,dc=gsr,dc=pt
dn:ou=people,dc=gsr,dc=pt
objectClass: organizationalunit

ou: people

# Entry 2: ou=groups,dc=gsr,dc=pt
dn:ou=groups,dc=gsr,dc=pt
objectClass: organizationalunit

ou: groups

# Entry 3: ou=postfix,dc=gsr,dc=pt
dn:ou=postfix,dc=gsr,dc=pt

ou: postfix

objectClass: top

objectClass: organizationalUnit
userPassword: {CRY PT }jrrskkikikiitiiik
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# Entry 4: ou=alias,ou=postfix,dc=gsr,dc=pt
dn:ou=alias,ou=postfix,dc=gsr,dc=pt

ou: alias

objectClass: top

objectClass: organizationalUnit

Para afiadir la plantilla al directorio LDAP, puede utilipfapLDAPadmin. Simplemente guarde la plantilla en
un archivo y haga uso del enlace “importar” de la herramienta

También se puede emplear el comafdipadd, como se muestra a continuacién:

Ejemplo 2-2. Afladiendo una plantillaLDIF con Idapadd

$ /usr/bin/ldapadd -x -D "cn=admin,dc=gsr,dc=pt" -W -h gsr. pt \
-f organizationalunits.Idif

Enter LDAP Password:  [clave]

adding new entry “"ou=people,dc=gsr,dc=pt"

adding new entry “ou=groups,dc=gsr,dc=pt"
adding new entry "ou=postfix,dc=gsr,dc=pt"

adding new entry “"ou=alias,ou=postfix,dc=gsr,dc=pt"

Directorio para el almacén de correos

Las cuentas de correo tendran su buzén de correo bajo elaticelbome/vmail/$user/Maildir , donde
“$Suser” se sustituira por el nombre del usuario.

Todos los usuarios de correo perteneceran al gvamail, por lo que si este grupo no existe en su sitema, tendra
que crearlo. A continuacion se presenta la plantildF necesaria para afiadir el grupo “vmail” al directorio
LDAP:

Ejemplo 2-3. Plantilla LDIF para el grupo “vmail”

# Entry 1: cn=vmail,ou=groups,dc=gsr,dc=pt
dn:cn=vmail,ou=groups,dc=gsr,dc=pt

cn: vmail

gidNumber: 10004 E

objectClass: top

objectClass: posixGroup

E Elija el GID del grupo de acuerdo a la con guracion de su siste

El siguiente paso es la creacion del directorio que almaédas buzones de correo de los nuevos usuarios:

Ejemplo 2-4. Creacion del directorio para los usuarios de cweo

# [bin/mkdir -vp -m 2755 /home/vmail

mkdir: se ha creado el directorio ‘/home/vmail'

# /bin/chown -v root.vmail /home/vmail/
cambiado el propietario de ‘/home/vmail/' a root:vmail
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Como los usuarios de correo van a ser usuarios del sistemtesipeacceso a la shell, en principio, tienen
asociado un directoribome cuyo path serdhome/vmail/$user ($user se corresponde con el nombre del
usuario). Por este motivo, se va a afiadir al directietigskel/ un archivo de recursos para procmail
(programa encargado del repardo de correos de los usugebdjrectorio bajo el cual se van a almacenar los
correos de los usuarios en formato Maildir. El siguientengl® muestra como hacerlo:

Ejemplo 2-5. Preparando el directorio/etc/skel/

# /binfecho -ne "PATH=/usr/bin:/bin:/usr/local/bin:.\n\
MAILDIR=\$HOME/MaildinnDEFAULT=\$MAILDIR/" > /etc/sk ell.procmailrc E
# /usr/bin/maildirmake /etc/skel/Maildir

E Enestalinea se de ne la localizacion del directorio dondemail va a almacenar los correos de los
usuarios en formato Maildir.

Ahora el sistema ya se encuentra preparado para la correeizidn del home de los usuarios de correo.

Preparando OpenLDAP para el soporte de correo

OpenLDAP necesita un esquema especi co para poder man&amacion acerca del correo electronico, este
esquema se encuentra en el paquaeteier-ldap por lo que se procedera a su instalacion:

Ejemplo 2-6. Instalacién del paquetecourier-ldap (primera parte)

# [usr/bin/apt-get install courier-ldap

Leyendo lista de paquetes... Hecho

Creando arbol de dependencias... Hecho

Se instalardn los siguientes paquetes extras:
courier-authdaemon courier-base

Se instalardn los siguientes paquetes NUEVOS:
courier-authdaemon courier-base courier-ldap

0 actualizados, 3 se instalaran, 0 para eliminar y 9 no actual izados.
Se necesita descargar 0B/344kB de archivos.
Se utilizaran 1114kB de espacio de disco adicional después d e desempaguetar.

¢Desea continuar? [S/n]
Preconfiguring packages ...
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Figura 2-16. ¢ Crear directorios para la administracién viaweb?

on de Debian B8

| Confilguracion de courier-base |

Courier uses several configuration files which are located in fetcscourier.
Some configuration files can be replaced by a subdirectory where all files
insides this directory are concatenated and considered to be a single,
consolidated, configuration file.

The web-based administration provided by the courier-webadmin package relies
on configuration directories instead of configuration files. If you agree, any
directories needed for the web-based administration tool will be created
unless there is already a plain file in place.

Create directories for web-based administration 7

E]I Terminal | man | introduccién index.html postfix } root [ imagenes bibliografia genera j

O = /HONE/SBCCI0/ BTHIVOE _AErS0NIES/ B8 e{a035/OUEKS/ HOUSE - (OOT - KODSOLE

Se responde a rmativamente a esta pregunta, de forma queese los directorios necesarios para poder
administrar la aplicacion por una interfaz web (con el pégceurier-webadmihn

Figura 2-17. Nombre del directorio para el almacén de los caeos en formatoMaildir

cidn de Debian B

| Configuracidn de courier—base |
This is a relative path name from each user's home directory to the Mailldir
directory where the Courier servers store and access the user's emall. Please
refer to the maildir(3) manual page if you are unfamiliar with the mail
storage format used by Courier.

FPath to user's Maildir directory

{Aceptar?

E]l Terminal | man | introduccion index.html postfix 1 root [ imagenes bibliografia genera J

L - /HONE/ SECCID/ STTHIVDS _PErSONale s/ des(aftas/MUSIKa/HOUSE - (00T - HONS0Le

Directorio, bajo el home del usuario, donde se almacenasodrreos en formatdaildir .
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Ejemplo 2-7. Instalacién del paquetecourier-ldap (segunda parte)

--------------------- Sourcerer Apt Watcher -----------
Configure: courier-base

(Leyendo la base de datos ...
273464 ficheros y directorios instalados actualmente.)

Desempaquetando courier-base (de .../courier-base_0.45 .4-1_i386.deb) ...
Desempaquetando courier-authdaemon (de .../courier-aut hdaemon_0.45.4-1_i386.deb) ...
Desempaquetando courier-ldap (de .../courier-ldap_0.45 4-1 i386.deb) ...

Configurando courier-base (0.45.4-1) ...

Configurando courier-authdaemon (0.45.4-1) ...
Starting Courier authdaemon: done.

Configurando courier-ldap (0.45.4-1) ...
Starting Courier LDAP alias daemon: done.

El siguiente ejemplo muestra una descripcion del paquetesg@acaba de instalar en el sistema, asi como sus
dependencias mas directas:

Ejemplo 2-8. Informacion sobre los paquetesourier-ldap courier-authdaemory courier-base

# lusr/bin/apt-cache show courier-ldap courier-authdaemo n courier-base
Package: courier-ldap

Priority: optional

Section: mail

Installed-Size: 260

Maintainer: Stefan Hornburg (Racke) <racke@linuxia.de>

Architecture: i386

Source: courier

Version: 0.45.4-1

Replaces: courier-imap-authldap

Depends: libc6 (>= 2.3.2.ds1-4), libgdbm3, libldap2 (>= 2. 1.17-1), libpam0Og (>= 0.76),
courier-base (>= 0.45.4), courier-authdaemon (>= 0.45.4)

Conflicts: courier-imap-authldap

Filename: pool/main/c/courier/courier-ldap_0.45.4-1_ i386.deb

Size: 62014

MD5sum: 205b66ecel774cchbf354038e05b2e8f5

Description: Courier Mail Server - LDAP support

This package contains support for LDAP authentication and

LDAP-based mail aliasing.

Package: courier-authdaemon

Priority: optional

Section: mail

Installed-Size: 208

Maintainer: Stefan Hornburg (Racke) <racke@linuxia.de>
Architecture: i386

Source: courier

Version: 0.45.4-1

Depends: libc6 (>= 2.3.2.ds1-4), libgdbm3, libpamOg (>= 0. 76), courier-base (>= 0.45.4)
Filename: pool/main/c/courier/courier-authdaemon_0.4 5.4-1_i386.deb
Size: 51486
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MD5sum: dal01bf6c9b839d2462e3dadbec49eeb
Description: Courier Mail Server - Authentication daemon
This package contains the authentication daemon for the
Courier Mail Server.

Package: courier-base

Priority: optional

Section: mail

Installed-Size: 620

Maintainer: Stefan Hornburg (Racke) <racke@linuxia.de>
Architecture: 1386

Source: courier

Version: 0.45.4-1

Replaces: courier-debug (<< 0.44.2)

Depends: libc6é (>= 2.3.2.ds1-4), libfam0cl102, libgdbm3, p erl, debconf (>= 0.5.00)
Conflicts: courier-imap (<= 1.3.3), courier-debug (<< 0.4 4.2)

Filename: pool/main/c/courier/courier-base_0.45.4-1_ i386.deb

Size: 230866

MD5sum: 6cfa4f6dc8ac2e3feba5d50022700b6b
Description: Courier Mail Server - Base system

The Courier mail transfer agent (MTA) is an integrated mail/ groupware
server based on open commodity protocols, such as ESMTP, IMA P, POP3, LDAP,
SSL, and HTTP. Courier provides ESMTP, IMAP, POP3, webmail, and mailing list

services within a single, consistent, framework.

This package provides the functionality needed by all Debia n courier packages

like some configuration files, helper programs and the Cour ier TCP server
daemon.

Ahora que ya se encuentra instalado el pagceteier-ldap se procedera a copiar el esquema necesario para dar
soporte de correo al directorio LDAP al directorio de esgagde OpenLDAP, como se muestra a continuacion:

Ejemplo 2-9. Copiando el esquemauthldap.schema  al directorio de esquemas de OpenLDAP

# [bin/cp -v /usr/share/doc/courier-ldap/authldap.schem a /etc/ldap/schema/
*lusr/share/doc/courier-ldap/authldap.schema’ -> /et c/ldap/schema/authldap.schema’
# [bin/chown -v slapd.slapd /etc/ldap/schema/authldap.sc hema

cambiado el propietario de ‘/etc/ldap/schema/authldap.s chema' a slapd:slapd

# [bin/chmod -v 640 /etc/ldap/schema/authldap.schema

el modo de ‘/etc/ldap/schema/authldap.schema’ cambia a 06 40 (rw-r-----)

Por ultimo se ha de afiadir el nuevo esquema al archivo de coaaipn del demonio slapd y reiniciar el
demonio. Para ello, afiada la siguiente linea en la seccide d&iones deobjectClassy Schemas

include /etc/ldap/schema/authldap.schema
Una vez hecho esto, reinicie el servidor slapd:

# /etc/init.d/slapd restart

Stopping OpenLDAP: slapd.

Starting OpenLDAP: slapd.

A partir de este momento, OpenLDAP ya tiene soporte paracana informacion relativa a sistemas de correo.
En la siguiente seccién se verd como afiadir nuevos usuaioseo al directorio LDAP.

26



Capitulo 2. Con guracién del soporte LDAP en Post x

Adicidon de un usuario de correo

En esta seccion se vera como afiadir un usuario de corre@etatio LDAP. En esta ocasion se hard uso de las
herramientas de consola que provee el paddefeutils Para ello, se creara un archivo Idif con la siguiente
estructura:

dn:uid=user,ou=people,dc=gsr,dc=pt
uid: user

cn: Nombre

sn: Apellidos

userPassword: {CRY PT }rrskkwkx
loginShell: /bin/false E
uidNumber: 10001

gidNumber: 10004 |
homeDirectory: /home/vmailluser i
shadowMin: -1

shadowMax: 999999

shadowWarning: 7

shadowlnactive: -1

shadowExpire: -1

shadowFlag: 0

objectClass: top

objectClass: person

objectClass: posixAccount

objectClass: shadowAccount

objectClass: CourierMailAccount 1
mail: usuario@dominio.com |

>

mailbox: Maildir/ b
quota: 0 K
E Clave del usuario encriptada con el algoritmo de hash CRY&Eleccion del algoritmo es critica para el

funcionamiento global del sistema. Si no se escoge estetalgo no se podra autenti car mas tarde en los
servicios POP3 e IMAP.

E Lashell para los usuarios destinados al correo sera unansiel es decir, no tendran acceso al sistema;
sé6lo podran obtener y enviar su correo del mismo. Si en etdige quisiese dotar a este usuario con acceso
shell, s6lo habria que cambiar este atributo por una shiedlava

| GID del grupo principal del usuario de correo. Este ha deldggt® del grupovmail (eche un vistazo al
valor introducido en GID del grupo vmail).

| Directorio home del usuario.
| objectClassjue especi ca los atributos relacionados con el correo.
I Correo electronico del usuario.

N  Atributo que controla la quota del usuario. Como de momeatsawa a hacer uso de este parametro, se
utilizara para controlar si una cuenta se encuentra deadat{valor -1) o no (cualquier otro valor).

b Rutarelativa al buzén de correo donde se almacenaran losageenSe han de tener en cuenta los siguientes
puntos: el directorio almacén sera de la forheaninio.com/usuarigfel directorio se ha de crear antes de ser
utilizado; el directorio ha de nalizar en “/” para indicaug se esta trabajando con el formato Maildir.

A continuacion se mostrara un ejemplo sobre como afiadir emawsuario al sistema. Para ello se creara un
archivo con el siguiente contenido:

# Entry 1: uid=severa,ou=people,dc=gsr,dc=pt
dn:uid=severa,ou=people,dc=gsr,dc=pt

27



Capitulo 2. Con guracién del soporte LDAP en Post x

uid: severa

cn: Severa

sn: Sanches Lopes
userPassword: {CRYPT}pr#wkwktik
loginShell: /bin/false
uidNumber: 10001

gidNumber: 10004 E
homeDirectory: /home/vmail/severa
shadowMin: -1

shadowMax: 999999
shadowWarning: 7
shadowlnactive: -1
shadowExpire: -1

shadowFlag: 0

objectClass: top

objectClass: person
objectClass: posixAccount
objectClass: shadowAccount
objectClass: CourierMailAccount
mail: severa@gsr.pt

mailbox: Maildir/

qguota: 0

I

T

Para encriptar la clave con el algoritmo de hash CRYPT, seilimdo la herramientalappasswdjue
provee el paquetidap-utisl El proceso de generacion ha sido el siguiente:

Ejemplo 2-10. Obtencion de una clave encriptada con CRYPT

# /lusr/sbin/slappasswd -v -u -h {CRYPT}
New password: [clave]

Re-enter new password: [clave]
{CRYPT}u8.2mAF.3QmIQ

E Elnamero que aparece en esta linea se corresponde con el gididovmail afiadido en el Ejemplo 2-3.

Suponiendo que el archivo donde se ha almacenado la inf@mae la captura LDIF para Severa se denomina
severa.ldif , ha de ejecutar el siguiente comando para afiadir la infaémat directorio LDAP:

Ejemplo 2-11. Adicién de un usuario con el comando Idapadd
$ /usr/bin/ldapadd -x -D "cn=admin,dc=gsr,dc=pt" -W -h gsr. pt -f severa.ldif

Enter LDAP Password:  [clave]
adding new entry "uid=severa,ou=people,dc=gsr,dc=pt"

La siguiente imagen muestra de forma gra ca, gracias a phgtdalmin, el nuevo usuario afiadido al directorio
LDAP:
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Figura 2-18. Nuevo usuario: Severa

Esta captura muestra la nueva entrada bajo la unidad oegamimlpeople severa usuario afiadido en el
Ejemplo 2-11.

Creacion del directorio HOME para los nuevos usuarios

Es imprescindible que los buzones de correo existan ant&s ago. Por este motivo, cada vez que se afiada un
usuario de correo, se ha de crear su directd@ME y el buzén de correo asociado, asi como el archivo de
recursos para procmail.

Para automatizar esta operacion se ha creado el siguieifte sc

#!/bin/sh

#

# Copyright (C) 2004 Sergio Gonzalez Gonzéalez <sergio.gonz alez@hispalinux.es>
#

# Depends on:

# - Idapsearch

# - maildirmake ( from courier )

#

# Based on http://jeroen.protheus.com/postfix-courier- Idap-howto.html
# (c) J.Vriesman

#

# and

#

# Based on http://bulma.net/body.phtmI?nldNoticia=2013
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(c) Jesus Roncero Franco

This program is free software; you can redistribute it and/ or modify
it under the terms of the GNU General Public License as publi shed by
the Free Software Foundation; either version 2 of the Licen se, or

(at your option) any later version.

This program is distributed in the hope that it will be usefu l,
but WITHOUT ANY WARRANTY; without even the implied warrant y of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seehe
GNU General Public License for more details.

You should have received a copy of the GNU General Public Lic ense
along with this program; if not, write to the Free Software
Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02 111-1307 USA

# Password to bind to ldap server
systempass="1"

# Bind dn
binddn="ou=postfix,dc=gsr,dc=pt"

# Acount leave
accountleave="ou=people,dc=gsr,dc=pt"
# ldap host

Idaphost="gsr.pt"

# Maildir name

maildir="Maildir/"

# Mail users home name
homedir="/home/vmail"

# Mail user's group

group="vmail"

usernames="ldapsearch -h $ldaphost -x -w $systempass -D "$ binddn" \
-b "$accountleave" "(!(quota=-1))" uid \
| grep "N[™#]" | grep "M"dn]" | grep uid | awk ‘{ print $2 }"

# create personal mailfolders

for username in $usernames
do
homedirectory="Idapsearch -h $ldaphost -x -w $systempass -D "$binddn" \
-b "$accountleave" "(uid=$username)" homeDirectory \
| grep "[™]" | grep homeDirectory | grep "$homedir" \
| awk ‘{ print $2 }"

if [ ! -d $homedirectory/$maildir ] && [ ! -z $homedirectory ]
then

mkdir -p -m 2750 $homedirectory
maildirmake $homedirectory/$maildir

if [ ! -f $homedirectory/.procmailrc ]
then
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echo -ne "PATH=/usr/bin:/bin:/usr/local/bin:\nMAILDI R=\$HOME/Maildir\n\
DEFAULT=\$MAILDIR/" > $homedirectory/.procmailrc

fi

chown -R $username.$group $homedirectory
fi

done

El script anterior crearda élOME de los usuarios de correo que no lo tuviesen ya creado, etalil@Maildir
en el que se almacenaran los correos enviados al usuarigghdl@procmailrc  , que se encargara de decirle
a procmail como se ha de comportar.

Nota: Para la correcta ejecucion del script se necesita la herramienta maildirmake. Esta herramienta,
utilizada para crear un directorio tipo Maildir, viene junto al paquete courier-base.

Importante: Recuerde que cada vez que se afiada un usuario al sistema, se ha de ejecutar este script como
root.

Creacion de un alias de correo

Para crear un alias de correo, se ha de crear un element@ltajabu=alias,ou=post x,dc=gsr,dc=pe indicar
gue hacer cuando llegue un correo a esta cuenta.

En este caso, la plantilla a utilizar es la siguiente:

dn: mail=alias@dominio.com,ou=alias,ou=postfix,dc=gs r,dc=pt E
cn: Nombre

mail: alias@dominio.com E

maildrop: direccion@destino.com i

sn: Apellidos

objectClass: couriermailalias i

objectClass: inetOrgPerson

objectClass: Person

Se utilizard comaln el atributo mail.

m: [Ty

Se corresponde con el alias de uno de los dominios virtuakese poseen.

—;

Direccidn de destino. Se puede corresponder con una direeictual de alguno de los dominios virtuales
en su poder o una en otro dominio. Si existe mas de una linegl edributomaildrop, el mensaje que llegue
a la cuenta mail se enviara a todas las direcciones espéaisca

| objectClass que especi ca que la cuenta es de tipo alias.

Un ejemplo podia ser el siguiente:
dn: mail=liviana@gsrl.pt,ou=alias,ou=postfix,dc=gsr, de=pt
cn: Liviana

mail: liviana@gsrl.pt
maildrop: severa@gsr.pt

31



Capitulo 2. Con guracién del soporte LDAP en Post x

sn: Sanches

objectClass: couriermailalias
objectClass: inetOrgPerson
objectClass: Person

Suponiendo que el archivo donde se ha almacenado la infamae la captura LDIF para Liviana se denomina
liviana.ldif , ha de ejecutar el siguiente comando para afiadir la infaémat directorio LDAP:

Ejemplo 2-12. Adicién de un alias con el comando Idapadd

$ /usr/bin/ldapadd -x -D "cn=admin,dc=gsr,dc=pt" -W -h gsr. pt -f liviana.ldif
Enter LDAP Password:  [clave]
adding new entry "mail=liviana@gsrl.pt,ou=alias,ou=pos tfix,dc=gsr,dc=pt"

La siguiente imagen muestra de forma gra ca, gracias a pigdaimin, el nuevo alias afiadido al directorio
LDAP:

Figura 2-19. Nuevo alias: liviana

Esta captura muestra la nueva entrada bajo la unidad oegamimlpost x -> alias aliviana@gsrl.ptalias
afiadido en el Ejemplo 2-12.
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Modi cacion de la con guracion de Post x

Introduccion

En esta seccion se mostraran los aspectos de con guraciBastex mas importantes para hacer uso de un
directorio LDAP, entre otras cosas.

Sugerencia:Durante todo el proceso de con guracion de Post x seria reco mendable tener una consola de
monitorizacion de los logs de este programa. Puede ejecutar el siguiente comando en la consola destinada
a la monitorizacion:

# lusr/bin/tail -f /var/log/mail.log | colorize

El programa colorize se encuentra en el paquete “colorize”, por lo que puede utilizar el comando
/usr/bin/apt-get install colorize  para instalarlo.

Con guracion de los alias de correo

Como los alias de correo estan almacenados en el directbA®lhay que decirle a Post x donde y como ha de
realizar las busquedas. Cuando se especidap:nombrenombreva a ser el pre jo que se va a utilizar en una
serie de variables de Post x para especi car la con guracidinterrogacion de LDAP. De esta forma, para la
sentenciddap:nombre se deberan de nir las siguientes opciones:

* nombre_server_hosservidor LDAP

» nombre_search_baskase de las busquedas en LDAP

» nombre_query_ lter Itro para la busqueda

» nombre_result_attributeatributos que se quieren leer de los resultados de la bdaque

» nombre_bhind¢es precisa la autenti cacion?. En este caso no es prgeisgie la parte a consultar en el
directorio LDAP es accesible an6nimamente

De esta forma, por ejemplo, para la con guracion de los al@sorreo, se tendria una con guracién como:

#Alias virtuales

virtual_maps = ldap:valiases

valiases_server_host = gsr.pt

valiases_search_base = ou=alias,ou=postfix,dc=gsr,dc= pt
valiases_query_filter = (&(mail=%s)(objectClass=Couri erMailAlias))
valiases_result_attribute = maildrop

valiases_bind = no

Nota: En este caso, la blisqueda se realizaria en la rama ou=alias,ou=post x,dc=gsr,dc=pt , devolviendo
como resultado aquellos elementos cuyo atributo mail sea igual a la direccion de correo electrénico que se
esta buscando, siempre y cuando el objectClass sea CourierMailAlias

Nota: _query_ lter utiliza notacion pre ja, como se puede observar en (&(condi cién)(condicién)). Otros
ejemplos podrian ser:
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* (J(condicién)(condicion))

* (&(](condicion)(condicion))(condicién))

Con guracion de Post x para la entrega local

También se desea que el correo local sea administrado pox,Riesforma que hay que indicarselo en su
archivo de con guracion. A continuacion se vera la forma dedr esto:

local_transport = local
mydestination = $myhostname $localhost.$mydomain localh ost.gsr.pt
local_recipient_maps = unix:passwd.byname $alias_maps

Esto seria su ciente para la realizacion de la entrega local

Con guracion preliminar para Post x

En la la seccién de nombModi cacién de la con guracion de Post e mostraron las opciones necesarias
para utilizar el servidor de correo Post x con LDAP y aliasadereo, entre otros. A continuacion se vera un
archivo de con guracién completo, integrando todas lasapes vistas en la

la seccion de nombidodi cacion de la con guracién de Post x

# see /usr/share/postfix/main.cf.dist for a commented, fu ller
# version of this file.

# Do not change these directory settings - they are critical t o Postfix
5 # operation.

command_directory = /usr/shin

daemon_directory = /ust/lib/postfix

program_directory = /ust/lib/postfix

setgid_group = postdrop
10

# appending .domain is the MUA's job.

append_dot_mydomain = no

smtpd_banner = $myhostname ESMTP $mail_name (Debian/GNU)
15 biff = no

# Uncomment the next line to generate delayed mail warnings
#delay_warning_time = 4h

20 myhostname = todoscsi.gsr.pt
alias_maps = hash:/etc/aliases
alias_database = hash:/etc/aliases
myorigin = /etc/mailname
mynetworks = 127.0.0.0/8
25
#Alias virtuales
virtual_maps = Idap:valiases
valiases_server_host = gsr.pt
valiases_search_base = ou=alias,ou=postfix,dc=gsr,dc= pt
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30 valiases_query_filter = (&(mail=%s)(objectClass=Couri erMailAlias))
valiases_result_attribute = maildrop
valiases_bind = no

# Todos los dominios y los usuarios entragados por el agente d e entrega local
35 # local_recipient_maps es usado por el servidor SMTP para re chazar el correo
# de los usuarios no conocidos
local_transport = local
mydestination = $myhostname $localhost.$mydomain localh ost.gsr.pt
local_recipient_maps = unix:passwd.byname $alias_maps
40
mailbox_command = procmail -a "$EXTENSION"
mailbox_size_limit = 0
recipient_delimiter = +

Una vez modi cado el archivo de con guraciéon de Post x, ekede releer su con guracién, para ello teclee:

Ejemplo 2-13. Releyendo la con guracion de Post x

# /etc/init.d/postfix reload
Reloading Postfix configuration...done.

Ahora se puede probar el envio de un correo para la cuentardi@gsr.pt>:

Ejemplo 2-14. Envio de un correo a <liviana@gsr.pt>
$ /usr/bin/mail liviana@gsrl.pt

Subject: Prueba
Cuerpo del mensaje

Cc: [enter]

Si tras ejecutar el Ejemplo 2-14 se mira en el archivo deMagog/mail.log se vera una entrada parecida
a:

Ejemplo 2-15. Entrada en el log indicando el envio de un core

Jun 4 11:29:06 todoscsi postfix/pickup[4799]: 89FC13A: ui d=1000 from=<sergio>
Jun 4 11:29:06 todoscsi postfix/cleanup[4807]: 89FC13A: \
message-id=<20040604102906.89FC13A@todoscsi.gsr.pt>

Jun 4 11:29:06 todoscsi postfix/gmgr[4800]: 89FC13A: from =<sergio@todoscsi.gsr.pt>, \
size=328, nrcpt=1 (queue active)
Jun 4 11:29:06 todoscsi postfix/local[4809]: 89FC13A: to= <severa@gsr.pt>, \
orig_to=<liviana@gsrl.pt>, relay=local, delay=0, statu s=sent \
(delivered to command: procmail -a "$SEXTENSION")
Jun 4 11:29:06 todoscsi postfix/gmgr[4800]: 89FC13A: remo ved
Jun 4 11:29:40 todoscsi postfix/smtpd[4738]: disconnect f rom gsr.pt[x.x.x.X]

Como se puede comprobar, el correo ha sido enviado a la diresevera@gsr.plya queiviana@gsrl.pes un
alias para esa cuenta.

Con esto quedaria nalizada la parte de la con guracion dst Raon soporte de LDAP.
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Capitulo 3. Instalacion y con guracion de Courier

Introduccidén

En el Ejemplo 2-6 se instalaron los paquetes courier-aethda, courier-base y courier-ldap. En este capitulo
se van a con gurar de la manera apropiada y se van a instaletlag paquetes que faltan para dar servicio
POP3 e IMAP a los usuarios.

Nota: Esta seccion se ha basado en la entrada bibliogra ca Roncero 01.

Con guracion del servicio de autenti cacion

Courier utiliza un servicio de autenti cacion para todos servicios. Este servicio se puede con gurar de varias
formas, de manera que haga la autenti cacion desde varadda (PAM, LDAP, MySQL, et.). Esto signi ca

gue una vez con gurado este servicio, los demas serviciapdeer (POP3, POP3s, IMAP, etc) haran uso de
este para la autenti cacion.

El servicio de autenti cacién esta formado por un demoramihdo authdaemon, cuyo chero de con guracion

es/etc/courier/authdaemonrc . Por defecto viene con gurado para la autenti cacion viavRAA parte de
este método, en esta documentacion se hara uso de LDAP, gqoz lmodi que el archivo
/etc/courier/authdaemonrc y afiada este método de autenti cacién a la variaihmodulelistcomo se

muestra a continuacion:

authmodulelist="authpam authldap"

Nota: En el Apéndice C posee un archivo de con guracién completo pa ra este demonio.

Con guracion de la autenti cacion por LDAP

Como se ha elegido el método de autenti cacién por LDAP, séeéheon gurar el archivo
letc/courier/authldaprc para adaptarlo a las necesidades del sistema.

Las opciones mas importantes que ha de modi car son:

LDAP_SERVER gsr.pt

LDAP_PORT 389

LDAP_BASEDN ou=people,dc=gsr,dc=pt
LDAP_BINDDN ou=postfix,dc=gsr,dc=pt
LDAP_BINDPW ko
LDAP_TIMEOUT 15

LDAP_AUTHBIND 1

LDAP_MAIL mail

LDAP_FILTER (!(quota=-1))

LDAP_UID uidNumber

LDAP_GID gidNumber
LDAP_HOMEDIR homeDirectory
LDAP_MAILDIR mailbox
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LDAP_FULLNAME cn
LDAP_CRYPTPW userPassword
LDAP_DEREF never
LDAP_TLS 0

Capitulo 3. Instalacién y con guracion de Courier

Nota: En el Apéndice D posee un archivo de con guracién completo.

Instalacion del servicio POP3

El servicio POP3 lo aporta el paqueturier-pop por lo que ha de instalarse en el sistema:

Ejemplo 3-1. Instalacién del paquetecourier-pop

# [usr/bin/apt-get install courier-pop
Leyendo lista de paquetes... Hecho
Creando arbol de dependencias... Hecho
Se instalaran los siguientes paquetes NUEVOS:

courier-pop
0 actualizados, 1 se instalaran, O para eliminar y 9 no actual
Se necesita descargar 0B/46,6kB de archivos.
Se utilizaran 221kB de espacio de disco adicional después de
Sourcerer Apt Watcher
Configure: courier-pop

(Leyendo la base de datos ...

273580 ficheros y directorios instalados actualmente.)
Desempaquetando courier-pop (de .../courier-pop_0.45.4
Configurando courier-pop (0.45.4-1) ...

Starting Courier POP3 server: pop3d.

izados.

desempagquetar.

-1 i386.deb) ...

La descripcion del paquete que se acaba de instalar es largigu

Ejemplo 3-2. Descripcion del paqueteourier-pop

# Jusr/bin/apt-cache show courier-pop

Package: courier-pop

Priority: extra

Section: mail

Installed-Size: 216

Maintainer: Stefan Hornburg (Racke) <racke@linuxia.de>
Architecture: i386

Source: courier

Version: 0.45.4-1

Replaces: pop3-server

Provides: pop3-server

Depends: libc6 (>= 2.3.2.ds1-4), exim4 | mail-transport-a
courier-authdaemon (>= 0.45.4)

Suggests: mail-reader, courier-pop-ssl

Conflicts: pop3-server

Filename: pool/main/c/courier/courier-pop_0.45.4-1_i

gent, courier-base (>= 0.45.4),

386.deb
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Size: 46614

MD5sum: 962e9728f57¢c2524f8c4d466796119e3

Description: Courier Mail Server - POP3 server

The POP3 daemon from the Courier Mail Server supports only em ail
stored in the maildir format.

La con guracion del demonio pop3d se realiza desde el aodbkie/courier/pop3d , de todas formas, la
con guracion por defecto es su ciente en este caso.

Nota: En el Apéndice E tiene un archivo de con guracion completo pa ra el demonio pop3d.

Instalacion del servicio IMAP

El servicio IMAP lo aporta el paquetmurier-imap por lo que ha de instalarse en el sistema:

Ejemplo 3-3. Instalacion del paquetecourier-imap

# [usr/bin/apt-get install courier-imap
Leyendo lista de paquetes... Hecho

Creando arbol de dependencias... Hecho

Se instalaran los siguientes paquetes NUEVOS:

courier-imap
0 actualizados, 1 se instalaran, 0 para eliminar y 9 no actual izados.
Se necesita descargar 0B/553kB de archivos.
Se utilizaran 1602kB de espacio de disco adicional después d e desempagquetar.

Preconfiguring packages ...
--------------------- Sourcerer Apt Watcher -----------
Configure: courier-imap

(Leyendo la base de datos ...

273596 ficheros y directorios instalados actualmente.)

Desempaquetando courier-imap (de .../courier-imap_3.0. 3-1_i386.deb) ...
Configurando courier-imap (3.0.3-1) ...

Starting Courier IMAP server: imapd.

A continuacidn se muestra la descripcion del paquete:

Ejemplo 3-4. Descripcion del paqueteourier-imap

# lusr/bin/apt-cache show courier-imap

Package: courier-imap

Priority: extra

Section: mail

Installed-Size: 1564

Maintainer: Stefan Hornburg (Racke) <racke@linuxia.de>
Architecture: 386

Source: courier (0.45.4-1)

Version: 3.0.3-1

Replaces: imap-server

Provides: imap-server

Depends: libc6 (>= 2.3.2.ds1-4), libfam0c102, libgdbm3, e xim4 | mail-transport-agent,
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courier-base (>= 0.45.4), courier-authdaemon (>= 0.45.4)

Suggests: imap-client, courier-imap-ssl

Conflicts: imap-server

Filename: pool/main/c/courier/courier-imap_3.0.3-1 i 386.deb

Size: 552608

MD5sum: c9780ad4a859427c7a755b45bdb0d29d

Description: Courier Mail Server - IMAP server

The Courier IMAP server provides access to email stored in Ma ildirs.
This server has an extremely small footprint, provides shar ed and
virtual shared folders.

La con guracion del demonio imapd se realiza desde el aoccleie/courier/imapd , de todas formas, la
con guracion por defecto es su ciente en este caso.

Nota: En el Apéndice G tiene un archivo de con guracion completo pa ra el demonio impad.

Uso del frontendwebadminde Courier

Instalacion del paquetecourier-webadmin

Courier dispone de un frontend para la administracion dedosicios via web. La interfaz de administracion la
provee el paqueteourier-webadminLa descripcién del paquete es la siguiente:

Ejemplo 3-5. Descripcion del paqueteourier-webadmin

# [usr/bin/apt-cache show courier-webadmin
Package: courier-webadmin

Priority: optional

Section: mail

Installed-Size: 200

Maintainer: Stefan Hornburg (Racke) <racke@linuxia.de>
Architecture: 386

Source: courier

Version: 0.45.4-1

Depends: courier-base (>= 0.45.4), apache | httpd

Filename: pool/main/c/courier/courier-webadmin_0.45. 4-1_i386.deb

Size: 32060

MD5sum: 8250af24eeaaaaeec4eefeb2ec8cf703

Description: Courier Mail Server - Web-based administrati on frontend

The web-based administration and configuration tool for th e Courier
Mail Server is capable of changing the settings of the MTA, IM AP, POP
and Webmail servers and the LDAP, MySQL and PostgreSQL authe ntication
modules. Only the installed parts of the Courier Mail Server show up

in the administration frontend.

El proceso de instacién es muy parecido al que se ha venitiparedo hasta este momento:
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Ejemplo 3-6. Instalacién del paquetecourier-webadmin(primera parte)

# [usr/bin/apt-get install courier-webadmin

Leyendo lista de paquetes... Hecho

Creando arbol de dependencias... Hecho

Se instalaran los siguientes paquetes NUEVOS:
courier-webadmin

0 actualizados, 1 se instalaran, O para eliminar y 9 no actual

Se necesita descargar 0B/32,1kB de archivos.

Se utilizaran 205kB de espacio de disco adicional después de

Preconfiguring packages ...

--------------------- Sourcerer Apt Watcher -----------
Configure: courier-webadmin

Seleccionando el paquete courier-webadmin previamente no
(Leyendo la base de datos ...

274038 ficheros y directorios instalados actualmente.)
Desempaquetando courier-webadmin (de .../courier-webad
Configurando courier-webadmin (0.45.4-1) ...

izados.

desempagquetar.

seleccionado.

min_0.45.4-1_i386.deb) ...

Figura 3-1. Activacion del programa CGI

Se responde a rmativamente a esta pregunta, para podearisxde la interfaz web de administracion.
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Figura 3-2. Clave de administracion

Teclee una clave para acceder al frontend de administrag@6admirde Courier.

Ejemplo 3-7. Instalacion del paquetecourier-webadmin(segunda parte)

--------------------- Sourcerer Apt Watcher -----------
Configure: courier-webadmin

Seleccionando el paquete courier-webadmin previamente no seleccionado.
(Leyendo la base de datos ...

274038 ficheros y directorios instalados actualmente.)

Desempaquetando courier-webadmin (de .../courier-webad min_0.45.4-1_i386.deb) ...
Configurando courier-webadmin (0.45.4-1) ...

Uso del frontend

Una vez nalizada la instalacion dmurier-webadminse ha de acceder al mismo con el navegador web. Para
ello, teclee la URL de su servidor web, seguida del direatdoinde tiene almacenados los programas CGl y del
nombre del frontend para la con guracién de Courier, cawebadmin.

Las siguientes secciones mostraran algunos ejemplos dieesie frontend.

Modulos de autenti cacion

Seccién dedicada a la con guracion de los modulos utilizgolor el demoni@authdaemompara la
autenti cacion de usuarios.
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Figura 3-3. Clave de acceso

Teclee la clave de administracion (esta clave es la mismégyuee se ha tecleado en el proceso de instalacién
del frontendcourier-webadminFigura 3-2).

Figura 3-4. Menu principal

Esta captura muestra el menu principal de la herramientamguracion. Pulse sobre el enladéassword
authentication modules
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Figura 3-5. M6dulos de authenti cacion, eleccién

Pulse sobre el menu desplegahtid authentication modulg: seleccione el médulo que desee afadir, en este
caso: “authldap”.

Una vez seleccionado, pulse sobre el boton “Save”.

Figura 3-6. Modulos de authenti cacion, médulo selecciondo

Se puede comprobar que en la lista de médulos de authentrcaparece uno nuevauthldap
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Figura 3-7. M6dulos de authenti cacién, volviendo al menu pincipal

Una vez que haya nalizado con esta seccion, vaya al nal gg&lgina y pulse sobre el enlace: “Main menu”
para regresar al menu principal.

Figura 3-8. Menu principal

Si se ja, ahora aparecen dos nuevos enlaces en esta palntsié new con gurationy Cancel new
con guration. Estos dos enlaces sirven para aplicar las modi cacioraizeslas o no, respectivamente. De
momento se va a continuar con la con guracién, por lo que naresiona sobre ninguno de ellos.
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Con guracion del soporte de LDAP

Como la autenti cacion de usuarios también se va a realipartr de un servidor LDAP, se han de con gurar
una serie de pardmetros, para que el médutbhdaemomnle Courier sepa como obtener la informacién del
directorio LDAP:

Figura 3-9. Menu principal

Pulse sobre el enlatOAP.
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Figura 3-10. Opciones de LDAP |

Complete la informacion con las caracteristicas de sudariDAP. Tenga en cuenta, que tendra que afedir
manola clave del usuario con el que se vaya a autenti car en eiden.DAP.

Figura 3-11. Opciones de LDAP I

Una vez terminada la con guracion de este apartado, pulsess enlace “Main menu”, para regresar al menu
principal.
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Figura 3-12. Menu principal

En este momento se van a aplicar los cambios realizadosgl@rpulse sobre el enlace: “Install new
con guration”.

Figura 3-13. Aplicando la nueva con guracion

El frontend de administracion, aplica los cambios a losigoshoportunos y reinicia el servidauthdaemon
gue ha sido el servidor afectado por los cambios, en este caso

Una vez se ha nalizado el proceso de instalacién, pulsessebenlace “Main menu”.
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Opciones POP3

Esta seccion es meramente informativa, no se va a realizgiimicambio en el servidor POP3.

Figura 3-14. Menu principal

Pulse sobre el enlace “POP3" para acceder a las opcionesidpicacion de este servidor.
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Figura 3-15. Opciones del servidor “POP3”

En esta pantalla se muestran las distintas opciones queedermaeleccionar para establecer la con guracién del
servidor “POP3”. Una vez adecuadas a sus necesidadesspbigeel enlace “Main menu”.

Opciones IMAP

Esta seccion es meramente informativa, no se va a realizgéimicambio en el servidor IMAP3.
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Figura 3-16. Menu principal

Pulse sobre el enlace “IMAP” para acceder a las opcionesnlgwacion de este servidor.

Figura 3-17. Opciones del servidor IMAP |
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Primeras opciones relativas al servidor IMAP.

Figura 3-18. Opciones del servidor IMAP I

Opciones nales del servidor IMAP. Cuando haya nalizads faodi caciones pertinentes, pulse sobre el
enlace “Main menu”. Una vez en este, si es necesario, puse sbenlace “Install new con guration”.
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Servidor POP3

Para veri car que el servidor POP3 esté funcionando, se wmadtar al mismo con el comantinet,
realizando la autenti cacion. El ejemplo siguiente muaswmo hacerlo:

Nota: Las letras en negrita son los comandos que ha tecleado el usuario.

Ejemplo 4-1. Conexion al servidor POP3 con telnet

$ /usr/bin/telnet gsr.pt 110
Trying X.X.X.X...

Connected to gsr.pt.

Escape character is "'
+OK Hello there.

user severa E

+0OK Password required.
pass *hkkkkkhk E

+OK logged in. 1

list |

+OK POP3 clients that break here, they violate STD53.
1 413

2 412

3 406

4 406

retr 11

+OK 413 octets follow.

Return-Path: <sergio@todoscsi.gsr.pt>

X-Original-To: severa

Delivered-To: severa@todoscsi.gsr.pt

Received: by todoscsi.gsr.pt (Postfix, from userid 1000)
id 248A03C; Sat, 5 Jun 2004 21:20:41 +0100 (WEST)

To: severa@todoscsi.gsr.pt

Subject: hola

Message-ld: <20040605202041.248A03C@todoscsi.gsr.pt>

Date: Sat, 5 Jun 2004 21:20:41 +0100 (WEST)

From: sergio@todoscsi.gsr.pt (Sergio Gonzalez Gonzéalez)

quit 1
+OK Bye-bye.
Connection closed by foreign host.

Se indica el usuario con el cual se quiere conectar al sarvido

m: [Tp

Se teclea la clave del usuario.

—)

Se ha entrado al servidor POP3 satisfactoriamente.

—_

Se listan los correos disponibles en el buzén del usuario.
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T Se obtiene el primer correo de la lista.

I  Se abandona el servidor POP3.

Servidor IMAP

Las pruebas con el servidor IMAP se van a realizar desde g correo kmail. Las siguientes capturas
mostraran la forma de acceso al dicho servidor:

Figura 4-1. Ejecucion de Kmail

Se ejecuta Kmail y una vez arrancado, se pulsa sobre el Rreférencias -> Con gurar Kmail..para afiadir la
cuenta IMAP.

Figura 4-2. Afadiendo una cuenta IMAP

Se accede ®Red -> Recibiendy se pulsa en el botdn “Afadir”.
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Figura 4-3. Seleccién de una cuenta IMAP

Seleccione el tipo de cuenta IMAP y pulse sobre “Aceptar”.

Figura 4-4. Datos de la cuenta

Complete la informacion necesaria en la pestadaeraly pulse sobre la pestafia “Seguridad”.
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Figura 4-5. Opciones de seguridad

Pulse sobre el boton “Comprobar qué soporta el servidospudes de un momento de espera, deberia aparecer
una pantalla como la que se muestra en esta imagen: de moaheatwidor no soporta ningun tipo de cifrado ni
de método de autenti cacidn alternativo.

Cuando nalice, pulse sobre el botén “Aceptar”.

Figura 4-6. Clave del usuario

Inmediatamente después de pulsar sobre el boton “Aceptdd pantalla anterior, se pedira la clave para la
nueva cuenta que se acaba de afadir (siempre y cuando ncesethagiucido en el campo correspondiente de la
pantalla de con guracion). Tecléela y pulse sobre “Acéeptar
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Figura 4-7. Acceso a la cuenta IMAP

Una vez se ha nalizado la creacion de la cuenta, se puedevatigpie en la lista de carpetas de Kmail, ha
aparecido una nueva carpeta denomindd&P-gsr.pt Si accedemos a la subcarpetdaranteveremos el correo
para el usuario “severa”, ya que ha sido el usuario para €seuza con gurado la cuenta IMAP.
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Capitulo 5. Instalacion y con guracion de
squirrelmail

Instalacion

La forma de instalar squirrelmail se muestra en el siguiejgplo:

Ejemplo 5-1. Instalacién del paquetesquirrelmail

# [usr/bin/apt-get install squirrelmail
Leyendo lista de paquetes... Hecho

Creando arbol de dependencias... Hecho

Se instalaran los siguientes paquetes NUEVOS:

squirrelmail
0 actualizados, 1 se instalaran, 0 para eliminar y 9 no actual izados.
Se necesita descargar 0B/675kB de archivos.
Se utilizaran 3957kB de espacio de disco adicional después d e desempagquetar.

--------------------- Sourcerer Apt Watcher -----------
Configure: squirrelmail

(Leyendo la base de datos ...

273612 ficheros y directorios instalados actualmente.)

Desempaquetando squirrelmail (de .../squirrelmail_1%3a 1.5.0-1_all.deb) ...
Configurando squirrelmail (1.5.0-1) ...

Installing default squirrelmail config.

Run /usr/sbin/squirrelmail-configure as root to configur e/upgrade config. E

E Para con gurar squirrelmail se ha de ejecutar este scrighidb a la facilidad de con guracién que ofrece
dicho script, no se va a mostrar el proceso de con guraciGstamdocumentacion, se insta al lector a que lo
ejecute y adapte las opciones a sus necesidades.
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Acceso a la herramienta

Lectura y envio de correos

Figura 5-1. Ingreso en la aplicaciéon

Teclee el nombre y clave de la cuenta a utilizar y pulse sdhyetén “Login”.

Figura 5-2. Lista de mensajes

La primera pantalla, tras el ingreso, es la lista de corrrissamtes en la carpet’lBOX. Si se pulsa sobre el
asunto de un correo, se procedera a mostrar su contenido.
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Figura 5-3. Mostrando el contenido de un correo

Esta pantalla muestra el contenido de un correo. Este coarposee ninguna informacion en el cuerpo del
mismo.
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Figura 5-4. Creando un nuevo correo

La creacién de un nuevo correo se hace gracias al enlace “@@hgue aparece en el menu superior de la
aplicacién. Al pulsar sobre el mismo, aparecera una pargatiilar a la que se muestra en la gura.

Cuando se ha terminado de escribir el correo, se ha de polsar sl boton “Send”.

Figura 5-5. Recibiendo mensajes
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Cuando se ha enviado un mensaje, Squirrelmail informa ctaxtl: Your Message has been sepbmo se
puede apreciar en esta pantalla.

Como el mensaje iba dirigido a la cuenta desde la cual seb&scra aparece en la lista de correos.

Figura 5-6. Lectura de un correo

Al pulsar sobre el asunto del correo que acaba de llegarjamm®os a su contenido, como ya se ha visto
anteriormente.

Caracteristicas de Squirrelmail

Squirrelmail, a parte de ser un gestor de correo via webrpaca una serie de funcionalidades, como las que se
listaran en las siguientes capturas:
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Figura 5-7. Libreta de direcciones

Desde Squirrelmail se puede mantener una libreta de direeside correo. El interfaz para gestionarla se
muestra en esta captura.

Figura 5-8. Creacion de nuevas carpetas

Para mantener el correo organizado, normalmente se hacke esopetas clasi catorias. Por este motivo,
Squirrelmail dispone de una seccion dedicada a la gestiéanpetas.
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Figura 5-9. Lista de opciones

Desde esta pantalla se puede personalizar la con guraei@udirrelmail y de la cuenta IMAP que se esta
usando.

Figura 5-10. Busquedas

Squirrelmail dispone de un apartado dedicado a las blsgusidado especialmente Gtil para encontrar correos
con determinadas caracteristicas.
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Figura 5-11. Ayuda

Si en cualguier momento se encuentra perdido y necesitaaaglnte una funcionalidad de Squirrelmail, puede
pulsar sobre el enlace “Help” para obtenerla.

Figura 5-12. Calendario

Squirrelmail también dispone de un calendario de actiedadesde el cual se pueden mantener las tareas
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pendientes.

Figura 5-13. Recogida de correo desde cuentas POP

Otra de las opciones que posee este gestor de correo, esiitighent de obtener mensajes de correo desde
buzones POP.

Saliendo de la aplicacion

Figura 5-14. Saliendo de Squirrelmail

En cualquier momento se puede pulsar sobre el enlace “Sigrp@na cerrar la sesién. Una vez pulsado sobre el
mismo, aparecera esta pantalla.
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Capitulo 6. Instalacion

Introduccidén

Este capitulo se va a encargar del proceso de instalaci@s thetramientas de Itrado destinadas al control de

SPAM y virus desde Post x.

Como se va a hacer uso de amavisd-new, que posee interfaadagaplicaciones spamassassin y clamav, el
proceso de instalacion y con guracion de estas herranmsergt muy interligado.

Nota: Este capitulo se ha basado en la entrada bibliogra ca Pereda 01.

Instalacion del software necesario

El proceso de instalacion de las aplicaciones va a comenzéa herramientamavisd-newa partir de la cual,
se procedera a la instalacion de las herramientas rest&eteendra especial atencion en las sugerencias y
recomendaciones de los paquetes sugetos a instalacién.

Instalacion del paqueteamavisd-new

Ejemplo 6-1. Instalacion del paqueteamavisd-new

# [usr/bin/apt-get install amavisd-new

Leyendo lista de paquetes... Hecho

Creando arbol de dependencias... Hecho

Se instalardn los siguientes paquetes extras:
libarchive-tar-perl libarchive-zip-perl libconvert-tn
libio-zlib-perl libnet-perl libnet-server-perl libunix

Paquetes sugeridos:
spamassassin clamav clamav-daemon lha zoo

Paquetes recomendados
libnet-ph-perl libnet-snpp-perl libnet-telnet-perl

Se instalaran los siguientes paquetes NUEVOS:
amavisd-new libarchive-tar-perl libarchive-zip-perl i
libio-multiplex-perl libio-zlib-perl libnet-perl libne

0 actualizados, 10 se instalaran, 0 para eliminar y 9 no actua

Se necesita descargar 0B/828kB de archivos.

Se utilizaran 2613kB de espacio de disco adicional después d

¢Desea continuar? [S/n]

Preconfiguring packages ...

--------------------- Sourcerer Apt Watcher -----------

Configure: libio-zlib-perl

(i

(Leyendo la base de datos ...

274080 ficheros y directorios instalados actualmente.)
Desempaquetando libio-zlib-perl (de .../libio-zlib-per
Desempaquetando libarchive-tar-perl (de .../libarchive
Desempaquetando libarchive-zip-perl (de .../libarchive

ef-perl libconvert-uulib-perl libio-multiplex-perl
-syslog-perl

bconvert-tnef-perl libconvert-uulib-perl
t-server-perl libunix-syslog-perl
lizados.

e desempaquetar.

|_1.01-2_all.deb) ...
-tar-perl_1.08-1_all.deb) ...
-zip-perl_1.05-1_all.deb) ...
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Desempaquetando libconvert-tnef-perl (de .../libconver
Desempaquetando libconvert-uulib-perl (de .../libconve
Seleccionando el paquete libio-multiplex-perl previamen
Desempaquetando libio-multiplex-perl (de .../libio-mul
Seleccionando el paquete libnet-perl previamente no selec
Desempaquetando libnet-perl (de .../libnet-perl_1%3al.
Seleccionando el paquete libnet-server-perl previamente
Desempaquetando libnet-server-perl (de .../libnet-serv
Seleccionando el paguete libunix-syslog-perl previament
Desempaquetando libunix-syslog-perl (de .../libunix-sy
Seleccionando el paquete amavisd-new previamente no selec
Desempaquetando amavisd-new (de .../amavisd-new_200306
Configurando libio-zlib-perl (1.01-2) ...

Configurando libarchive-tar-perl (1.08-1) ...

Configurando libarchive-zip-perl (1.05-1) ...

Configurando libconvert-tnef-perl (0.17-3) ...

Configurando libconvert-uulib-perl (1.0.1-1) ...

Configurando libio-multiplex-perl (1.04-1) ...

Configurando libnet-perl (1.18-2) ...

Configurando libnet-server-perl (0.85-3) ...

Configurando libunix-syslog-perl (0.100-2) ...

Configurando amavisd-new (20030616p7-3) ...
Creating/updating amavis user account...

Anadiendo el grupo amavis (136)...

Hecho.

Afadiendo usuario del sistema amauvis...

Afadiendo nuevo usuario amavis (129) con grupo amavis.
Starting amavisd: amavisd-new.
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t-tnef-perl_0.17-3_all.deb) ...

rt-uulib-perl_1.0.1-1_i386.deb) ...

te no seleccionado.
tiplex-perl_1.04-1_all.deb) ...
cionado.
18-2_all.deb) ...
no seleccionado.
er-perl_0.85-3 all.deb) ...
e no seleccionado.

slog-perl_0.100-2_i386.deb) ...

cionado.
16p7-3_all.deb) ...

E Lista de paquetes quemavisd-nevsugiere instalar. Entre ellos se encuentran los programastilirus y

control de SPAM que se van a emplear. También se sugieret¢eios de una serie de programas de

manipulado de archivos comprimidos.

E Lista de paquetes recomendados@mavisd-newBajo esta lista se encuentran librerias de Perl dedicadas a

proveer funciones de conexién a distintos protocolos de red

Instalacion del paquetespamassassin

Ejemplo 6-2. Instalacién del paquetespamassassin

# Jusr/bin/apt-get install spamassassin
Leyendo lista de paquetes... Hecho
Creando arbol de dependencias... Hecho
Se instalaran los siguientes paquetes extras:
spamc
Paquetes sugeridos:
razor pyzor libnet-ident-perl
Paquetes recomendados E
libmail-spf-query-perl
Se instalardn los siguientes paquetes NUEVOS:
spamassassin spamc
0 actualizados, 2 se instalaran, 0 para eliminar y 9 no actual
Se necesita descargar 0B/664kB de archivos.

m»

izados.
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Se utilizaran 2019kB de espacio de disco adicional después d
Preconfiguring packages ...

————————————————————— Sourcerer Apt Watcher -----------

Configure: spamc

Seleccionando el paquete spamc previamente no seleccionad
(Leyendo la base de datos ...

274315 ficheros y directorios instalados actualmente.)
Desempaquetando spamc (de .../archives/spamc_2.63-1_i3
Seleccionando el paquete spamassassin previamente no sele
Desempaquetando spamassassin (de .../spamassassin_2.63
Configurando spamc (2.63-1) ...

Configurando spamassassin (2.63-1) ...

e desempaquetar.

86.deb) ...
ccionado.
-1_all.deb) ...
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E Lista de paquetes qepamassassisugiere instalar. Entre ellos se encuentran programasatémt a la
actualizacion desde Internet, de la lista de Itros dedisaal la deteccion de SPAM.

E Lista de paquetes recomendadosgmamassassin

Instalacion de Clamav

Ejemplo 6-3. Instalacién deClamav(primera parte)

# apt-get install clamav
Leyendo lista de paquetes... Hecho
Creando arbol de dependencias... 50%
Creando arbol de dependencias... Hecho
Se instalaran los siguientes paquetes extras:
clamav-base clamav-freshclam libclamavl
Paquetes sugeridos: E
lha
Se instalaran los siguientes paquetes NUEVOS:
clamav clamav-base clamav-freshclam libclamavl
0 actualizados, 4 se instalaran, 0 para eliminar y 9 no actual
Se necesita descargar 0B/2194kB de archivos.
Se utilizaran 3490kB de espacio de disco adicional después d
Preconfiguring packages ...

izados.

e desempagquetar.

E clamavsugiere instalar el paqudtea, paquete ya recomendado en el Ejemplo 6-1.
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Figura 6-1. Modo de actualizacién de la base de datos

El pagueteclamav-freshclanpermite actualizar la base de datos de virus desde Int&st@therramienta se
puede ejecutar de varias formas, detalladas en la capty@ndaila. La forma elegida en esta documentacién ha
sido el modademonio

Figura 6-2. Servidor para descargar la base de datos
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Aqui se indica el servidor desde donde se ha de actualizaskde datos. En este caso se deja la opcién por
defecto.

Figura 6-3. Informacion sobre el proxy

Si dispone de un proxy para el acceso a Internet, aqui dedmmipletar la informacién sobre el mismo.

Figura 6-4. Frecuencia de actualizacion de la base de datos
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Seleccione aqui la frecuencia con la que se deberia acukibase de datos de virus. En este caso se ha

decidido actualizarla una vez al dia.

Figura 6-5. Aviso de actualizacion

Respondemos a rmativamente a esta pregunta.

Ejemplo 6-4. Instalacion deClamav(segunda parte)

--------------------- Sourcerer Apt Watcher -----------
Configure: libclamavl

Seleccionando el paquete libclamavl previamente no selecc
(Leyendo la base de datos ...

274441 ficheros y directorios instalados actualmente.)
Desempaquetando libclamavl (de .../libclamavl_0.71-3_i
Seleccionando el paquete clamav-base previamente no selec
Desempaquetando clamav-base (de .../clamav-base_0.71-3
Seleccionando el paquete clamav-freshclam previamente no
Desempaquetando clamav-freshclam (de .../clamav-freshc
Seleccionando el paquete clamav previamente no selecciona
Desempaquetando clamav (de .../clamav_0.71-3 i386.deb)
Configurando libclamavl (0.71-3) ...

Configurando clamav-base (0.71-3) ...

Anadiendo usuario del sistema clamav...

Afadiendo nuevo grupo clamav (137).

Afiadiendo nuevo usuario clamav (137) con grupo clamav.
No se crea el directorio home.

Configurando clamav-freshclam (0.71-3) ...
Starting clamav virus database updater: freshclam.

ionado.

386.deb) ...
cionado.

_all.deb) ...
seleccionado.

lam_0.71-3 i386.deb) ...
do.
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Capitulo 6. Instalacion

Importante: Si no posee conexién a Internet desde su equipo, seria buena idea instalar el paquete
clamav-data, paquete que provee la base de datos de virus. La instalacion de este paquete no es
recomendable, ya que normalmente se encontrard muy desactualizado.

Ejemplo 6-5. Instalacion deClamav-daemon

# [usr/bin/apt-get install clamav-daemon

Leyendo lista de paquetes... Hecho

Creando arbol de dependencias... Hecho

Se instalaran los siguientes paquetes NUEVOS:
clamav-daemon

0 actualizados, 1 se instalaran, O para eliminar y 9 no actual

Se necesita descargar 0B/111kB de archivos.

Se utilizaran 315kB de espacio de disco adicional después de

Preconfiguring packages ...

————————————————————— Sourcerer Apt Watcher -----------

Configure: clamav-daemon

Seleccionando el paquete clamav-daemon previamente no sel
(Leyendo la base de datos ...

274608 ficheros y directorios instalados actualmente.)
Desempaquetando clamav-daemon (de .../clamav-daemon_0.
Configurando clamav-daemon (0.71-3) ...

Starting clamav daemon: clamd.

izados.

desempagquetar.

eccionado.

71-3_i386.deb) ...

Instalacién de paquetes sugeridos y recomendados

Para nalizar con la instalacién, se recomienda revisaista de paquetes recomendados y sugeridos en la
instalacion de los paquetes anteriores y seleccionarlagugle considere importantes. En este caso se han

instalado los paquetezooy |ha.
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Introduccidén

Este capitulo tratara la con guracién denavis-neyclamavy spamassassiinto con Post x. De forma que,
cada correo que pase a través de Post x sea analizado endrigtas y puntuado de acuerdo al nivel de SPAM
detectado.

Nota: Este capitulo se ha basado en la entrada bibliogra ca Pereda 01.

Con guracion de amavis-new

La con guracion delamavis-nevse realiza a partir del archivetc/amavis/amavisd.conf . Editeloy
modi que las siguientes variables, de acuerdo a la con gifnade su sistema.

Nota: En el Apéndice | se encuentra un archivo de con guracién comp leto.

$mydomain = ‘gsr.pt;

$forward_method = 'smtp:127.0.0.1:10025";
$notify_method = $forward_method;
$final_spam_destiny = D_PASS; E
$sa_tag_level_deflt = 4.0;
$sa_tag2_level_deflt = 6.3; 1
$sa_kill_level_deflt = $sa_tag2_level_deflt;

m»

>

Esta opcidn indica la via quemavisd-newtilizara para reinyectar el mensaje de correo en Post xe&a
caso se ha con gurado de forma que haga uso del servicio SME&Rsté escuchando en la interfaz
localhostpor el puerto 10025.

E Esta opcion indica qué se hace con los correos cali cadoo@PAM. Por defecto los rechaza
(D_REJECT), pero se ha cambiado la opcién por el valor “D_$A8e esta forma no seré rechazados,
pudiendo analizarlos para detectar falsos positivos éosrmarcados como SPAM, pero que no lo son).

Il Estas dos opciones indican el nivel en el cual un correo esiderado como SPAM.

AVISO

Para que amavisd-new haga uso de Spamassassin, en el archivo de con guraciéon de amavisd-new
se ha de comentar la linea:

@bypass_spam_checks_acl = qw( . );

Una vez realizadas estas modi cacionasiavisd-newa se encontraria listo. La siguiente seccién mostrara la
forma de con gurar Post x para que haga usoataavisd-new
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Con guracion de Post x

A continuacion se vera la forma de con gufRost x. La idea es hacer que en los puertos por defecto (25 y 465 -
en caso de tener con gurado Post x en modo SFJst x pase todos los correos electrénicos aoravisd-new
Luego se creard un proceso SMTP que Unicamente se ejecatééerfazioopback(127.0.0.1) en el puerto
10025; dicho proceso pasara el correo a los usuarios sim isaeleamavisd-newEsto es necesario para evitar
gue los mensajes entren en un bucle sin n.

Para conseguir esto, se ha de afiadir la siguiente lineah@l@retc/postfix/main.cf
content_filter=smtp-amavis:[localhost]:10024
Y en/etc/postfix/master.cf

smtp-amavis unix - - y - 2 smtp E

-0 smtp_data_done_timeout=1200

-0 disable_dns_lookups=yes

127.0.0.1:10025 inet n - y - - smtpd E
-0 content_filter=

-0 local_recipient_maps=

-0 relay_recipient_maps=

-0 smtpd_restriction_classes=

-0 smtpd_client_restrictions=

-0 smtpd_helo_restrictions=

-0 smtpd_sender_restrictions=

-0 smtpd_recipient_restrictions=permit_mynetworks,re ject
-0 mynetworks=127.0.0.0/8

-0 strict_rfc821_envelopes=yes

Linea que indica el Itro par&AMaVis

Linea que crea el servidor SMTP local, por el pasaran logosrsin ser Itrados

Importante: Cuando afiada las lineas al archivo /etc/postfix/master.cf , asegurese de que al nal de las
lineas no existan espacios en blanco.

Ahora solo queda reiniciar los demonios post x, amavisdrr@amd, clamav-freshclan y spamassassin y
comprobar que todo funciona. Las pruebas de funcionamsentealizaran en el siguiente capitulo (Capitulo 8).
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Introduccidén

Ahora que ya estan todos los servicios correctamente coadns, ha de reiniciarlos para que relean su
con guracion. Una vez se han reiniciado los servicios, seavanviar un par de mensajes para comprobar el
comportamiento del Itrado.

El primero de los mensajes va a ser un texto simple, sin nemgamplicacion, para comprobar el analisis
antivirus. El segundo correo llevara el contenido del axchisr/share/doc/spamc/sample-spam.txt
para comprobar el funcionamiento 8pamassassin

Comprobando el antivirus

A continuacidn se va a enviar un correo y se van a analizaalasoeras del correo resultante en el buzén del
usuario a quien ha sido enviado, para ver si ha sido analjadel antivirus:

Ejemplo 8-1. Envio de un correo

$ /usr/bin/mail severa@gsr.pt
Subject:  Prueba para el antivirus

Este correo no es mas que una prueba ;-)
Cc: [enter]
Ahora se muestra el correo recibido por el usuaeeera

Return-Path: <sergio@todoscsi.gsr.pt>
X-Original-To: severa@gsr.pt
Delivered-To: severa@gsr.pt
Received: from localhost (localhost [127.0.0.1])
by todoscsi.gsr.pt (Postfix) with ESMTP id 634A748 E
for <severa@gsr.pt>; Sun, 6 Jun 2004 15:50:19 +0100 (WEST)
Received: from todoscsi.gsr.pt ([127.0.0.1])
by localhost (todoscsi [127.0.0.1]) (amavisd-new, port 10 024) E
with ESMTP id 05067-03 for <severa@gsr.pt>;
Sun, 6 Jun 2004 15:50:15 +0100 (WEST)
Received: by todoscsi.gsr.pt (Postfix, from userid 1000)
id 3FB5F4B; Sun, 6 Jun 2004 15:50:15 +0100 (WEST)
To: severa@gsr.pt
Subject: Prueba para el antivirus
Message-Id: <20040606145015.3FB5F4B@todoscsi.gsr.pt>
Date: Sun, 6 Jun 2004 15:50:15 +0100 (WEST)
From: sergio@todoscsi.gsr.pt (Sergio Gonzalez Gonzalez)

X-Virus-Scanned: by amavisd-new-20030616-p7 (Debian) at gsrpt
X-Amavis-Alert: BAD HEADER Non-encoded 8-bit data (char E1 hex) in message header 'From'
From: sergio@todoscsi.gsr.pt (Sergio Gonz\341lez Gonz\3 41lez)\n ~

Este correo no es mas que una prueba ;-)
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Esta linea indica que el correo ha sido recogido por el serAadst Xx.

m: [Tp

El servidor Post x le ha pasado el correo al servidaravis-newor el puerto 10024.

—;

Finalmenteamavis-nevha entregado el correo ya analizado a Post x, esta vez parestp10025.

—_

Esta cabecera indica que el presente correo ha sido arappa@| softwaremavisd-new-20030616-p7

Comprobando el control de SPAM

En esta seccidn se va a enviar un correo con el contenidoalelar
/usr/share/doc/spamc/sample-spam.txt para comprobar qu8pamassassista funcionando y lo hace
de la forma correcta:

Ejemplo 8-2. Envio de un correo

$ /usr/bin/mail severa@gsr.pt
Subject:  Prueba para el control antispam
This is the GTUBE, the

Generic

Test for

Unsolicited

Bulk

Email
If your spam filter supports it, the GTUBE provides a test by w hich you
can verify that the filter is installed correctly and is dete cting incoming
spam. You can send yourself a test mail containing the follow ing string of
characters (in upper case and with no white spaces and line br eaks):

XJS*C4IDBQADN1.NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBETEST-EMAIL*C.34X
You should send this test mail from an account outside of your network.
.Cc: [enter]

Ahora se muestra el correo recibido por el usuaeeera

Return-Path: <sergio@todoscsi.gsr.pt>
X-Original-To: severa@gsr.pt
Delivered-To: severa@gsr.pt
Received: from localhost (localhost [127.0.0.1])
by todoscsi.gsr.pt (Postfix) with ESMTP id 82F0548
for <severa@gsr.pt>; Sun, 6 Jun 2004 16:01:41 +0100 (WEST)
Received: from todoscsi.gsr.pt ([127.0.0.1])
by localhost (todoscsi [127.0.0.1]) (amavisd-new, port 10 024)
with ESMTP id 05068-03 for <severa@gsr.pt>;
Sun, 6 Jun 2004 16:01:37 +0100 (WEST)
Received: by todoscsi.gsr.pt (Postfix, from userid 1000)
id 4B5D04B; Sun, 6 Jun 2004 16:01:37 +0100 (WEST)
To: severa@gsr.pt
Subject: **SPAM*** Prueba para el control antispam E
Message-Id: <20040606150137.4B5D04B@todoscsi.gsr.pt>
Date: Sun, 6 Jun 2004 16:01:37 +0100 (WEST)
From: sergio@todoscsi.gsr.pt (Sergio Gonzalez Gonzalez)
X-Virus-Scanned: by amavisd-new-20030616-p7 (Debian) at gsr.pt
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X-Amavis-Alert: BAD HEADER Non-encoded 8-bit data (char E1 hex) in message header 'From'
From: sergio@todoscsi.gsr.pt (Sergio Gonz\341lez Gonz\3 41lez)\n ~

X-Spam-Status: Yes, hits=1000.0 tagged_above=4.0 requir ed=6.3 tests=GTUBE E

X-Spam-Level: * * * ok [

X-Spam-Flag: YES |

This is the GTUBE, the
Generic
Test for
Unsolicited
Bulk
Email

If your spam filter supports it, the GTUBE provides a test by w hich you
can verify that the filter is installed correctly and is dete cting incoming
spam. You can send yourself a test mail containing the follow ing string of
characters (in upper case and with no white spaces and line br eaks):

XJS*C4IDBQADN1.NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBETEST-EMAIL*C.34X

You should send this test mail from an account outside of your network.

>

Se puede comprobar que el asunto del correo ha sido modipaddpamassassieste ha considerado que
el correo es SPAM y asi lo marca en el asunto del correo.

E Elandlisis del correo ha dado un valor de 1000.0, y como seége@mprobar, sélo hace falta un valor de
6.3 para considerar un correo como SPAM.

|  Dependiendo del nivel de SPAM, esta linea sera mas larga coniés

|  Esta cabeceraindica que el correo es SPAM, por lo que puedélszda para clasi car los correos desde
su aplicacion favorita.
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Capitulo 9. Post x

Con guracion

Nota: Esta seccion se ha basado en la entrada bibliogra ca Pereda0O 1.

Post x permite hacer uso de de encriptacion SSL, para ejoju instalar el paquefmst x-tls. Este paquete
se instal6 en el Capitulo 9, por lo tanto ahora s6lo quedaitzatal soporte SSL.

Edite el archivdetc/postfix/main.cf y afiada al nal del mismo las siguientes lineas:

## TLS/SSL

smtp_use_tls = yes

smtpd_use_tls = yes

smtp_tls_note_starttls = yes
smtpd_tls_note_starttls = yes

smtpd_tls_key file = /etc/postfix/ssl/smtpd-key.pem
smtpd_tls_cert_file = /etc/postfix/ssl/smtpd.pem
smtpd_tls_loglevel = 1

El siguiente paso es la generacion del certi cado y la cl&ee. la forma de hacerlo en el siguiente ejemplo:

Importante: Ha de crear el directorio /etc/postfix/ssl/ antes de proceder con la generacion del
certi cado y la clave.

Ejemplo 9-1. Generacién de un certi cado y una clave para elervidor Post x

# lusr/bin/openss| req -config /etc/ssl/openssl.cnf -new - x509 -nodes -out \
/etc/postfix/ssl/smtpd.pem -keyout /etc/postfix/ssl/s mtpd-key.pem -days 999999

Nota: Tras la ejecucién del comando del Ejemplo 9-1, se le haran una serie de preguntas, contéstelas
adecuando las respuestas a su sistema.

El dltimo paso es descomentar tres lineas del ardbiefpostfix/master.cf

# only used by postfix-tls

tismgr fifo - - n 300 1  tlsmgr
smtps inetn - n - - smtpd -0 smtpd_tls_wrappermode=yes -0 smt pd_sasl_auth_enable=yes
587 inetn - n - - smtpd -0 smtpd_enforce_tls=yes -0 smtpd_sas |_auth_enable=yes

Ahora sélo queda que el servidor de correo relea su con gomatea el Ejemplo 2-13 para saber como hacerlo.

Prueba de funcionamiento

A continuacidn se probara el funcionamiento de Post x mettiael protocolo TLS. Se hard uso de Kmail para
comprobar su funcionamiento, como se muestra en las sigsieapturas:

82



Capitulo 9. Post x

Figura 9-1. Con guracién de Kmail

Ejecute Kmail y acceda al meiireferencias -> Con gurar Kmail...

Figura 9-2. Nuevo servidor SMTP |

Acceda a la pestaftanviandode la opciérRedy pulse sobre el botén “Afadir...”
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Figura 9-3. Nuevo servidor SMTP |l

Seleccione la opcion SMTP y pulse sobre “Aceptar”.

Figura 9-4. Nuevo servidor SMTP Il

Complete las opciones necesarias con la con guracion dersider SMTP y pulse sobre la pestaBieguridad

Figura 9-5. Nuevo servidor SMTP IV
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Pulse sobre el boton “Comprobar qué soporta el servidods Tn instante, nos permitira elegir entre tres
opciones de cifrado: Ninguno, SSL y TLS, seleccione estmdly pulse sobre “Aceptar”.

Figura 9-6. Nuevo servidor SMTP V

Establezca el nuevo servidor SMTP como el predeterminadidsg gobre el botén “Aceptar”.

Ahora ya se tiene un nuevo servidor SMTP para el envio deasrRara el envio de correos a través de este
servidor se utilizara el protocolo TLS. Para comprobar gadmente se utiliza, genere un nuevo mensaje y
envielo con el nuevo servidor.

Al pulsar sobre el boton de enviar mensaje, le aparecerguiesite pantalla:

Figura 9-7. Certi cado no valido

Al conectarse al servidor de correo y tratar de veri car Igeaticidad del certi cado, Kmail detecta que el
certi cado esta rmado por si mismo y por lo tanto no lo coresid valido, nada de qué preocuparse.

Pulse sobre el botén “Detalles” para ver la informacion ed@brcerti cado.
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Figura 9-8. Informacion sobre el certi cado

Esta pantalla muestra la informacion del certi cado deV&ir de correo. Tras analizarlo, pulse sobre el boton
“Cerrar” y a continuacion sobre el boton “Continuar”.

Figura 9-9. Hasta cuando aceptar el certi cado

La dltima pregunta que nos realizara Kmail antes de envieoreto, sera hasta cuando se acepta el certi cado.
Elija la opcion que mas le guste.

Si tras enviar el correo por medio del nuevo servidor SMTRews un vistazo a los logs, se vera una entrada
similar a la siguiente:

Jun 6 16:32:34 todoscsi postfix/smtpd[5690]: connect from localhost[127.0.0.1]
Jun 6 16:32:35 todoscsi postfix/smtpd[5690]: setting up TL S connection from localhost[127.0.0.1]
Jun 6 16:32:35 todoscsi postfix/smtpd[5690]: TLS connecti on established from \

localhost[127.0.0.1]: TLSv1l with cipher RC4-MD5 (128/128

Si se analizan detenidamente las lineas anteriores, se paetprobar que se ha establecido una conexion TLS
entre el cliente y el servidor, haciendo uso del algoritmenl&iptaciorRC4-MD5
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Para dar soporte SSL al servidor POP3, se ha de instalar ettgagurier-pop-sslEl siguiente ejemplo
muestra como hacerlo:

Ejemplo 10-1. Instalacion del paquetecourier-pop-ssprimera parte)

# [usr/bin/apt-get install courier-pop-ssl

Leyendo lista de paquetes... Hecho

Creando arbol de dependencias... Hecho

Se instalaran los siguientes paquetes extras:
courier-ssl

Se instalaran los siguientes paquetes NUEVOS:
courier-pop-ssl courier-ssl

0 actualizados, 2 se instalaran, 0 para eliminar y 9 no actual izados.

Se necesita descargar 0B/207kB de archivos.

Se utilizaran 836kB de espacio de disco adicional después de desempagquetar.
¢Desea continuar? [S/n] [enter]

Preconfiguring packages ...

Figura 10-1. Necesidad de un certi cado X.509

El proceso de instalacion informa que hace falta un certiaccX.509 para poder realizar las conexiones por

SSL. También informa que durante el proceso de instalaei@nesara un certi cado de ejemplo.

Ejemplo 10-2. Instalacidn del paquetecourier-pop-ssisegunda parte)
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Configure: courier-ssl

(Leyendo la base de datos ...

274623 ficheros y directorios instalados actualmente.)

Desempaquetando courier-ssl (de .../courier-ssl_0.45.4 -1 i386.deb) ...
Desempaquetando courier-pop-ssl (de .../courier-pop-ss |_0.45.4-1_i386.deb) ...
Configurando courier-ssl (0.45.4-1) ...

Configurando courier-pop-ssl (0.45.4-1) ...
Generating a 1024 bit RSA private key
.................... ++++++

A+t
writing new private key to ‘/usr/lib/courier/pop3d.pem'

1024 semi-random bytes loaded

Generating DH parameters, 512 bit long safe prime, generato r2

This is going to take a long time

[ SO o +oen + Rt o S o el 6 o Sl )

subject= /C=US/ST=NY/L=New York/O=Courier Mail Server/O U=Automatically-generated POP3
SSL key/CN=localhost/emailAddress=postmaster@example .com

notBefore=Jun 6 16:19:45 2004 GMT

notAfter=Jjun 6 16:19:45 2005 GMT

MD5 Fingerprint=78:24:5F:04:32:5F:92:37:F0:72:20:89: 42:59:DA:53
Starting Courier POP3-SSL server: pop3d-ssl.

Nota: El proceso de instalacion ha generado un certi cado de ejemp lo. Se utilizara este certi cado para
hacer las pruebas.

A continuacién se muestra la descripcion de los paquetesajaeaban de instalar:

Ejemplo 10-3. Descripcion de los paquetesourier-pop-ssly courier-ssl

# [usr/bin/apt-cache shoe courier-pop-ssl courier-ssl

Package: courier-pop-ssl

Priority: optional

Section: mail

Installed-Size: 124

Maintainer: Stefan Hornburg (Racke) <racke@linuxia.de>

Architecture: 1386

Source: courier

Version: 0.45.4-1

Depends: courier-pop, courier-ssl (>= 0.45.4)

Filename: pool/main/c/courier/courier-pop-ssl_0.45.4 -1_i386.deb
Size: 18320

MD5sum: f9c9f2b3b90bb13eacl7e52a377ccfa7

Description: Courier Mail Server - POP3 over SSL

POP3 over SSL is handled by the regular POP3 daemon from couri er-pop
in conjunction with the SSL/TLS wrapper supplied by courier -ssl.

Package: courier-ssl

Priority: optional

Section: mail

Installed-Size: 692

Maintainer: Stefan Hornburg (Racke) <racke@linuxia.de>
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Architecture: 1386
Source: courier
Version: 0.45.4-1

Depends: libc6 (>= 2.3.2.ds1-4), libssl0.9.7, courier-ba se (>= 0.45.4), openssl
Filename: pool/main/c/courier/courier-ss|_0.45.4-1 i 386.deb
Size: 188422

MD5sum: 4ff16dc86d7a02eb494a69706b50f331
Description: Courier Mail Server - SSL/TLS Support

The Courier Mail Server employs the SSL/TLS wrapper applica tion
couriertls instead of equipping the different application s with
SSL/TLS support. Additionally, this package contains a def ault set

of trusted X.509 root CA certs.

Tras la instalacion, el sistema dispone de un nuevo demag@scucha en el puerto 995 (pop3s); si ahora su
gestor de correo se conecta a este puerto para bajarserfespor el protocolo POP3, lo hard utilizando
encriptacion en la transferencia.

Sugerencia:Seria interesante forzar el uso de TLS, para ello asigne el valor “1” a la variable
POP3_TLS_REQUIRED del archivo de con guracion del demonio courier-pop-ssl:
letc/courier/pop3d-ssl
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Para dar soporte SSL al servidor IMAP, se ha de instalar elgiaqourier-imap-sslEl siguiente ejemplo
muestra como hacerlo:

Ejemplo 11-1. Instalacion del paquetecourier-imap-ssl

# /[usr/bin/apt-get install courier-imap-ssl

Leyendo lista de paquetes... Hecho

Creando arbol de dependencias... Hecho

Se instalaran los siguientes paquetes NUEVOS:
courier-imap-ssl

0 actualizados, 1 se instalaran, 0 para eliminar y 9 no actual izados.
Se necesita descargar 0B/18,5kB de archivos.
Se utilizaran 127kB de espacio de disco adicional después de desempagquetar.

--------------------- Sourcerer Apt Watcher -----------
Configure: courier-imap-ssl

(Leyendo la base de datos ...

274822 ficheros y directorios instalados actualmente.)

Desempaquetando courier-imap-ssl (de .../courier-imap- ssl_3.0.3-1_i386.deb) ...
Configurando courier-imap-ssl (3.0.3-1) ...

Generating a 1024 bit RSA private key

+H+t++

+ e+

1024 semi-random bytes loaded

Generating DH parameters, 512 bit long safe prime, generato r 2

This is going to take a long time

.......................................... R S A A

subject= /C=US/ST=NY/L=New York/O=Courier Mail Server/O U=Automatically-generated IMAP
SSL key/CN=localhost/emailAddress=postmaster@example .com

notBefore=Jun 6 16:35:58 2004 GMT

notAfter=Jun 6 16:35:58 2005 GMT

MD5 Fingerprint=59:94:B8:E5:54:6B:DE:4D:33:08:F9:90: 74:81:1F:.0B
Starting Courier IMAP-SSL server: imapd-ssl.

Nota: El proceso de instalacion ha generado un certi cado de ejemp lo. Se utilizara este certi cado para
hacer las pruebas.

A continuacién se muestra la descripcion de los paquetesajaeaban de instalar:

Ejemplo 11-2. Descripcion del paqueteourier-imap-ssl

# lusr/bin/apt-cache shoe courier-imap-ssl

Package: courier-imap-ssl|

Priority: extra

Section: mail

Installed-Size: 124

Maintainer: Stefan Hornburg (Racke) <racke@linuxia.de>
Architecture: i386
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Source: courier (0.45.4-1)
Version: 3.0.3-1

Depends: courier-imap (>= 1.3.7-3), courier-ssl (>= 0.45. 4), openssl|
Suggests: imap-client

Filename: pool/main/c/courier/courier-imap-ssl_3.0.3 -1_i386.deb

Size: 18514

MD5sum: 4af6baf8397602608b4a19035db6b7c3

Description: Courier Mail Server - IMAP over SSL

IMAP over SSL is handled by the regular IMAP daemon from couri er-imap
in conjunction with the SSL/TLS wrapper supplied by courier -ssl.

Tras la instalacion, el sistema dispone de un nuevo demargi@scucha en el puerto 993 (imaps); si ahora su
gestor de correo se conecta a este puerto para bajarsedesscpor el protocolo IMAP, lo hara utilizando
encriptacién en la transferencia.

Sugerencia:Seria interesante forzar el uso de TLS, para ello asigne el valor “1” a la variable
IMAP_TLS_REQUIRED del archivo de con guracién del demonio courier-imap-ssl:
/etc/courier/imap-ssl
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Apéndice A. Archivo de con guracion
/etc/postfix/main.cf

# see /usr/share/postfix/main.cf.dist for a commented, fu ller
# version of this file.

# NOMBRE, DOMINIO(S) y RED(ES)
myhostname = todoscsi

mydomain = gsr.pt
myorigin = /etc/mailname
#relay =

# DIRECCION QUE APARECE EN EL FROM
#myorigin = $myhostname
#myorigin = $mydomain

# CONFIGURACION TLS
smtp_use_tls = yes
smtpd_use_tls = yes
smtp_tls_note_starttls = yes
smtpd_tls_note_starttls = yes

smtpd_tls_key_file = /etc/postfix/ssl/smtpd-key.pem
smtpd_tls_cert_file = /etc/postfix/ssl/smtpd.pem
smtpd_tls_loglevel =1

## CONFIGURACION SASL

#broken_sasl_auth_clients = yes
#smtpd_sasl_local_domain = $myhostname
#smtpd_sasl_auth_enable = yes

#smtpd_sasl_security_options = noanonymous

# UBICACION DE DIRECTORIOS

#

# Do not change these directory settings - they are critical t 0 Postfix
# operation.

command_directory = /usr/shin

daemon_directory = /ustr/lib/postfix

program_directory = /ust/lib/postfix

# PROPIETARIO DE COLAS Y PROCESOS
mail_owner = postfix
setgid_group = postdrop

# TRATAMIENTO DE ALIAS
alias_maps = hash:/etc/aliases
alias_database = hash:/etc/aliases

# Alias virtuales
virtual_maps = |dap:valiases
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valiases_server_host = gsr.pt

valiases_search_base = ou=alias,ou=postfix,dc=gsr,dc= pt
valiases_query_filter = (&(mail=%s)(objectClass=Couri erMailAlias))
valiases_result_attribute = maildrop

valiases_bind = no

# IDENTIFICACION DE USUARIOS LOCALES
local_recipient_maps = unix:passwd.byname $alias_maps

# ENVIO EN PARALELO A UN MISMO DESTINO
local_destination_concurrency_limit = 2
default_destination_concurrency_limit = 10

# OTROS PARAMETROS DE CONFIGURACION

notify_classes = resource, software, policy
disable_vrfy_command = yes

disable_dns_lookups = no

#relayhost = [$relay]
message_size_limit = 10485760
mailbox_size limit = 0

maximal_queue_lifetime = 5d

recipient_delimiter = +

append_dot_mydomain = no

biff = no

# CONTROL DE CORREO ENTRANTE / SALIENTE

mynetworks = 127.0.0.0/8 192.168.2.0/24

mydestination = todoscsi.gsr.pt localhost.gsr.pt gsr.pt todoscsi.chets.lan, \
localhost.chets.lan, localhost, todoscsi

#relay_domains =

#smtpd_client_restrictions = reject_rbl_client relays. ordb.org \

# reject_rhsbl_client relays.ordb.org reject_unknown_c lient
#smtpd_helo_required = yes

#smtpd_helo_restrictions = reject_invalid_hostname rej ect_unknown_hostname \
# reject_non_fqdn_hostname

##smtpd_recipient_restrictions = permit_sasl_authenti cated permit_mynetworks \

# reject_unauth_destination

#H#smtpd_data_restrictions = reject_unauth_pipelining

##header_checks = regexp:/etc/postfix/header_checks

##tbody_checks = regexp:/etc/postfix/body_checks

local_transport = local
mailbox_command = procmail -a "$EXTENSION"
content_filter = smtp-amavis:[localhost]:10024

# VERSION
mail_name = Postfix
smtpd_banner = $myhostname ESMTP $mail_name (Debian/GNU)
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Apéndice B. Archivo de con guracion
/etc/postfix/master.cf

HOHHHHHFHHHHHHHHHHHEHHHHHHHHHHHHHHHHEHH R HHEHH R HEHHEH

Postfix master process configuration file. Each logical |
describes how a Postfix daemon program should be run.

A logical line starts with non-whitespace, non-comment te
Empty lines and whitespace-only lines are ignored, as are c
lines whose first non-whitespace character is a “#.

A line that starts with whitespace continues a logical line

The fields that make up each line are described below. A "-" f
value requests that a default value be used for that field.

Service: any name that is valid for the specified transport

(the next field). With INET transports, a service is specif
host:port. The host part (and colon) may be omitted. Either

or port may be given in symbolic form or in numeric form. Exam
for the SMTP server: localhost:smtp receives mail via the |
interface only; 10025 receives mail on port 10025.

Transport type: "inet" for Internet sockets, "unix" for UN
sockets, "fifo" for named pipes.

Private: whether or not access is restricted to the mail sys
Default is private service. Internet (inet) sockets can't

Unprivileged: whether the service runs with root privileg
the owner of the Postfix system (the owner name is controlle
mail_owner configuration variable in the main.cf file). O
pipe, virtual and local delivery daemons require privileg

Chroot: whether or not the service runs chrooted to the mail
directory (pathname is controlled by the queue_directory
variable in the main.cf file). Presently, all Postfix daem
chrooted, except for the pipe, virtual and local delivery d

The proxymap server can run chrooted, but doing so defeats m
the purpose of having that service in the first place.

The files in the examples/chroot-setup subdirectory desc

to set up a Postfix chroot environment for your type of machi

Wakeup time: automatically wake up the named service after
specified number of seconds. A ? at the end of the wakeup time
field requests that wake up events be sent only to services t
are actually being used. Specify 0 for no wakeup. Presently
the pickup, queue manager and flush daemons need a wakeup ti

Max procs: the maximum number of processes that may execute
service simultaneously. Default is to use a globally confi

limit (the default_process_limit configuration paramet

Specify 0 for no process count limit.

ine

xt.
omment

ield

type
ied as
host
ples
oopback

IX-domain

tem.
be private.

es or as

d by the
nly the
es.

queue

configuration

ons can run
aemons.
ost of

ribe how
ne.

the
hat
, only

mer.

this
gurable

er in main.cf).

Command + args: the command to be executed. The command name is

relative to the Postfix program directory (pathname is con

trolled by

95



Apéndice B. Archivo de con guracidatc/postfix/master.cf

e or more
ga-D
and variable
d man pages

the daemon_directory configuration variable). Adding on

-v options turns on verbose logging for that service; addin
option enables symbolic debugging (see the debugger_comm
in the main.cf configuration file). See individual comman

for specific command-line options, if any.

General main.cf options can be overridden for specific ser vices.

To override one or more main.cf options, specify them as arg uments
below, preceding each option by "-0". There must be no white space
in the option itself (separate multiple values for an optio n by
commas).

In order to use the "uucp" message tranport below, set up ent ries
in the transport table.

In order to use the "cyrus" message transport below, config ure it

in main.cf as the mailbox_transport.

SPECIFY ONLY PROGRAMS THAT ARE WRITTEN TO RUN AS POSTFIXIOME
ALL DAEMONS SPECIFIED HERE MUST SPEAK A POSTFIX-INTERNARCHOCOL.

DO NOT SHARE THE POSTFIX QUEUE BETWEEN MULTIPLE POSTFIXANSES.

HOH K H HH R HHHHHHHHHHHEHHHEHHHHHEH

service type private unpriv. chroot wakeup maxproc command + args
(yes) (yes) (yes) (never) (100)

smtp inet n - - - - smtpd
#submission inet n - - - - smtpd
# -0 smtpd_etrn_restrictions=reject
#628 inet n - - - - gmqgpd
pickup fifo n - - 60 1 pickup
cleanup  unix n - - - 0 cleanup
gmgr fifo n - - 300 1 gmgr
#qmar fifo n - - 300 1 ogmgr
rewrite unix - - - - - trivial-rewrite
bounce unix - - - - 0 bounce
defer unix - - - - 0 bounce
trace unix - - - - 0 bounce
verify unix - - - - 1 verify
flush unix n - - 1000? O flush
proxymap unix - - n - - proxymap
smtp unix - - - - - smtp
relay unix - - - - - smtp
# -0 smtp_helo_timeout=5 -0 smtp_connect_timeout=5
showq unix n - - - - showq
error unix - - - - - error
local unix - n n - - local
virtual unix - n n - - virtual
Imtp unix - - n - - Imtp
anvil unix - - n - 1 anvil
#
# Interfaces to non-Postfix software. Be sure to examine the manual
# pages of the non-Postfix software to find out what options i t wants.
#
# maildrop. See the Postfix MAILDROP_README file for detail S.

#
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maildrop  unix - n n - - pipe

flags=DRhu user=vmail argv=/usr/local/bin/maildrop -d $ {recipient}
#
# The Cyrus deliver program has changed incompatibly, multi ple times.
cyrus unix - n n - - pipe

flags=R user=cyrus argv=/usr/shin/cyrdeliver -e -m "${ex tension}" ${user}
#CYRUS## Cyrus 2.1.5 (Amos Gouaux)
#CYRUS## Also specify in main.cf: cyrus_destination_reci pient_limit=1
#CYRUS#cyrus unix - n n - - pipe
#CYRUS# user=cyrus argv=/usr/shin/deliver -e -r ${sender } -m ${extension} \
# ${user}
uucp unix - n n - - pipe

flags=Fghu user=uucp argv=uux -r -n -z -a$sender - $nexthop Irmail \

($recipient)

ifmail unix - n n - - pipe

flags=F user=ftn argv=/usr/lib/ifmail/ifmail -r $nextho p ($recipient)
bsmtp unix - n n - - pipe

flags=Fqg. user=bsmtp argv=/usr/lib/bsmtp/bsmtp -d -t$ne xthop -f$sender \

$recipient

scalemail-backend unix - n n - 2  pipe

flags=R user=scalemail argv=/usr/lib/scalemail/bin/sc alemail-store \

${nexthop} ${user} ${extension}
# only used by postfix-tls

tismgr fifo - - n 300 1 tlsmgr
smtps inet n - n - - smtpd -0 smtpd_tls_wrappermode=yes \

-0 smtpd_sasl_auth_enable=yes
587 inet n - n - - smtpd -0 smtpd_enforce_tls=yes \

-0 smtpd_sasl_auth_enable=yes
smtp-amavis unix - -y - 2  smtp

-0 smtp_data_done_timeout=1200

-0 disable_dns_lookups=yes
127.0.0.1:10025 inet n -y

-0 content_filter=

-0 local_recipient_maps=

-0 relay_recipient_maps=

-0 smtpd_restriction_classes=

-0 smtpd_client_restrictions=

-0 smtpd_helo_restrictions=

-0 smtpd_sender_restrictions=

-0 smtpd_recipient_restrictions=permit_mynetworks,re ject

-0 mynetworks=127.0.0.0/8

-0 strict_rfc821_envelopes=yes

smtpd

97



Apéndice C. Archivo de con guracion

/etc/courier/authdaemonrc

#
#VERSION: $Id: courier-authdaemonrc.xml,v 1.1 2004/06/2 9 20:33:32 sergio Exp $
#
# Copyright 2000-2001 Double Precision, Inc. See COPYING fo r
# distribution information.
#
# authdaemonrc created from authdaemonrc.dist by sysconft ool
#
# Do not alter lines that begin with ##, they are used when upgr ading
# this configuration.
#
# This file configures authdaemond, the resident authentic ation daemon.
#
# Comments in this file are ignored. Although this file is int ended to
# be sourced as a shell script, authdaemond parses it manuall y, SO
# the acceptable syntax is a bit limited. Multiline variable contents,
# with the \ continuation character, are not allowed. Everyt hing must
# fit on one line. Do not use any additional whitespace for ind entation,
# or anything else.
#NAME: authmodulelist:0

The authentication modules that are linked into authdaemo nd. The

default list is installed. You may selectively disable mod ules simply

ules you

#

#

# by removing them from the following list. The available mod
# can use are: authcustom authcram authuserdb authldap auth
# authpam

authmodulelist="authpam authldap"

##NAME: authmodulelistorig:1
#

pgsql authmysql

# This setting is used by Courier's webadmin module, and shou Id be left
# alone
authmodulelistorig="authcustom authcram authuserdb aut hldap authpgsqgl \
authmysql authpam"
#NAME: daemons:0
The number of daemon processes that are started. authdaemo n is typically

installed where authentication modules are relatively ex
as authldap, or authmysqgl, so it's better to have a number of

one daemon. Specifically, SystemV derived platforms that
socket emulation. I'm suspicious of TLI's ability to handl
processes accepting connections on the same filesystem do

You may need to increase daemons if as your system load incre
include sporadic authentication failures. If you start ge
authentication failures, increase daemons. However, the

HOH KR HHHHHHH R

PLEASE NOTE: Some platforms may experience a problem if the

SHOULD be sufficient. Bumping up daemon count is only a shor

pensive: such

them running.
re's more than
use TLI with

e multiple
main socket.

ases.
tting
default of 5
t-term

Symptoms
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# solution. The permanent solution is to add more resources:
# disks, faster CPUs...

daemons=5

#NAME: version:0

#

# When you have multiple versions of authdaemond.* installe
# just picks the first one it finds. Set "version" to override
# For example: version=authdaemond.plain

version=

##NAME: authdaemonvar:0

#

# authdaemonvar is here, but is not used directly by authdaem
# used by various configuration and build scripts, so don't t

authdaemonvar=/var/run/courier/authdaemon

RAM, faster

d, authdaemond
that.

ond. It's
ouch it!
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/etc/courier/authldaprc

#
#VERSION: $Id: courier-authldaprc.xml,v 1.1 2004/06/29 2 0:33:32 sergio Exp $

Copyright 2000-2004 Double Precision, Inc. See COPYING fo r
distribution information.

Do not alter lines that begin with ##, they are used when upgr ading
this configuration.

authldaprc created from authldaprc.dist by sysconftool

DO NOT INSTALL THIS FILE with world read permissions. This f ile
might contain the LDAP admin password!

This configuration file specifies LDAP authentication pa rameters
The format of this file must be as follows:
field[spaces|tabs]value

That is, the name of the field, followed by spaces or tabs, fo llowed by
field value. No trailing spaces.

HOH KK HH R R HHHHHHHHHHHEH R

Here are the fields:

##NAME: LOCATION:O
#
# Location of your LDAP server:

LDAP_SERVER gsr.pt
LDAP_PORT 389

##NAME: LDAP_BASEDN:0
#
# Look for authentication here:

LDAP_BASEDN ou=people,dc=gsr,dc=pt

##NAME: LDAP_BINDDN:O

#

# You may or may not need to specify the following. Because you ‘'ve got

# a password here, authldaprc should not be world-readable! 1

LDAP_BINDDN cn=postfix,dc=gsr,dc=pt
LDAP_BINDPW ik

##NAME: LDAP_TIMEOUT:0
#
# Timeout for LDAP search

LDAP_TIMEOUT 15
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##NAME: LDAP_AUTHBIND:O

#

# Define this to have the Idap server authenticate passwords . If LDAP_AUTHBIND
# the password is validated by rebinding with the supplied us erid and password.
# If rebind succeeds, this is considered to be an authenticat ed request. This

# does not support CRAM-MD5 authentication, which requires userPassword.

LDAP_AUTHBIND 1

##NAME: LDAP_MAIL:0

#

# Here's the field on which we query

LDAP_MAIL mail

##NAME: LDAP_FILTER:O

#

# This LDAP filter will be ANDed with the query for the field de fined above
# in LDAP_MAIL. So if you are querying for mail, and you have LD AP_FILTER
# defined to be "(objectClass=CourierMailAccount)" the qu ery that is performed
# will be "(&(objectClass=CourierMailAccount)(mail=<so meAccount>))"

LDAP_FILTER (!(quota=-1))

##NAME: LDAP_DOMAIN:O
#
# The following default domain will be appended, if not expli citly specified.

LDAP_DOMAIN gsr.pt

##NAME: LDAP_GLOB_IDS:0

#
# The following two variables can be used to set everybody's u id and gid.
# This is convenient if your LDAP specifies a bunch of virtual mail accounts

# The values can be usernames or userids:

##NAME: LDAP_HOMEDIR:0

#

# We will retrieve the following attributes

#

# The HOMEDIR attribute MUST exist, and we MUST be able to chdi r to it

LDAP_HOMEDIR homeDirectory

##NAME: LDAP_MAILROOT:O0

#

# If homeDirectory is not an absolute path, define the root of the
# relative paths in LDAP_MAILROOT

##NAME: LDAP_MAILDIR:0
#
# The MAILDIR attribute is OPTIONAL, and specifies the locat ion of the
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# mail directory. If not specified, ./Maildir will be used
LDAP_MAILDIR mailbox

##NAME: LDAP_DEFAULTDELIVERY:0

#
# Courier mail server only: optional attribute specifies cu stom mail delivery
# instructions for this account (if defined) -- essentially overrides

# DEFAULTDELIVERY from ${sysconfdir}/courierd
LDAP_DEFAULTDELIVERY defaultDelivery

##NAME: LDAP_MAILDIRQUOTA:0

#

# The following variable, if defined, specifies the field co ntaining the
# maildir quota, see README.maildirquota for more informat ion

#

# LDAP_MAILDIRQUOTA quota

##NAME: LDAP_FULLNAME:O
#
# FULLNAME is optional, specifies the user's full name

LDAP_FULLNAME cn

##NAME: LDAP_PW:0

#

# CLEARPW is the clear text password. CRYPT is the crypted pas sword.
# ONE OF THESE TWO ATTRIBUTES IS REQUIRED. If CLEARPW is provied, and
# libhmac.a is available, CRAM authentication will be possi ble!

LDAP_CLEARPW clearPassword
LDAP_CRYPTPW userPassword

##NAME: LDAP_IDS:0

be defined as attributes for everyone.

#

# Uncomment the following, and modify as appropriate, if you r LDAP database
# stores individual userids and groupids. Otherwise, you mu st uncomment

# LDAP_GLOB_UID and LDAP_GLOB_GID above. LDAP_GLOB_UID ad LDAP_GLOB_GID
# specify a uid/gid for everyone. Otherwise, LDAP_UID and LD AP_GID must
#

#

LDAP_UID uidNumber
LDAP_GID gidNumber

##NAME: LDAP_AUXOPTIONS:0

#

# Auxiliary options. The LDAP_AUXOPTIONS setting should co ntain a list of
# comma-separated "ATTRIBUTE=NAME" pairs. These names are additional

# attributes that define various per-account "options", as given in

# INSTALL's description of the OPTIONS setting.

#

# Each ATTRIBUTE specifies an LDAP attribute name. |If it is pr esent,

# the attribute value gets placed in the OPTIONS variable, wi th the name
#

NAME. For example:
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LDAP_AUXOPTIONS shared=sharedgroup,allowimap=allowi map
Then, if an LDAP record contains the following attributes:

shared: domainl
allowimap: 0

Then authldap will initialize OPTIONS to "sharedgroup=do mainl,allowimap=0"

NOTE: ** no spaces in this setting **, the above example has e xactly
one tab character after LDAP_AUXOPTIONS

HOH K KR HHHHHHHH

##NAME: LDAP_DEREF:0

Determines how aliases are handled during a search. This op tion is available
only with OpenLDAP 2.0

#
#
#
#
# LDAP_DEREF can be one of the following values:

# never, searching, finding, always. If not specified, alia ses are
# never dereferenced.

LDAP_DEREF never

##NAME: LDAP_TLS:0

#

# Set LDAP_TLS to 1 to enable LDAP over SSL/TLS. Experimental setting.
# Requires OpenLDAP 2.0

#

LDAP_TLS 0

##NAME: LDAP_EMAILMAP:0

#

# The following optional settings, if enabled, result in an e xtra LDAP

# lookup to first locate a handle for an E-mail address, then a second lookup
# on that handle to get the actual authentication record. You Il need

# to uncomment these settings to enable an email handle looku p.

#

# The E-mail address must be of the form user@realm, and this i s plugged

# into the following search string. "@user@" and "@realm@" a re placeholders
# for the user and the realm portions of the login ID.

#

# LDAP_EMAILMAP (&(userid=@user@)(realm=@realm@))

##NAME: LDAP_EMAILMAP_BASEDN:0

#

# Specify the basedn for the email lookup. The default is LDAP _BASEDN.
#

# LDAP_EMAILMAP_BASEDN o=emailmap, c=com
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##NAME: LDAP_EMAILMAP_ATTRIBUTE:O

The attribute which holds the handle. The contents of this a ttribute

are then plugged into the regular authentication lookup, a nd you must set
LDAP_EMAILMAP_MAIL to the name of this attribute in the aut hentication
records (which may be the same as LDAP_MAIL).

You MUST also leave LDAP_DOMAIN undefined. This enables au thenticating

by handles only.

Here's an example:

dn: userid=john, realm=example.com, o=emailmap, c=com # LDAP_EMAILMAP_BASEDN
userid: john # LDAP_EMAILMAP search

realm: example.com # LDAP_EMAILMAP search

handle: cc223344 # LDAP_EMAILMAP_ATTRIBUTE

dn: controlHandle=cc223344, o=example, c=com # LDAP_BAS EDN

controlHandle: cc223344 # LDAP_EMAILMAP_MAIL set to "con trolHandle"

uid: ...

gid: ...

[ etc... ]

HOHH K HHHHHHHFHHHHHEHHEHHHH

LDAP_EMAILMAP_ATTRIBUTE handle

#NAME: LDAP_EMAILMAP_MAIL:0

#

# After reading LDAP_EMAIL_ATTRIBUTE, the second query wil | go against

# LDAP_BASEDN, but will key against LDAP_EMAILMAP_MAIL ins tead of LDAP_MAIL.
#

# LDAP_EMAILMAP_MAIL mail
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/etc/courier/pop3d

#

#VERSION: $Id: courier-pop3d.xmlv 1.1 2004/06/29 20:33: 33 sergio Exp $
#

# pop3d created from pop3d.dist by sysconftool

#

# Do not alter lines that begin with ##, they are used when upgr ading
# this configuration.

#

# Copyright 1998 - 2002 Double Precision, Inc. See COPYING fo r

# distribution information.

#

# Courier POP3 daemon configuration

#

##NAME: PIDFILE:O

#

PIDFILE=/var/run/courier/pop3d.pid

##NAME: MAXDAEMONS:0

#

# Maximum number of POP3 servers started
#

MAXDAEMONS="40"

#NAME: MAXPERIP:4
#
# Maximum number of connections to accept from the same IP add ress

MAXPERIP="4"

##NAME: AUTHMODULES:0

#

B R R R A R R TR T T T BB TR T
##

## Authentication modules which attempt to validate userid /password

## combinations. See authpam(8) for more information. The d efault set

## is installed at configuration time. You may have to edit th e following
## to remove unnecessary authentication modules. In partic ular, if

## authpam is included in the list below, you will have to remo ve authpwd
## and authshadow, since their functionality is included in the authpam
## module.

#it

HHHHH AR R R HHHHHHH AT
#

# If this is currently set to AUTHMODULES="authdaemon", DO N OT CHANGE IT.
# Instead, change the parameter authmodulelist in authdaem onrc.

AUTHMODULES="authdaemon"

##NAME: AUTHMODULES_ORIG:0
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#
# This setting is for use with webadmin

AUTHMODULES_ORIG="authdaemon"
##NAME: DEBUG_LOGIN:0

Dump additional login diagnostics to syslog

DEBUG_LOGIN=1 - turn on login debugging

#

#

#

# DEBUG_LOGIN=0 - turn off login debugging

#

# DEBUG_LOGIN=2 - turn on login debugging + log passwords too

DEBUG_LOGIN=0

##NAME: POP3AUTH:1

To advertise the SASL capability, per RFC 2449, uncomment t
variable:

POP3AUTH="LOGIN"

#
#
#
#
#
#
# If you have configured the CRAM-MD5 or CRAM-SHA1, set POP3A
# like this:

#
#

POP3AUTH="LOGIN CRAM-MD5 CRAM-SHA1"
POP3AUTH=""

##NAME: POP3AUTH_ORIG:0
#
# For use by webadmin

POP3AUTH_ORIG="LOGIN CRAM-MD5 CRAM-SHA1"

##NAME: POP3AUTH_TLS:1

#

# To also advertise SASL PLAIN if SSL is enabled, uncomment th
# POP3AUTH_TLS environment variable:

#

# POP3AUTH_TLS="LOGIN PLAIN"

POP3AUTH_TLS=""

##NAME: POP3AUTH_TLS_ORIG:0

#

# For use by webadmin

POP3AUTH_TLS_ORIG="LOGIN PLAIN"

##NAME: PORT:1

Port to listen on for connections. The default is port 110.
Multiple port numbers can be separated by commas. When mult

numbers are used it is possibly to select a specific IP addre

#
#
#
#
#
# given port as "ip.port". For example, "127.0.0.1.900,192

he POP3AUTH

UTH to something

iple port
ss for a

.68.0.1.900"
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# accepts connections on port 900 on IP addresses 127.0.0.1 a

# The ADDRESS setting is a default for ports that do not have a s

# IP address.
PORT=110

##NAME: ADDRESS:0
#
# IP address to listen on. 0 means all IP addresses.

ADDRESS=0

##NAME: TCPDOPTS:0

#

# Other couriertcpd(1l) options. The following defaults sho
#

TCPDOPTS="-nodnslookup -noidentlookup"

##NAME: POP3DSTART:0

#

# POP3DSTART is not referenced anywhere in the standard Cour
# or scripts. Rather, this is a convenient flag to be read by yo
# startup script in /etc/rc.d, like this:

#

# . letc/courier/pop3d

# case x$POP3DSTART in

#  XlyYI)

# lusr/lib/courier/pop3d.rc start

# »

# esac

#

# The default setting is going to be NO, until Courier is shipp
# with enough platforms so that people get annoyed with havin
# YES every time.

POP3DSTART="YES"

##NAME: MAILDIRPATH:0

#

# MAILDIRPATH - directory name of the maildir directory.
#

MAILDIRPATH=Maildir

nd 192.68.0.1

pecified

uld be fine.

ier programs
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/etc/courier/pop3d-ssl

#
#VERSION: $Id: courier-pop3d-ssl.xml,v 1.1 2004/06/29 20

pop3d-ssl created from pop3d-ssl.dist by sysconftool

Do not alter lines that begin with ##, they are used when upgr
this configuration.

Copyright 2000-2002 Double Precision, Inc. See COPYING fo
distribution information.

This configuration file sets various options for the Couri
when used to handle SSL POP3 connections.

SSL and non-SSL connections are handled by a dedicated inst
couriertcpd daemon. If you are accepting both SSL and non-S
connections, you will start two instances of couriertcpd,

POP3 port 110, and another one on the POP3-SSL port 995.

Download OpenSSL from http://www.openssl.org/

HOH K HHHHHHHHHHHHHHHHR

##NAME: SSLPORT:0

Options in the pop3d-ssl configuration file AUGMENT the op
pop3d configuration file. First the pop3d configuration f

then the pop3d-ssl configuration file, so we do not have to r
anything.

However, some things do have to be redefined. The port numbe
specified by SSLPORT, instead of PORT. The default port is p

Multiple port numbers can be separated by commas. When mult
numbers are used it is possibly to select a specific IP addre
given port as "ip.port". For example, "127.0.0.1.900,192

accepts connections on port 900 on IP addresses 127.0.0.1 a
The SSLADDRESS setting is a default for ports that do not hav
a specified IP address.

HOH K HH R R HHHHHHH

SSLPORT=995

##NAME: SSLADDRESS:0

#

# Address to listen on, can be set to a single IP address.
#

# SSLADDRESS=127.0.0.1

SSLADDRESS=0

##NAME: SSLPIDFILE:O

#

# You can also redefine AUTHMODULES, although | can't
# think of why you'd want to do that.

:33:32 sergio Exp $

ading

er-IMAP server
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#
#

SSLPIDFILE=/var/run/courier/pop3d-ssl.pid

##NAME: POP3DSSLSTART:O0

z Whether or not to start POP3 over SSL on spop3 port:
POP3DSSLSTART="YES"

##NAME: POP3_STARTTLS:0

Z Whether or not to implement the POP3 STLS extension:

POP3_STARTTLS=YES

##NAME: POP3_TLS_REQUIRED:1

#

# Set POP3_TLS_REQUIRED to 1 if you REQUIRE STARTTLS for ever yone.

# (this option advertises the LOGINDISABLED POP3 capabilit y, until STARTTLS
# is issued).

POP3_TLS_REQUIRED="1"

##NAME: COURIERTLS:0

#

# The following variables configure POP3 over SSL. If OpenSS L is available

# during configuration, the couriertls helper gets compile d, and upon

# installation a dummy TLS_CERTFILE gets generated. courie resmtpd will

# automatically advertise the ESMTP STARTTLS extension if b oth TLS_CERTFILE
# and COURIERTLS exist.

#

# WARNING: Peer certificate verification has NOT yet been te sted. Proceed

# at your own risk. Only the basic SSL/TLS functionality is kn own to be

# working. Keep this in mind as you play with the following var iables.

COURIERTLS=/usr/bin/couriertls

##NAME: TLS_PROTOCOL:0

#

# TLS_PROTOCOL sets the protocol version. The possible vers ions are:
#

# SSL2 - SSLv2

# SSL3 - SSLv3

# TLS1 - TLS1

TLS_PROTOCOL=SSL3

#ANAME: TLS_STARTTLS_PROTOCOL:0

#

# TLS_STARTTLS_PROTOCOL is used instead of TLS PROTOCOL fo r the POP3 STARTTLS
# extension, as opposed to POP3 over SSL on port 995.

#

TLS_STARTTLS_PROTOCOL=TLS1
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##NAME: TLS_CIPHER_LIST:0
#
# TLS_CIPHER_LIST optionally sets the list of ciphers to be u sed by the
# OpenSSL library. In most situations you can leave TLS_CIPH ER_LIST
# undefined
#
# TLS_CIPHER_LIST="ALL:!ADH:RC4+RSA:+SSLV2:@STRENGTH "

##NAME: TLS_TIMEOUT:0

# TLS_TIMEOUT is currently not implemented, and reserved fo r future use.
# This is supposed to be an inactivity timeout, but its not yet implemented.
#

##NAME: TLS_DHCERTFILE:O

#

# TLS_DHCERTFILE - PEM file that stores our Diffie-Hellman c ipher pair.

# When OpenSSL is compiled to use Diffie-Hellman ciphers ins tead of RSA
# you must generate a DH pair that will be used. In most situati ons the
# DH pair is to be treated as confidential, and the file specif ied by

# TLS_DHCERTFILE must not be world-readable.

#

# TLS_DHCERTFILE=

##NAME: TLS_CERTFILE:O

#

# TLS_CERTFILE - certificate to use. TLS_CERTFILE is requir ed for SSL/TLS
# servers, and is optional for SSL/TLS clients. TLS_CERTFIL E is usually

# treated as confidential, and must not be world-readable.

#

TLS_CERTFILE=/etc/courier/pop3d.pem

##NAME: TLS_TRUSTCERTS:0

to PEER or REQUIREPEER).

#

# TLS_TRUSTCERTS=pathname - load trusted certificates fro m pathname.
# pathname can be a file or a directory. If a file, the file shou Id
# contain a list of trusted certificates, in PEM format. If a

# directory, the directory should contain the trusted certi ficates,
# in PEM format, one per file and hashed using OpenSSL's c¢_reh ash
# script. TLS_TRUSTCERTS is used by SSL/TLS clients (by spec ifying

# the -domain option) and by SSL/TLS servers (TLS_VERIFYPEE R is set
#

#

#

#

TLS_TRUSTCERTS=
##NAME: TLS_VERIFYPEER:O

TLS_VERIFYPEER - how to verify client certificates. The po ssible values of
this setting are:

NONE - do not verify anything
PEER - verify the client certificate, if one's presented

#
#
#
#
#
#
#
# REQUIREPEER - require a client certificate, fail if one's n ot presented
#
#
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TLS_VERIFYPEER=NONE
##NAME: TLS_CACHE:O

#

# A TLS/SSL session cache may slightly improve response for |
# POP3 clients. TLS_CACHEFILE will be automatically create

# bytes long, and used as a cache buffer.
#
#
#
#

This is an experimental feature and should be disabled if it
problems with SSL clients. Disable SSL caching by commenti
following settings:

TLS_CACHEFILE=/var/lib/courier/courierssicache
TLS_CACHESIZE=524288

ong-running
d, TLS_CACHESIZE

causes
ng out the
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/etc/courier/imapd

#

#VERSION: $Id: courier-imapd.xml,v 1.1 2004/06/29 20:33:

HOHOH K HHH K HHH R HHHHR

imapd created from imapd.dist by sysconftool

Do not alter lines that begin with ##, they are used when upgr
this configuration.

Copyright 1998 - 2004 Double Precision, Inc. See COPYING fo
distribution information.

This configuration file sets various options for the Couri
when used with the couriertcpd server.
A lot of the stuff here is documented in the manual page for co

NOTE - do not use \ to split long variable contents on multipl
This will break the default imapd.rc script, which parses t

##NAME: ADDRESS:0

#
#
#
#

Address to listen on, can be set to a single IP address.

ADDRESS=127.0.0.1

ADDRESS=0

##NAME: PORT:1

#

# Port numbers that connections are accepted on. The default
# the standard IMAP port.

#

# Multiple port numbers can be separated by commas. When mult
# numbers are used it is possible to select a specific IP addre
# given port as "ip.port". For example, "127.0.0.1.900,192

# accepts connections on port 900 on IP addresses 127.0.0.1 a
# The previous ADDRESS setting is a default for ports that do n
# a specified IP address.

PORT=143

##NAME: AUTHSERVICE:O

HOHH K H HH

It's possible to authenticate using a different 'service'
depending on the connection's port. This only works with au
modules that use the 'service' parameter, such as PAM. Exam

AUTHSERVICE143=imap
AUTHSERVICE993=imaps

##NAME: MAXDAEMONS:0

#
#

Maximum number of IMAP servers started

32 sergio Exp $
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#
MAXDAEMONS="40"
##NAME: MAXPERIP:0
#
# Maximum number of connections to accept from the same IP add ress
MAXPERIP="4"
##NAME: PIDFILE:O
#
# File where couriertcpd will save its process ID
#
PIDFILE=/var/run/courier/imapd.pid
##NAME: TCPDOPTS:0
#
# Miscellaneous couriertcpd options that shouldn't be chan ged.
#
TCPDOPTS="-nodnslookup -noidentlookup"

##NAME: AUTHMODULES:0

#

# Authentication modules. Here's the default list:

#

# authdaemon

#

# The default is set during the initial configuration.

#

# If this is currently set to AUTHMODULES="authdaemon”, DO N OT CHANGE IT.
# Instead, change the parameter authmodulelist in authdaem onrc.

AUTHMODULES="authdaemon"
##NAME: AUTHMODULES_ORIG:0
#

# For use by webadmin

AUTHMODULES_ORIG="authdaemon"

##NAME: DEBUG_LOGIN:O

#

# Dump additional login diagnostics to syslog

#

# DEBUG_LOGIN=0 - turn off login debugging

# DEBUG_LOGIN=1 - turn on login debugging

# DEBUG_LOGIN=2 - turn on login debugging + log passwords too

DEBUG_LOGIN=0

##NAME: IMAP_CAPABILITY:1

#

# IMAP_CAPABILITY specifies what most of the response shoul d be to the
# CAPABILITY command.
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#

# If you have properly configured Courier to use CRAM-MD5 or C
# authentication (see INSTALL), set IMAP_CAPABILITY as fol

#

RAM-SHA1

lows:

# IMAP_CAPABILITY="IMAP4revl UIDPLUS CHILDREN NAMESPACE THREAD=ORDEREDSUBJECT \

# THREAD=REFERENCES SORT QUOTA AUTH=CRAM-MD5 AUTH=ECRAMEH E"

#

IMAP_CAPABILITY="IMAP4revl UIDPLUS CHILDREN NAMESPACE HREAD=ORDEREDSUBJECT \

THREAD=REFERENCES SORT QUOTA IDLE"

##NAME: KEYWORDS_CAPABILITY:0
#

# IMAP_KEYWORDS=1 enables custom IMAP keywords. Set this op

# disable custom keywords.
IMAP_KEYWORDS=1

##NAME: SMAP1_CAPABILITY:0

#

# EXPERIMENTAL

#

# To enable the experimental "Simple Mail Access Protocol" e
# uncomment the following setting.
#

# SMAP_CAPABILITY=SMAP1
##NAME: IMAP_CAPABILITY_ORIG:1
#

# For use by webadmin

IMAP_CAPABILITY_ORIG="IMAP4revl UIDPLUS CHILDREN \

NAMESPACE THREAD=ORDEREDSUBJECT \

tion to 0 to

xtensions,

THREAD=REFERENCES SORT QUOTA AUTH=CRAM-MD5 AUTH=CRAM-SH

IDLE"

##NAME: IMAP_IDLE_TIMEOUT:O

#

# This setting controls how often

# the server polls for changes to the folder, in IDLE mode (in s

IMAP_IDLE_TIMEOUT=60

##NAME: IMAP_CAPABILITY_TLS:0

#

# The following setting will advertise SASL PLAIN authentic

# STARTTLS is established. If you want to allow SASL PLAIN aut
# with or without TLS then just comment this out, and add AUTH=
# IMAP_CAPABILITY

IMAP_CAPABILITY_TLS="$IMAP_CAPABILITY AUTH=PLAIN"
##NAME: IMAP_TLS_ORIG:0

#
# For use by webadmin

IMAP_CAPABILITY_TLS_ORIG="$IMAP_CAPABILITY_ORIG AUTH =PLAIN"

econds).

ation after
hentication
PLAIN to
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##NAME: IMAP_DISABLETHREADSORT:0

HOH K R HHHHHHHEH

Set IMAP_DISABLETHREADSORT to disable the THREAD and SORT commands -

server side sorting and threading.

Those capabilities will still be advertised, but the serve

them. Set this option if you want to disable all the extra loa
server-side threading and sorting. Not advertising those

will simply result in the clients reading the entire folder

it on the client side. That will still put some load on the ser
advertising these capabilities, but rejecting the comman
silliness.

IMAP_DISABLETHREADSORT=0

##NAME: IMAP_CHECK_ALL_FOLDERS:0

HOH KR HH R HHHHHHH

Set IMAP_CHECK_ALL_FOLDERS to 1 if you want the server to ch

mail in every folder. Not all IMAP clients use the IMAP's new
indicator, but some do. Normally new mail is checked only in
because it is a comparatively time consuming operation, an

a complete waste of time unless mail filters are used to deli
mail directly to folders.

When IMAP clients are used which support new mail indicatio
mail filters are used to sort incoming mail into folders, se
IMAP_CHECK_ALL_FOLDERS to 1 will allow IMAP clients to ann
mail in folders. Note that this will result in slightly more

server.

IMAP_CHECK_ALL_FOLDERS=0

##NAME: IMAP_OBSOLETE_CLIENT:0

#
#
#

Set IMAP_OBSOLETE_CLIENT if your IMAP client expects \\No
what \\HasNoChildren really means.

IMAP_OBSOLETE_CLIENT=0

##NAME: IMAP_ULIMITD:0

HOH K HH R HHHHH R K

IMAP_ULIMITD sets the maximum size of the data segment of th
process. The value of IMAP_ULIMITD is simply passed to the "
command (or ulimit -v). The argument to ulimi sets the upper
size of the data segment of the server process, in kilobytes
value of 65536 sets a very generous limit of 64 megabytes, wh
be more than plenty for anyone.

This feature is used as an additional safety check that shou
any potential denial-of-service attacks that exploit any

a memory leak to exhaust all the available memory on the serv
It is theoretically possible that obscenely huge folders w

result in the server running out of memory when doing server
sorting (by my calculations you have to have at least 100,00
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# in a single folder, for that to happen).
IMAP_ULIMITD=65536

##NAME: IMAP_USELOCKS:0

#
# Setting IMAP_USELOCKS to 1 will use dot-locking to support concurrent
# multiple access to the same folder. This incurs slight addi tional
# overhead. Concurrent multiple access will still work with out this setting,
# however occasionally a minor race condition may result in a n IMAP client
# downloading the same message twice, or a keyword update wil | fail.
#
# IMAP_USELOCKS=1 is strongly recommended when shared fold ers are used.
IMAP_USELOCKS=1
##NAME: IMAP_SHAREDINDEXFILE:O
#
# The index of all accessible folders. Do not change this sett ing unless
# you know what you're doing. See README.sharedfolders for a dditional
# information.
IMAP_SHAREDINDEXFILE=/etc/courier/shared/index
##NAME: IMAP_ENHANCEDIDLE:O
If Courier was compiled with the File Alteration Monitor, s etting
IMAP_ENHANCEDIDLE to 1 enables enhanced IDLE mode, where m ultiple
clients may open the same folder concurrently, and receive updates to
folder contents in realtime. See the imapd(8) man page for a dditional

information.

IMPORTANT: IMAP_USELOCKS *MUST* also be set to 1, and IDLE m
in the IMAP_CAPABILITY list.

HOHH H H HHH R K

IMAP_ENHANCEDIDLE=0

##NAME: IMAP_TRASHFOLDERNAME:O

#

# The name of the magic trash Folder. For MSOE compatibility,

# you can set IMAP_TRASHFOLDERNAME="Deleted Items".

#

# IMPORTANT: If you change this, you must also change IMAP_EM

IMAP_TRASHFOLDERNAME=Trash

##NAME: IMAP_EMPTYTRASH:0

The following setting is optional, and causes messages fro
folder to be automatically deleted after the given number o
IMAP_EMPTYTRASH is a comma-separated list of folder:days
setting, below, purges 7 day old messages from the Trash fol

Another useful setting would be:

IMAP_EMPTYTRASH=Trash:7,Sent:30

HOH K OHHH R R

ust be included

PTYTRASH

m the given
f days.

The default
der.
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This would also delete messages from the Sent folder (presu mably copies
of sent mail) after 30 days. This is a global setting that is a pplied to
every mail account, and is probably useful in a controlled, corporate

environment.

Important: the purging is controlled by CTIME, not MTIME (t he file time

as shown by Is). It is perfectly ordinary to see stuff in Tras h that's

a year old. That's the file modification time, MTIME, that' s displayed.
This is generally when the message was originally delivere d to this

mailbox. Purging is controlled by a different timestamp, C TIME, which is
changed when the file is moved to the Trash folder (and at oth er times too).
You might want to disable this setting in certain situation s - it results

in a stat() of every file in each folder, at login and logout.

IMAP_EMPTYTRASH=Trash:7

##NAME: IMAP_MOVE_EXPUNGE_TO_TRASH:0

HOHH K H HHHHR

Set IMAP_MOVE_EXPUNGE_TO_TRASH to move expunged messagse to Trash. This

effectively allows an undo of message deletion by fishing t he deleted
mail from trash. Trash can be manually expunged as usually, and malil
will get automatically expunged from Trash according to IM AP_EMPTYTRASH.
NOTE: shared folders are still expunged as usual. Shared fo Iders are

not affected.

IMAP_MOVE_EXPUNGE_TO_TRASH=0

##NAME: OUTBOX:0

#
#
#
#
#
#

The next set of options deal with the "Outbox" enhancement.
Uncomment the following setting to create a special folder , hamed
INBOX.Outbox

OUTBOX=.0utbox

##NAME: SENDMAIL:0

HOH K HHHHHHHHHHH R

If OUTBOX is defined, mail can be sent via the IMAP connectio n by copying
a message to the INBOX.Outbox folder. For all practical mat ters,
INBOX.Outbox looks and behaves just like any other IMAP fol der. If this
folder doesn't exist it must be created by the IMAP mail clie nt, just

like any other IMAP folder. The kicker: any message copied o r moved to
this folder is will be E-mailed by the Courier-IMAP server, by running
the SENDMAIL program. Therefore, messages copied or moved to this

folder must be well-formed RFC-2822 messages, with the rec ipient list
specified in the To:, Cc:, and Bcc: headers. Courier-IMAP r elies on
SENDMAIL to read the recipient list from these headers (and delete the Bcc:
header) by running the command "$SENDMAIL -oi -t -f $SENDER ", with the
message piped on standard input. $SENDER will be the return address

of the message, which is set by the authentication module.

DO NOT MODIFY SENDMAIL, below, unless you know what you're d oing.

117



Apéndice G. Archivo de con guracidatc/courier/imapd

#
SENDMAIL=/usr/sbin/sendmail
##NAME: HEADERFROM:0

For administrative and oversight purposes, the return add

will also be saved in the X-IMAP-Sender mail header. This he
added to the sent E-mail (but it doesn't get saved in the copy
message that's saved in the folder)

WARNING - By enabling OUTBOX above, *every* IMAP mail clien
the magic OUTBOX treatment. Therefore advance LARTIng is i
_all_ of your lusers, until every one of them is aware of this
OUTBOX is left at its default setting - a folder name that mig
accidentally - some people may be in for a rude surprise. You

the name of the magic folder by changing OUTBOX, above. You s
and pick a less-obvious name. Perhaps brand it with your org
name ( OUTBOX=.WidgetsAndSonsOutbox )

HOHH K HHHHHHHHHRH

HEADERFROM=X-IMAP-Sender
##NAME: IMAPDSTART:O0

IMAPDSTART is not used directly. Rather, this is a convenie
be read by your system startup script in /etc/rc.d, like thi

. letc/courier/imapd

case x$IMAPDSTART in
X[yY]”)
Jusr/lib/courier/imapd.rc start

esac

HOHH K H HH R HHHFH

# The default setting is going to be NO, so you'll have to manua
# it to yes.

IMAPDSTART="YES"

##NAME: MAILDIRPATH:0

#

# MAILDIRPATH - directory name of the maildir directory.
#

MAILDIRPATH=Maildir

ress, $SENDER
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/etc/courier/imapd-ssl

#

#VERSION: $Id: courier-imapd-ssl.xml,v 1.1 2004/06/29 20

HOH K HHHHHHHHHHHHHHHHR

imapd-ss| created from imapd-ssl.dist by sysconftool

Do not alter lines that begin with ##, they are used when upgr

this configuration.

Copyright 2000 - 2002 Double Precision, Inc. See COPYING fo

distribution information.

This configuration file sets various options for the Couri
when used to handle SSL IMAP connections.

SSL and non-SSL connections are handled by a dedicated inst
couriertcpd daemon. If you are accepting both SSL and non-S
connections, you will start two instances of couriertcpd,

IMAP port 143, and another one on the IMAP-SSL port 993.

Download OpenSSL from http://www.openssl.org/

##NAME: SSLPORT:1

HOH K HH R R HHHHHHH

Options in the imapd-ssl configuration file AUGMENT the op
imapd configuration file. First the imapd configuration f

then the imapd-ssl configuration file, so we do not have to r
anything.

However, some things do have to be redefined. The port numbe
specified by SSLPORT, instead of PORT. The default port is p

Multiple port numbers can be separated by commas. When mult
numbers are used it is possibly to select a specific IP addre
given port as "ip.port". For example, "127.0.0.1.900,192

accepts connections on port 900 on IP addresses 127.0.0.1 a
The SSLADDRESS setting is a default for ports that do not hav
a specified IP address.

SSLPORT=993

##NAME: SSLADDRESS:0

#
#
#
#

Address to listen on, can be set to a single IP address.

SSLADDRESS=127.0.0.1

SSLADDRESS=0

##NAME: SSLPIDFILE:O

#
#
#

That's the SSL IMAP port we'll listen on.
Feel free to redefine MAXDAEMONS, TCPDOPTS, and MAXPERIP.

:33:32 sergio Exp $

ading

er-IMAP server

ance of the
SL IMAP
one on the
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ile is read,
edefine
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iple port
ss for a
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nd 192.68.0.1
e
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SSLPIDFILE=/var/run/courier/imapd-ssl.pid
##NAME: IMAPDSSLSTART:0

Different pid files, so that both instances of couriertcpd can coexist
happily.

You can also redefine AUTHMODULES and IMAP_CAPABILITY, al though | can't
think of why you'd want to do that.

Ok, the following settings are new to imapd-ssl:

HOH K HH R R HHHH

Whether or not to start IMAP over SSL on simap port:
IMAPDSSLSTART="YES"

##NAME: IMAPDSTARTTLS:0

Z Whether or not to implement IMAP STARTTLS extension instea d:

IMAPDSTARTTLS="YES"

##NAME: IMAP_TLS_REQUIRED:1

#

# Set IMAP_TLS_REQUIRED to 1 if you REQUIRE STARTTLS for ever yone.

# (this option advertises the LOGINDISABLED IMAP capabilit y, until STARTTLS
# is issued).

IMAP_TLS_REQUIRED="1"

B HHHH R R R HHAHHHHHHHHH

#

# The following variables configure IMAP over SSL. If OpenSS L is available
# during configuration, the couriertls helper gets compile d, and upon

# installation a dummy TLS_CERTFILE gets generated. courie resmtpd will

# automatically advertise the ESMTP STARTTLS extension if b oth TLS_CERTFILE
# and COURIERTLS exist.

#

# WARNING: Peer certificate verification has NOT yet been te sted. Proceed
# at your own risk. Only the basic SSL/TLS functionality is kn own to be
# working. Keep this in mind as you play with the following var iables.

#

##NAME: COURIERTLS:0
#

COURIERTLS=/usr/bin/couriertls

##NAME: TLS_PROTOCOL:0

#

# TLS_PROTOCOL sets the protocol version. The possible vers ions are:
#

# SSL2 - SSLv2

# SSL3 - SSLv3

# TLS1 - TLS1
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TLS_PROTOCOL=SSL3

##NAME: TLS_STARTTLS_PROTOCOL:0
#

# TLS_STARTTLS_PROTOCOL is used instead of TLS_PROTOCOL fo r the IMAP STARTTLS

# extension, as opposed to IMAP over SSL on port 993.
#

TLS_STARTTLS_PROTOCOL=TLS1
##NAME: TLS_CIPHER_LIST:0

#
# TLS_CIPHER_LIST optionally sets the list of ciphers to be u
# OpenSSL library. In most situations you can leave TLS_CIPH
# undefined

#

# TLS_CIPHER_LIST="ALL:!ADH:RC4+RSA:+SSLV2:@STRENGTH "

#ANAME: TLS_TIMEOUT:O

# TLS_TIMEOUT is currently not implemented, and reserved fo
# This is supposed to be an inactivity timeout, but its not yet
#

##NAME: TLS_DHCERTFILE:O

#
# TLS_DHCERTFILE - PEM file that stores our Diffie-Hellman c

# When OpenSSL is compiled to use Diffie-Hellman ciphers ins

# you must generate a DH pair that will be used. In most situati
# DH pair is to be treated as confidential, and the file specif

# TLS_DHCERTFILE must not be world-readable.

#

#

TLS_DHCERTFILE=

#NAME: TLS_CERTFILE:O

#

# TLS_CERTFILE - certificate to use. TLS_CERTFILE is requir
# servers, and is optional for SSL/TLS clients. TLS_CERTFIL
# treated as confidential, and must not be world-readable.

#

TLS_CERTFILE=/etc/courier/imapd.pem

##NAME: TLS_TRUSTCERTS:0

#
# TLS_TRUSTCERTS=pathname - load trusted certificates fro

# pathname can be a file or a directory. If a file, the file shou

# contain a list of trusted certificates, in PEM format. If a

# directory, the directory should contain the trusted certi

# in PEM format, one per file and hashed using OpenSSL's c_reh
# script. TLS_TRUSTCERTS is used by SSL/TLS clients (by spec
# the -domain option) and by SSL/TLS servers (TLS_VERIFYPEE
# to PEER or REQUIREPEER).

#
#
#

TLS_TRUSTCERTS=

##NAME: TLS_VERIFYPEER:O

sed by the
ER_LIST

r future use.
implemented.

ipher pair.
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TLS_VERIFYPEER - how to verify client certificates. The po
this setting are:

NONE - do not verify anything
PEER - verify the client certificate, if one's presented

REQUIREPEER - require a client certificate, fail if one's n

HOH K KR HHHHHHH

TLS_VERIFYPEER=NONE
##NAME: TLS_CACHE:O

#

# A TLS/SSL session cache may slightly improve response for |
# that open multiple SSL sessions to the server. TLS_CACHEFI
# automatically created, TLS_CACHESIZE bytes long, and use

# buffer.

#

# This is an experimental feature and should be disabled if it

#
#

problems with SSL clients. Disable SSL caching by commenti
following settings:

TLS_CACHEFILE=/var/lib/courier/courierssicache
TLS_CACHESIZE=524288

ssible values of

ot presented

MAP clients
LE will be
d as a cache

causes
ng out the
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/etc/amavis/amavisd.conf

use strict;

# Configuration file for amavisd-new
# Defaults modified for the Debian amavisd-new package
# $ld: amavisd-amavisd.conf.xml,v 1.1 2004/06/29 20:33:3

#

# This software is licensed under the GNU General Public Lice
# See comments at the start of amavisd-new for the whole licen

#Sections:

# Section | - Essential daemon and MTA settings

# Section |l - MTA specific

# Section Il - Logging

# Section IV - Notifications/DSN, BOUNCE/REJECT/DROP/PAS
# Section V - Per-recipient and per-sender handling, whitel
# Section VI - Resource limits

# Section VII - External programs, virus scanners, SpamAssa
# Section VIII - Debugging

#GENERAL NOTES:
This file is a normal Perl code, interpreted by Perl itself.

HOH K HHH R HHHHHHHHHHHHHEHHHHHH

H*

make sure this file (or directory where it resides) is NOT W
by mere mortals, otherwise it represents a severe security
for values which are interpreted as booleans, it is recomm
to use 1 for true, and O or undef or " for false.

2 sergio Exp $

nse (GPL).
se text.

S destiny, quarantine
isting, etc.

ssin

RITABLE
risk!
ended

THIS IS DIFFERENT FROM OLDER AMAVIS VERSIONS where "no" also meant false,

now it means true, like any nonempty string does!

Perl syntax applies. Most notably: strings in ™ may inclu de variables
(which start with $ or @); to include characters @ and $ in dou ble
quoted strings, precede them by a backslash; in single-quo ted strings
the $ and @ lose their special meaning, so it is usually easie r to use

single quoted strings. Still, in both cases backslash need
variables with names starting with a '@"' are lists, the val

to them should be lists as well, e.g. (‘one@foo’, $mydomain
note the comma-separation and parenthesis. If strings in t

do not contain spaces nor variables, a Perl operator gw() ma
as a shorthand to split its argument on whitespace and produ
of strings, e.g. qw( one@foo example.com three ); Note that
to gqw is quoted implicitty and no variable interpretation i

(no '$' variable evaluations). The #-initiated comments c

within the string. In other words, $ and # lose their special
within a qw argument, just like within "..." strings.

all e-mail addresses in this file and as used internally by

are in their raw (rfc2821-unquoted and nonbracketed) form
Bob "Funny" Dude@example.com, not: "Bob \"Funny\" Dude"@
and not <"Bob \"Funny\" Dude"@example.com>; also: " and no

Section | - Essential daemon and MTA settings

s to be doubled.
ues assigned
, "three");
he list
y be used
ce a list
the argument
s done within
an not be used
meaning

the daemon
, i.e.
example.com
t <>
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# $MYHOME serves as a quick default for some other configurat ion settings.
# More refined control is available with each individual set ting further down.
# $MYHOME is not used directly by the program. No trailing sla sh!

$MYHOME = ‘/var/lib/amavis';  # (default is '/var/amavis')

# $mydomain serves as a quick default for some other configur ation settings.

# More refined control is available with each individual set ting further down.
# $mydomain is never used directly by the program.

$mydomain = ‘gsr.pt; # (no useful default)

# Set the user and group to which the daemon will change if star ted as root

# (otherwise just keeps the UID unchanged, and these setting s have no effect):
$daemon_user = 'amavis’; # (no default (undef))

$daemon_group = 'amavis’; # (no default (undef))

# Runtime working directory (cwd), and a place where

# temporary directories for unpacking mail are created.

# if you change this, you might want to modify the cleanup()
# function in /etc/init.d/amavisd-new

# (no trailing slash, may be a scratch file system)

$TEMPBASE = $MYHOME; # (must be set if other config vars use is )
#STEMPBASE = "$MYHOME/tmp"; # prefer to keep home dir /var/a mavis clean?
# $helpers_home sets environment variable HOME, and is pass ed as option

# 'home_dir_for_helpers' to Mail::SpamAssassin::new. It should be a directory

# on a normal persistent file system, not a scratch or tempora ry file system

#$helpers_home = $MYHOME; # (defaults to $MYHOME)

# Run the daemon in the specified chroot jail if nonempty:

#$daemon_chroot_dir = $MYHOME; # (default is undef, meanin g: do not chroot)
$pid_file = "/var/run/amavis/amavisd.pid"; # (default: " $MYHOME/amavisd.pid")
$lock_file = "/var/run/amavis/amavisd.lock"; # (default : "$MYHOME/amavisd.lock")

# set environment variables if you want (no defaults):
$ENV{TMPDIR} = $TEMPBASE; # wise, but usually not necessary
#...

# MTA SETTINGS, UNCOMMENT AS APPROPRIATE,
# both $forward_method and $notify_method default to 'smtp :127.0.0.1:10025'

# POSTFIX, or SENDMAIL in dual-MTA setup, or EXIM V4
# (set host and port number as required; host can be specified
# as IP address or DNS name (A or CNAME, but MX is ignored)

$forward_method = 'smtp:127.0.0.1:10025'; # where to forw ard checked mail
$notify_method = $forward_method; # where to submit notifi cations

# NOTE: The defaults (above) are good for Postfix or dual-sen dmail. You MUST
# uncomment the appropriate settings below if using other se tups!

# SENDMAIL MILTER, using amavis-milter.c helper program:
# SEE amavisd-new-milter package docs FOR DEBIAN INSTRUCTI ONS

#$forward_method = undef; # no explicit forwarding, sendma il does it by itself
# milter; option -odd is needed to avoid deadlocks

#$notify_method = 'pipe:flags=q argv=/usr/sbin/sendmai | -Ac -i -odd \

# -f ${sender} -- ${recipient};

124



Apéndice I. Archivo de con guracidetc/amavis/amavisd.conf

# just a thought: can we use use -Am instead of -odd ?

# SENDMAIL (old non-milter setup, as relay):

#$forward_method = 'pipe:flags=q argv=/usr/shin/sendma il \

# -Cletc/sendmail.orig.cf -i -f ${sender} -- ${recipient} ;
#$notify_method = $forward_method;

# SENDMAIL (old non-milter setup, amavis.c calls local deli very agent):
#$forward_method = undef;, # no explicit forwarding, amavis .c will call LDA
#$notify_method = 'pipe:flags=q argv=/usr/sbin/sendmai I -Ac -i \

# -f ${sender} -- ${recipient};

# EXIM v3 (not recommended with v4 or later, which can use SMTP setup instead):
#$forward_method = 'pipe:flags=q argv=/usr/shin/exim -0 Mr scanned-ok -i \

# -f ${sender} -- ${recipient};

#$notify_method = $forward_method;

# prefer to collect mail for forwarding as BSMTP files?
#$forward_method = "bsmtp:$MYHOME/out-%i-%n.bsmtp”;
#$notify_method = $forward_method;

# Net::Server pre-forking settings
# You may want $max_servers to match the width of your MTA pipe

# feeding amavisd, e.g. with Postfix the 'Max procs' field in the

# master.cf file, like the '2' in the: smtp-amavis unix - - n - 2 smtp

#

$max_servers = 2; # number of pre-forked children (default 2 )
$max_requests = 10; # retire a child after that many accepts ( default 10)
$child_timeout=5*60; # abort child if it does not complete e ach task in n sec

# (default: 8*60 seconds)

# Check also the settings of @av_scanners at the end if you wan t to use

# virus scanners. If not, you may want to delete the whole long assignment
# to the variable @av_scanners, which will also remove the vi rus checking

# code (e.g. if you only want to do spam scanning).

# Here is a QUICK WAY to completely DISABLE some sections of co de

# that WE DO NOT WANT (it won't even be compiled-in).

# For more refined controls leave the following two lines com mented out,

# and see further down what these two lookup lists really mean

#

# @bypass_virus_checks_acl = qw( . ); # uncomment to DISABLE anti-virus code
# @bypass_spam_checks_acl = qw( . ); # uncomment to DISABLE a nti-spam code
#

# Any setting can be changed with a new assignment, so make sur e

# you do not unintentionally override these settings furthe r down!
#@bypass_spam_checks_acl = qw( . ); # No default dependency on spamassassin
# Lookup list of local domains (see README.lookups for synta x details)

#

# NOTE:

#  For backwards compatibility the variable names @local_do mains (old) and
#  @local_domains_acl (new) are synonyms. For consistency w ith other lookups
#  the name @local_domains_acl is now preferred. It also make s it more

#  obviously distinct from the new %local_domains hash looku p table.
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#

# local_domains* lookup tables are used in deciding whether a recipient

# is local or not, or in other words, if the message is outgoing or not.
# This affects inserting spam-related headers for local rec ipients,

# limiting recipient virus notifications (if enabled) to lo cal recipients,
# in deciding if address extension may be appended, and in SQL lookups

# for non-fgdn addresses. Set it up correctly if you need feat ures

# that rely on this setting (or just leave empty otherwise).

#

# With Postfix (2.0) a quick reminder on what local domains no rmally are:
# a union of domains specified in: $mydestination, $virtual _alias_domains,
# S$virtual_mailbox_domains, and $relay_domains.

#

@local_domains_acl = ( ".$mydomain" ); # $mydomain and its s ubdomains
# @local_domains_acl = ( ".$mydomain”, "my.other.domain” );

# @local_domains_acl = qw(); # default is empty, no recipien t treated as local

# @local_domains_acl = qw( .example.com );

#@local_domains_acl = qw( .example.com !host.sub.exampl e.net .sub.example.net);

# or alternatively(A), using a Perl hash lookup table, which may be assigned
# directly, or read from a file, one domain per line; comments and empty lines
# are ignored, a dot before a domain name implies its subdomai ns:

#

#read_hash(\%local_domains, ‘/etc/amavis/local_domai ns";

#or alternatively(B), using a list of regular expressions:
# $local_domains_re = new_RE( qr'[@.]example\.com$'i );
#

# see README.lookups for syntax and semantics

#

# Section Il - MTA specific (defaults should be ok)

#

# if $relayhost_is_client is true, the IP address in $notify _method and

# $forward_method is dynamically overridden with SMTP clie nt peer address

# (if available), which makes it possible for several hosts t o share one

# daemon. The static port number is also overridden, and is dy namically

# calculated as being one above the incoming SMTP/LMTP sessi on port number.
#

# These are logged at level 3, so enable logging until you know you got it
# right.

$relayhost_is_client = 0; # (defaults to false)

$insert_received_line = 1; # behave like MTA: insert 'Recei ved:' header

# (does not apply to sendmail/milter)
# (default is true (1) )

# AMAVIS-CLIENT PROTOCOL INPUT SETTINGS (e.g. with sendmai | milter)

#  (used with amavis helper clients like amavis-milter.c and amavis.c,

#  NOT needed for Postfix and Exim or dual-sendmail - keep it un defined.)

#$unix_socketname = "/var/lib/amavis/amavisd.sock"; # a mavis helper protocol
# socket

$unix_socketname = undef; # disable listening on a unix sock et

# (default is undef, i.e. disabled)
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# Do we receive quoted or raw addresses from the helper progra m?

# (does not apply to SMTP; defaults to true)

#$gets_addr_in_quoted_form = 1;  # "Bob \"Funny\" Dude"@ex ample.com
#$gets_addr_in_quoted_form = 0; # Bob "Funny" Dude@exampl e.com

# SMTP SERVER (INPUT) PROTOCOL SETTINGS (e.g. with Postfix, Exim v4, ..)

#  (used when MTA is configured to pass mail to amavisd via SMTP or LMTP)
$inet_socket_port = 10024; # accept SMTP on this local TCP po rt

# (default is undef, i.e. disabled)
# multiple ports may be provided: $inet_socket port = [1002 4, 10026, 10028];

# SMTP SERVER (INPUT) access control
# - do not allow free access to the amavisd SMTP port !l

#
# when MTA is at the same host, use the following (one or the oth er or both):
$inet_socket_bind = '127.0.0.1"; # limit socket bind to loo pback interface
# (default is '127.0.0.1")
@inet_acl = qw( 127.0.0.1 ); # allow SMTP access only from loc alhost IP

# (default is qw( 127.0.0.1 ) )

when MTA (one or more) is on a different host, use the followi ng:
@inet_acl = gw(127/8 10.1.0.1 10.1.0.2); # adjust the list as appropriate
$inet_socket_bind = undef; # bind to all IP interfaces if un def

Examplel:
@inet_acl = qw( 127/8 10/8 172.16/12 192.168/16 );
permit only SMTP access from loopback and rfc1918 private a ddress space

Example2:
@inet_acl = qw( !192.168.1.12 172.16.3.3 !172.16.3/255. 255.255.0
127.0.0.1 10/8 172.16/12 192.168/16 );
matches loopback and rfc1918 private address space except host 192.168.1.12
and net 172.16.3/24 (but host 172.16.3.3 within 172.16.3/ 24 still matches)

Example3:
@inet_acl = qw( 127/8

1172.16.3.0 1172.16.3.127 172.16.3.0/25

1172.16.3.128 1172.16.3.255 172.16.3.128/25 );
matches loopback and both halves of the 172.16.3/24 C-clas S,
split into two subnets, except all four broadcast addresse s
for these subnets

HOH K HH R K HHHHHHHHHHHHHHHH

See README.lookups for details on specifying access contr ol lists.

H*

# Section Il - Logging
#

# true (e.g. 1) => syslog; false (e.g. 0) => logging to file
$DO_SYSLOG = 1; # (defaults to false)
#$SYSLOG_LEVEL = 'user.info’;  # (defaults to 'mail.info’)

# Log file (if not using syslog)
$LOGFILE = "/var/log/amavis.log"; # (defaults to empty, no log)
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#NOTE: levels are not strictly observed and are somewhat arb itrary
0: startup/exit/failure messages, viruses detected

args passed from client, some more interesting messages

virus scanner output, timing

server, client

decompose parts

5. more debug details

#$log_level = 2; # (defaults to 0)

*EE R WK
Ll

# Customizable template for the most interesting log file en try (e.g. with
# $log_level=0) (take care to properly quote Perl special ch aracters like '\')
# For a list of available macros see README.customize .

# only log infected messages (useful with log level 0):

# $log_templ = [? %#V [[? %#F ||banned filename ([%F|,])]]i nfected ([%V/|,)]#
# [? %#V |[? %#F ||, from=[?%0]|(?)|<%0>], to=[<%R>|,][? %i | |, quarantine %i]]#
# |, from=[?%0|(?)|<%0>], to=[<%R>|,][? %i ||, quarantine %il]';

# log both infected and noninfected messages (default):

$log_templ = '[? %#V |[? %#F [[?%#D|Not-Delivered|Passed] |IBANNED namel/type \
(%F)] |INFECTED (%V)], #

[?%0](?)|<%0>] -> [<%R>|,][? %i ||, quarantine %i], Messag e-ID: %m, Hits: %c";

#

# Section IV - Notifications/DSN, BOUNCE/REJECT/DROP/PAS S destiny, quarantine

#

# Select notifications text encoding when Unicode-aware Pe rl is converting

# text from internal character representation to external e ncoding (charset

# in MIME terminology). Used as argument to Perl Encode::enc ode subroutine.

#

# to be used in RFC 2047-encoded header field bodies, e.g. in S ubject:

#$hdr_encoding = 'iso-8859-1'; # (default: 'is0-8859-1")

#

# to be used in notification body text: its encoding and Conte nt-type.charset

#$bdy_encoding = 'is0-8859-1"; # (default: 'iso-8859-1")

# Default template texts for notifications may be overruled by directly

# assigning new text to template variables, or by reading tem plate text

# from files. A second argument may be specified in a call to re ad_text(),
# specifying character encoding layer to be used when readin g from the

# external file, e.g. 'utf8’, 'is0-8859-1', or often just $b dy_encoding.

# Text will be converted to internal character representati on by Perl 5.8.0
# or later; second argument is ignored otherwise. See PerllO ::encoding,

# Encode::PerllO and perluniintro man pages.

#

# $notify_sender_templ = read_text('/var/amavis/notify _sender.txt);

# $notify_virus_sender_templ= read_text(‘/var/amavis/ notify_virus_sender.txt);
# $notify_virus_admin_templ = read_text('/var/amavis/n otify_virus_admin.txt');
# $notify_virus_recips_templ= read_text(‘'/var/amavis/ notify_virus_recips.txt');
# $notify_spam_sender_templ = read_text(‘/var/amavis/n otify_spam_sender.txt);
# $notify_spam_admin_templ = read_text('/var/amavis/no tify_spam_admin.txt');
# If notification template files are collectively availabl e in some directory,
# use read_|l10n_templates which calls read_text for each kn own template.
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#
#  read_l10n_templates(‘/etc/amavis/en_US");
#

# Debian available locales: en_US, pt_BR

read_I10n_templates('en_US', '/etc/amavis');

(only virus controls are shown, spam controls work the same way):

bypass_virus_checks? ==> PASS

no viruses? ==> PASS

log virus if $log_templ is nonempty
quarantine if $virus_quarantine_to is nonempty
notify admin if $virus_admin (lookup) nonempty

send (non-)delivery notifications

to sender if DSN needed (BOUNCE or ($warn_virus_sender and
virus_lovers or final_destiny==D_PASS ==> PASS
DISCARD (2xx) or REJECT (5xx) (depending on final_*_desti ny)

Equivalent flow diagram applies for spam checks.
If a virus is detected, spam checking is skipped entirely.

HOH OH K HOHH K HHHHHHHHRHR

The following symbolic constants can be used in *destiny se ttings:

notified. Effectively we lose mail (but will be quarantine
unless disabled). Losing mail is not decent for a maliler,
but might be desired.

notification (bounce) will be sent to the sender by amavisd
Exception: bounce (DSN) will not be sent if a virus name matc
$viruses_that_fake_sender_re, or to messages from maili
(Precedence: bulk]list[junk);

preferably get a reject, e.g. SMTP permanent reject respon
(e.g. with milter), or non-delivery notification from MTA

(e.g. Postfix). If this is not possible (e.g. different rec

have different tolerances to bad mail contents and not usin
amavisd-new sends a bounce by itself (same as D_BOUNCE).

Notes:

for informing the sender about non-delivery, and how infor
the notification can be (amavisd-new knows more than MTA);

notification, colloquially called 'bounce’) - depending
Best suited for sendmail milter, especially for spam.

reason for mail non-delivery, but unable to reject the orig
SMTP session). Best suited to reporting viruses, and for Po

HH K HHHFHHHHHHHH R

D_PASS mail will pass to recipients, regardless of bad cont ents;

Here is an overall picture (sequence of events) of how piece s fit together

notify recips if $warnvirusrecip and (recipient is local o r $warn_offsite)
add address extensions if adding extensions is enabled and virus will pass

D_PASS))

D_DISCARD mail will not be delivered to its recipients, sen der will NOT be

d

D_BOUNCE mail will not be delivered to its recipients, a non -delivery

-new;
hes

ng lists

D_REJECT mail will not be delivered to its recipients, send er should

se

ipients

g LMTP)

D _REJECT and D_BOUNCE are similar, the difference is in who is responsible

mative

With D_REJECT, MTA may reject original SMTP, or send DSN (de livery status

on MTA;

With D_BOUNCE, amavisd-new (not MTA) sends DSN (can better explain the

inal
stfix
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# and other dual-MTA setups, which can't reject original cli ent SMTP
# session, as the mail has already been enqueued.

$final_virus_destiny = D_DISCARD; # (defaults to D_BOUNCE )
$final_banned_destiny = D_BOUNCE; # (defaults to D_BOUNCE )
$final_spam_destiny = D_PASS; # (defaults to D_REJECT)

$final_bad_header_destiny = D_PASS; # (defaults to D_PASS ), D_BOUNCE suggested
# Alternatives to consider for spam:

# - use D_PASS if clients will do filtering based on inserted m ail headers;

# - use D_DISCARD, if kill_level is set safely high;

# - use D_BOUNCE instead of D_REJECT if not using milter;

#

# D_BOUNCE is preferred for viruses, but consider:

# - use D_DISCARD to avoid bothering the rest of the network, i t is hopeless
# to try to keep up with the viruses that faker the envelope sen der anyway,
# and bouncing only increases the network cost of viruses for everyone

# - use D_PASS (or virus_lovers) and $warnvirussender=1 to d eliver viruses;

# - use D_REJECT instead of D_BOUNCE if using milter and under heavy

# virus storm;

#

# Don't bother to set both D_DISCARD and $warn*sender=1, it w ill get mapped

# to D_BOUNCE.

#

# The separation of *_destiny values into D_BOUNCE, D_REJEC T, D_DISCARD

# and D_PASS made settings $warnvirussender and $warnspams ender only still

# useful with D_PASS.

# The following $warn*sender settings are ONLY used when mai | is

# actually passed to recipients ($final_*_destiny=D_PASS , or *_lovers*).

# Bounces or rejects produce non-delivery status notificat ion anyway.

# Notify virus sender?
#$warnvirussender = 1; # (defaults to false (undef))

# Notify spam sender?
#$warnspamsender = 1; # (defaults to false (undef))

# Notify sender of banned files?
#$warnbannedsender = 1; # (defaults to false (undef))

# Notify sender of syntactically invalid header containing non-ASCIl characters?
#$warnbadhsender = 1; # (defaults to false (undef))

# Notify virus (or banned files) RECIPIENT?

# (not very useful, but some policies demand it)
#$warnvirusrecip = 1; # (defaults to false (undef))
#$warnbannedrecip = 1; # (defaults to false (undef))

# Notify also non-local virus/banned recipients if $warn*r ecip is true?

# (including those not matching local_domains*)

#$warn_offsite = 1, # (defaults to false (undef), i.e. only n otify locals)
# Treat envelope sender address as unreliable and don't send sender

# notification / bounces if name(s) of detected virus(es) ma tch the list.

# Note that virus names are supplied by external virus scanne r(s) and are
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# not standardized, so virus names may need to be adjusted.

# See README.lookups for syntax.

#

$viruses_that_fake_sender_re = new_RE(
gr'nimdalhybris|klez|bugbear|yaha|braid|sobig|fizze r|palyh|peido|holar’,
gr'tanatos|lentin|bridex|mimail|trojan\.dropper|dum aru|parite|spaces'i,
gr'dloader|galil|gibe|swen|netwatch|bics|sbrowse'i,
[qr(EICAR\.COM|Joke\.|Junk\.)'i => 0],
[QrN(WM97|OF97|W95/CIH-|JS/Fort)'i => 0],
# [qrl.*/ => 1], # true by default?

);

# where to send ADMIN VIRUS NOTIFICATIONS (should be a fully g ualified address)
# - the administrator address may be a simple fixed e-mail add ress (a scalar),
# or may depend on the SENDER address (e.g. its domain), in whi ch case

# a ref to a hash table can be specified (specify lower-cased k eys,

# dot is a catchall, see README.lookups).

#

# Empty or undef lookup disables virus admin notifications.

# $virus_admin = undef, # do not send virus admin naotificatio ns (default)

# $virus_admin = {'not.example.com' => ", "' => 'virusaler t@example.com'};
# $virus_admin = 'virus-admin@example.com’;

$virus_admin = "postmaste\@$mydomain”; # due to D_DISCAR D default

# equivalent to $virus_admin, but for spam admin notificati ons:

# $spam_admin = "spamalert\@$mydomain";

# $spam_admin = undef; # do not send spam admin notifications (default)

# $spam_admin = {'not.example.com' => ", ' => 'spamalert@ example.com'};

#advanced example, using a hash lookup table:
#$virus_admin = {

# 'baduser@subl.example.com' => 'HisBoss@subl.example. com’,

# '.subl.example.com' => 'virusalert@subl.example.com' ,

# '.sub2.example.com' => ", # don't send admin notification S
# 'a.sub3.example.com' => 'abuse@sub3.example.com’,

# '.sub3.example.com' => 'virusalert@sub3.example.com’ ,

# '.example.com’ => 'noc@example.com',  # catchall for our v irus senders
# => 'virusalert@hq.example.com', # catchall for the re st

#;

# whom notification reports are sent from (ENVELOPE SENDER) ;

# may be a null reverse path, or a fully qualified address:

# (admin and recip sender addresses default to $mailfrom

#  for compatibility, which in turn defaults to undef (empty) )

# If using strings in double quotes, don't forget to quote @, i e \@
#

#$mailfrom_notify_admin = "virusalert\@$mydomain";
#$mailfrom_notify_recip = "virusalert@$mydomain";
#$mailfrom_notify_spamadmin = "spam.police\@$mydomain ;

# 'From' HEADER FIELD for sender and admin notifications.

# This should be a replyable address, see rfc1894. Not to be co nfused
# with $mailfrom_notify_sender, which is the envelope retu rn address
# and should be empty (null reverse path) according to rfc282 1.

#
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# The syntax of the 'From' header field is specified in rfc282
# '3.4. Address Specification'. Note in particular that dis

# a quoted-string if it contains any special characters like

#

# $hdrfrom_notify_sender = "amavisd-new <postmasten@$m
# $hdrfrom_notify_sender = 'amavisd-new <postmaster@exa
# $hdrfrom_notify_sender = "Content-Filter Master" <pos

#  (defaults to: "amavisd-new <postmasten\@$myhostname>"
# $hdrfrom_notify_admin = $mailfrom_notify_admin;

#  (defaults to: $mailfrom_notify_admin)

# $hdrfrom_notify_spamadmin = $mailfrom_notify_spamadm

#  (defaults to: $mailfrom_notify_spamadmin)

# whom quarantined messages appear to be sent from (envelope

$mailfrom_to_quarantine = undef; # original sender if unde
# (default is undef)

# Location to put infected mail into: (applies to 'local:' qu
# empty for not quarantining, may be a file (mailbox),

#  or a directory (no trailing slash)

#  (the default value is undef, meaning no quarantine)

#

$QUARANTINEDIR = '/var/lib/amavis/virusmails';

#$virus_quarantine_method = "local:virus-%i-%n"; # defa
#$spam_quarantine_method = "local:spam-%b-%i-%n"; # def
#

#use the new 'bsmtp:' method as an alternative to the default
#3virus_guarantine_method = "bsmtp:3QUARANTINEDIR/vir
#$spam_quarantine_method = "bsmtp:3QUARANTINEDIR/spam

When using the 'local:' quarantine method (default), the f

A finer control of quarantining is available through varia
$virus_quarantine_to/$spam_quarantine_to. It may be a s

2, section
play-name must be
spaces and dots.

ydomain>";
mple.com>";

tmaster@example.com>';

)

in;

sender)
f, or set explicitly

arantine method)

ult
ault

‘local:’
us-%i-%n.bsmtp";
-%Db-%i-%n.bsmtp";

ollowing applies:

ble
imple scalar string,

or a ref to a hash lookup table, or a regexp lookup table objec t,

which makes possible to set up per-recipient quarantine ad

The value of scalar $virus_quarantine_to/$spam_quarant
per-recipient lookup result from the hash table %$virus_q
is/are interpreted as follows:

#
#
#
#
#
#
#
#
#
#
#
# VARIANT 1:
# empty or undef disables quarantine;
#
#
#
#
#
#
#
#
#
#
#
#

VARIANT 2:

a string NOT containing an '@";
amavisd will behave as a local delivery agent (LDA) and will
viruses to local files according to hash %local_delivery_
aliases map) - see subroutine mail_to_local_mailbox() fo
Some of the predefined aliases are 'virus-quarantine' and
Setting $virus_quarantine_to ($spam_quarantine_to) to

* if SQUARANTINEDIR is a directory, each quarantined virus

to a separate file in the $QUARANTINEDIR directory (tradit

amavis style, similar to maildir mailbox format);

dresses.

ine_to (or a
uarantine_to)

quarantine
aliases (pseudo
r details.
'spam-quarantine’.
this string will:

will go
ional
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* otherwise $QUARANTINEDIR is treated as a file name of a Uni
mailbox. All quarantined messages will be appended to this
Amavisd child process must obtain an exclusive lock on the f
delivery, so this may be less efficient than using individu
or forwarding to MTA, and it may not work across NFS or other n
file systems (but may be handy for pickup of quarantined fil
for example);

VARIANT 3:

any email address (must contain '@").
The e-mail messages to be quarantined will be handed to MTA
for delivery to the specified address. If a recipient addre
is desired, you may leave the domain part empty, e.g. 'infec
‘@' character must nevertheless be included to distinguis

This method enables more refined delivery control made ava
(e.g. its aliases file, other local delivery agents, deali
privileges and file locking when delivering to user's mail
delivery and forwarding, fan-out lists). Make sure the mai

will not be handed back to amavisd for checking, as this will
(hopefully broken at some stage)! If this can be assured, no
will benefit too from not being unnecessarily virus-scann

By default this is safe to do with Postfix and Exim v4 and dual
setup, but probably not safe with sendmail milter interfac
precaution.

HOH K H HHHHHHHHHHHHHHHHHEHHHHHEH

x-style
file.
ile during
al files
on-local
es via IMAP

ss local to MTA
ted@', but the
h it from variant 2.

ilable by MTA
ng with
box, nonlocal
|-to-be-quarantined
cause a loop
tifications
ed.

-sendmail
e without

# (the default value is undef, meaning no quarantine)

$virus_quarantine_to = 'virus-quarantine’; # traditiona | local quarantine
#$virus_quarantine_to = 'infected@"; # forward to MTA for d elivery
#$virus_quarantine_to = "virus-quarantine\@$mydomain" ; # similar
#$virus_guarantine_to = 'virus-quarantine@example.com ', # similar
#3$virus_quarantine_to = undef; # no quarantine

#

#$virus_quarantine_to = new_RE( # per-recip multiple quar

# [grruser@example\.com$'i => 'infected@",

# [gr™(.*)@example\.com$'i => 'virus-${1}@example.com 1,

# [ar(M)(@[@])?$' => 'virus-${1}${2}1,

# [qrl.*/ => 'virus-quarantine'] );

# similar for spam

# (the default value is undef, meaning no quarantine)

#

$spam_quarantine_to = 'spam-quarantine’;

#$spam_quarantine_to = "spam-quarantine\@$mydomain";

#$spam_quarantine_to = new_RE( # per-recip multiple quara

# [gr™(.*)@example\.com$'i => 'spam-${1}@example.com’ 1,
# [qrl.*/ => 'spam-quarantine );

# In addition to per-recip quarantine, a by-sender lookup is

# similar to $spam_quarantine_to, but the lookup key is the s
#$spam_quarantine_bysender_to = undef;  # dflt: no by-send

# Add X-Virus-Scanned header field to mail?

possible. It is
ender address:
er spam quarantine

antines

ntines
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$X_HEADER_TAG = 'X-Virus-Scanned’; # (default: undef)
# Leave empty to add no header # (default: undef)
$X_HEADER_LINE = "by $myversion (Debian) at $mydomain”;

$remove_existing_x_scanned_headers = 0; # leave existing
#$remove_existing_x_scanned_headers= 1; # remove existi
# (defaults to false)
#$remove_existing_spam_headers = 0;
$remove_existing_spam_headers = 1;
# spam scanning is enabled (default)

# leave existing X-Sp
# remove existing spam

set $bypass_decode_parts to true if you only do spam scanni
have a good virus scanner that can deal with compression and
unpacking archives by itself, and save amavisd the trouble
Disabling decoding also causes banned_files checking to o

MIME names and MIME content types, not the content classifi

as provided by the file(1) utility.

It is a double-edged sword, make sure you know what you are do

HOHH R H HHH

#$bypass_decode_parts = 1; # (defaults to false)

# don't trust this file type or corresponding unpacker for th

# keep both the original and the unpacked file for a virus chec

# (lookup key is what file(1) utility returned):

#

$keep_decoded_original_re = new_RE(
gr'*MAIL$', # retain full original message for virus checki
gr'r(ASCII(?! cpio)|textjuuencoded|xxencoded|binhex) '

);

Checking for banned MIME types and names. If any mail part ma
the whole mail is rejected, much like the way viruses are han

A list in object $banned_filename_re can be defined to prov

of Perl regular expressions to be matched against each part

* Content-Type value (both declared and effective mime-ty
including the possible security risk content types
message/partial and message/external-body, as specifie

#

#

#

#

#

#

#

#

#

# * declared (i.e. recommended) file names as specified by Ml
# Content-Disposition.filename and Content-Type.name, b

# raw (encoded) form and in rfc2047-decoded form if applicab
#
#
#
#
#
#
#
#
#

* file content type as guessed by ‘file' utility, both the ra
result from 'file', as well as short type name, classified
into names such as .asc, .txt, .html, .doc, .jpg, .pdf,
.zip, .exe, ... - see subroutine determine_file_types().
This step is done only if $bypass_decode_parts is not true.

* leave $banned_filename_re undefined to disable these ch
(giving an empty list to new_RE() will also always return fa

$banned_filename_re = new_RE(
gr'\.J[a-zA-Z][a-zA-Z0-9]{0,3}\.(vbs|pif|scr|bat|com

gr'.\.(exe|vbs|pif|scr|batjcom)$'i,

# banned extension

X-Virus-Scanned alone
ng headers

am* headers alone
headers if

ng, or if you
recursively

nly see
cation types

ing!

is file type,
ker to see

ng

tches,

dled.
ide a list
's:

pe),
d by rfc2046;
ME subfields
oth in their

le;

w

ecks
Ise)

|exe|dI)$'i, # double

# extension
- basic
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gr'.\.(ade|adp|bas|bat|chm|cmd|com|cpl|crt|exe|hlp
jse|lnk|mdb|mde|msc|msi|msp|mst|pcd|pif|reg|scr|sc
vbe|vbs|wsc|wsflwsh)$'ix,

gr'’\.(exe|zip|lhajtnef)$'i,

gr' application/x-msdownload$'i,

gr'*message/partial$'i, gr'*message/external-body$'i

See http://support.microsoft.com/default.aspx?scid=
and http://www.cknow.com/vtutor/vtextensions.htm

A little trick: a pattern gr'\.exe$' matches both a short ty

as well as any file name which happens to end with .exe. If onl

a file name is desired, but not the short name, a pattern gr'.
or similar may be used, which requires that at least one char
the ".exe', and so it will never match short file types, whic
with a dot.

Section V - Per-recipient and per-sender handling, whitel

%virus_lovers, @virus_lovers_acl and $virus_lovers_re
(these should be considered policy options, they do not dis
see bypass*checks for that!)

Exclude certain RECIPIENTS from virus filtering by adding
envelope e-mail address (or domain only) to the hash %virus
the access list @virus_lovers_acl - see README.lookups an
Make sure the appropriate form (e.g. external/internal) o

is used in case of virtual domains, or when mapping external
addresses, etc. - this is MTA-specific.

Notifications would still be generated however (see the ov
picture above), and infected mail (if passed) gets additio

X-AMaViS-Alert: INFECTED, message contains virus: ...
(header not inserted with milter interface!)

NOTE (milter interface only): in case of multiple recipien

it is only possible to drop or accept the message in its entir
recipients. If all of them are virus lovers, we'll accept ma

at least one recipient is not a virus lover, we'll discard th

%bypass_virus_checks, @bypass_virus_checks_acl and $b
lookup tables:
(this is mainly a time-saving option, unlike virus_lovers

Similar in concept to %virus_lovers, a hash %bypass_virus
access list @bypass_virus_checks_acl and regexp list $hy
are used to skip entirely the decoding, unpacking and virus
but only if ALL recipients match the lookup.

%bypass_virus_checks/@bypass_virus_checks_acl/$byp

not all of them match these lookup tables. To guarantee viru

|htalinflins|ispljs|

t|shs|shb|vb]|

# banned extension - long
# banned file(1) types
# banned MIME types

, # rfc2046

kb;EN-US;q262631

pe name '.exe,
y matching
\.exed'i

acter precedes

h always start

isting, etc.

lookup tables:
able checks,

their lower-cased
_lovers, or to
d examples.
f address
to internal

erall
nal header:

ts,
ety - for all
il, but if
e message.

ypass_virus_checks_re
* |)
_checks,

pass_virus_checks_re
checking,

ass_virus_checks_re
do NOT GUARANTEE the message will NOT be checked for viruses
still happen when there is more than one recipient for a mess

- this may
age, and
s delivery,
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# a recipient must also match %virus_lovers/@virus_lovers _acl lookups
# (but see milter limitations above),
# NOTE: it would not be clever to base virus checks on SENDER ad dress,
# since there are no guarantees that it is genuine. Many virus es
# and spam messages fake sender address. To achieve selectiv e filtering
# based on the source of the mail (e.g. IP address, MTA port num ber, ...),
# use mechanisms provided by MTA if available.
Similar to lookup tables controlling virus checking, ther e exist

%spam_lovers, @spam_lovers_acl, $spam_lovers_re

%banned_files_lovers, @banned_files_lovers_acl, $ban

%bad_header_lovers, @bad_header_lovers_acl, $bad_hea
and:

%bypass_spam_checks/@bypass_spam_checks_acl/$bypas

%bypass_banned_checks/@bypass_banned_checks_acl/$b

%bypass_header_checks/@bypass_header_checks_acl/$b
See README.lookups for details about the syntax.

HOH K HHH R HHH

# The following example disables spam checking altogether,
# since it matches any recipient e-mail address (any address
# is a subdomain of the top-level root DNS domain):

#  @bypass_spam_checks_acl = qw( . );

#  @bypass_header_checks_acl = qw( user@example.com );
#  @bad_header_lovers_acl = gw( user@example.com );

# See README.lookups for further detail, and examples below

# S$virus_lovers{lc("postmaster\@$mydomain")} = 1;

# $virus_lovers{lc('postmaster@example.com’)} = 1;

# $virus_lovers{lc('abuse@example.com’)} = 1;

# $virus_lovers{lc('some.user@")} = 1; # this recipient, r

# $virus_lovers{lc(boss@example.com')} = 0; # never, eve
# $virus_lovers{lc('example.com’)} = 1; # this domain, but

# $virus_lovers{lc('.example.com’)}= 1; # this domain, in

#or:

# @virus_lovers_acl = gw( me@lab.xxx.com !lab.xxx.com .xx
#

# $bypass_virus_checks{lc('some.user2@butnot.example

# @bypass_virus_checks_acl = qw( some.ddd !butnot.exampl

# @virus_lovers_acl = qw( postmaster@example.com );
# $virus_lovers_re = new_RE( gr~(helpdesk|postmaster)@

# $spam_lovers{lc("postmasten@$mydomain”)} = 1;

# $spam_lovers{lc('postmaster@example.com’)} = 1;

# $spam_lovers{lc('abuse@example.com’)} = 1;

# @spam_lovers_acl = gw( !.example.com );

# $spam_lovers_re = new_RE( gruser@example\.com$'i );

# don't run spam check for these RECIPIENT domains:

spam scanning, banned names/types, and headers_checks co

ntrol counterparts:

ned_files_lovers_re
der_lovers_re

s_spam_checks_re
ypass_banned_checks_re
ypass_header_checks_re

egardless of domain
n if domain matches

not its subdomains
cluding its subdomains

x.com yyy.org );

.com)} = 1;

e.com .example.com );

example\.com$'i );

#  @bypass_spam_checks_acl = gw( dl.com .d2.com a.d3.com );
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# or the other way around (bypass check for all BUT these):

#  @bypass_spam_checks_acl = gw( !dl.com !.d2.com !a.d3.co m . );

# a practical application: don't check outgoing mail for spa m:

#  @bypass_spam_checks_acl = ( "L.$mydomain”, "." );

# (a downside of which is that such mail will not count as ham in SA bayes db)
# Where to find SQL server(s) and database to support SQL look ups?

# A list of triples: (dsn,user,passw). (dsn = data source nam e)

# More than one entry may be specified for multiple (backup) S QL servers.

# See 'man DBI', 'man DBD:mysql, 'man DBD:Pg', ... for det ails.

# When chroot-ed, accessing SQL server over inet socket may b e more convenient.
#

# @lookup_sql_dsn =

#  ( [DBIl:mysql:database=mail;host=127.0.0.1;port=330 6', 'userl’, 'passwdl’],

# ['DBIl:mysql:database=mail;host=host2', 'username?2’, '‘password2 );

#

# (‘mail' in the example is the database name, choose what you like)

# With PostgreSQL the dsn (first element of the triple) may lo ok like:

# 'DBI:Pg:host=host1;dbname=mail’

# The SQL select clause to fetch per-recipient policy settin gs.

# The %k will be replaced by a comma-separated list of query ad dresses

# (e.g. full address, domain only, catchall). Use ORDER, if t here

# is a chance that multiple records will match - the first matc h wins.

# If field names are not unique (e.g. 'id"), the later field ov erwrites the
# earlier in a hash returned by lookup, which is why we use 'u sers.id'.

# $sql_select_policy = 'SELECT *,users.id FROM users,poli cy'".

# ' WHERE (users.policy_id=policy.id) AND (users.email IN (%K))".
# ' ORDER BY users.priority DESC';
#
#
#
#
#
#
#
#

The SQL select clause to check sender in per-recipient whit elist/blacklist
The first SELECT argument '?' will be users.id from recipie nt SQL lookup,
the %k will be sender addresses (e.g. full address, domain o nly, catchall).
$sqgl_select_white_black_list = 'SELECT wb FROM wblist,m ailaddr'.
' WHERE (wblist.rid=?) AND (wblist.sid=mailaddr.id)".
' AND (mailaddr.email IN (%k))'.
' ORDER BY mailaddr.priority DESC;

$sqgl_select_white_black_list = undef; # undef disables SQ L white/blacklisting
# If you decide to pass viruses (or spam) to certain recipient s using the
# above lookup tables or using $final_virus_destiny=D_PAS S, you can set

# the variable $addr_extension_virus ($addr_extension_s pam) to some

# string, and the recipient address will have this string app ended

# as an address extension to the local-part of the address. Th is extension
# can be used by final local delivery agent to place such mail i n different
# folders. Leave these two variables undefined or empty stri ngs to prevent
# appending address extensions. Setting has no effect on rec ipient which will
# not be receiving viruses/spam. Recipients who do not match lookup tables
# local_domains* are not affected.

#

# LDAs usually default to stripping away address extension i f no special

# handling is specified, so having this option enabled norma lly does no harm,
# provided the $recipients_delimiter matches the setting o n the final

# MTA's LDA.
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# $addr_extension_virus = ‘virus'; # (default is undef, sam e as empty)

# $addr_extension_spam = 'spam’; # (default is undef, same a S empty)

# $addr_extension_banned = 'banned’; # (default is undef, s ame as empty)

# Delimiter between local part of the recipient address and a ddress extension
# (which can optionally be added, see variables $addr_exten sion_virus and

# $addr_extension_spam). E.g. recipient address <user@ex ample.com> gets changed
# to <user+virus@example.com>.

#

# Delimiter should match equivalent (final) MTA delimiter s etting.

# (e.g. for Postfix add 'recipient_delimiter = +' to main.cf )

# Setting it to an empty string or to undef disables this featu re

# regardless of $addr_extension_virus and $addr_extensio n_spam settings.

$recipient_delimiter = '+'; # (default is '+

# true: replace extension; false: append extension
$replace_existing_extension = 1; # (default is false)

# Affects matching of localpart of e-mail addresses (left of '@")

# in lookups: true = case sensitive, false = case insensitive
$localpart_is_case_sensitive = 0; # (default is false)

# ENVELOPE SENDER WHITELISTING / BLACKLISTING - GLOBAL (RE®IENT-INDEPENDENT)
# (affects spam checking only, has no effect on virus and othe r checks)

WHITELISTING: use ENVELOPE SENDER lookups to ENSURE DELIVERY from whitelisted

senders even if the message is recognized as spam. Effectiv ely, for the

specified senders, message RECIPIENTS temporarily becom e 'spam_lovers', with
further processing being the same as otherwise specified f or spam lovers.
It does not turn off inserting spam-related headers, if the y are enabled.

BLACKLISTING: messages from specified SENDERS are DECLAR ED SPAM.

Effectively, for messages from blacklisted senders, spam level

is artificially pushed high, and the normal spam processin g applies,

resulting in 'X-Spam-Flag: YES', high 'X-Spam-Level' bar and other usual
reactions to spam, including possible rejection. If the me ssage nevertheless
still passes (e.g. for spam loving recipients), it is tagge d as BLACKLISTED
in the 'X-Spam-Status' header field, but the reported spam value and

set of tests in this report header field (if available from S pamAssassin,

which may have not been called) is not adjusted.

A sender may be both white- and blacklisted at the same time,
settings are independent. For example, being both white- a nd blacklisted,
message is delivered to recipients, but is tagged as spam.

If ALL recipients of the message either white- or blacklist the sender,
spam scanning (calling the SpamAssassin) is bypassed, sav ing on time.
The following variables (lookup tables) are available, wi th the semantics

and syntax as specified in README.lookups:

%whitelist_sender, @whitelist_sender_acl, $whitelist _sender_re
%blacklist_sender, @blacklist_sender_acl, $blacklist _sender_re

HOH K HHH R HHHHHHHHHHHH R HHH
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# SOME EXAMPLES:

#

#ACL:

# @whitelist_sender_acl = qw( .example.com );
#

# @whitelist_sender_acl = ( ".$mydomain” ); # $mydomain and
# NOTE: This is not a reliable way of turning off spam checks fo

# locally-originating mail, as sender address can easily be
# To reliably avoid spam-scanning outgoing mail,

# use @bypass_spam_checks_acl .

#RE:

# $whitelist_sender_re = new_RE(

#  gr°postmaster@.*\bexample\.com$'i,

#  qgrowner-[*@]*@'i, qr'-request@',

#  gr'\.example\.com$'i );

#

$blacklist_sender_re = new_RE(
gr'*(bulkmail|offers|cheapbenefits|earnmoney|foryou
gr”\(investments|lose_weight_today|market.alertjmon

its subdomains
r
faked.

|greatcasino)@'i,
ey2you|MyGreenCard)@'i,

gr'*(new\.tld\.registry|opt-out|opt-in|optin|saveon llsmoking2002k)@'i,
gr'°(specialoffer|specialoffers|stockalert|stopsnor ing|lwantsome)@'i,
gr'*(workathome|yesitsfree|your_friend|greatoffers) @',
gr'r(inkjetplanet|marketopt|MakeMoney)\d*@'i,

);

#HASH lookup variant:

# NOTE: Perl operator qw splits its argument string by whites pace

# and produces a list. This means that addresses can not conta in

# whitespace, and there is no provision for comments within t he string.

# You can use the normal Perl list syntax if you have special re quirements,

# e.g. map {..} (‘one user@bla’, '.second.com’), or use rea d_hash to read

# addresses from a file.

#

# a hash lookup table can be read from a file,

# one address per line, comments and empty lines are permitte d:

#

# read_hash(\%whitelist_sender, ‘'/var/amavis/whitelis t_sender’);

# ... or set directly:

map { $whitelist_sender{lc($_)}=1 } (gqw(
cert-advisory-owner@cert.org
owner-alert@iss.net
slashdot@slashdot.org
bugtraqg@securityfocus.com
NTBUGTRAQ@LISTSERV.NTBUGTRAQ.COM
security-alerts@linuxsecurity.com
amavis-user-admin@lists.sourceforge.net
razor-users-admin@lists.sourceforge.net
notification-return@lists.sophos.com
mailman-announce-admin@python.org
zope-announce-admin@zope.org
owner-postfix-users@postfix.org
owner-postfix-announce @postfix.org
owner-sendmail-announce@Lists.Sendmail. ORG
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owner-technews@postel. ACM.ORG
Ivs-users-admin@LinuxVirtualServer.org
ietf-123-owner@loki.ietf.org
cvs-commits-list-admin@gnome.org
rt-users-admin@lists.fsck.com
owner-announce@mnogosearch.org
owner-hackers@ntp.org
owner-bugs@ntp.org

clp-request@comp

.nus.edu.sg

surveys-errors@lists.nua.ie
emailNews@genomeweb.com
owner-textbreakingnews@CNNIMAIL12.CNN.COM
spamassassin-talk-admin@Ilists.sourceforge.net
yahoo-dev-null@yahoo-inc.com

Dk

# ENVELOPE SENDER WHITELISTING / BLACKLISTING - PER-RECIPEENT

H H O H

H HH H

The same semantics as for global white/blacklisting appli
time each recipient (or its domain, or subdomain, ...) can b
an individual lookup table for matching senders. The per-r
override the global lookups, which serve as a fallback defa

Specify a two-level lookup table: the key for the outer tabl
and the result should be an inner lookup table (hash or ACL or
where the key used will be the sender.

#$per_recip_blacklist_sender_lookup_tables = {

# 'userl@my.example.com'=>new_RE(qr'(inkjetplanet|m
# 'user2@my.example.com'=>[qw( spammer@d1.example,org

#,

#$per_recip_whitelist_sender_lookup_tables = {

# 'user@my.example.com' => [gw( friend@example.org .othe
# '.myl.example.com' => [qw( !foe.other.example,org .oth
# '.my2.example.com' => read_hash('/var/amavis/my2-wl.
# 'abuse@' => { 'postmaster@'=>1,

#
#,

#

‘cert-advisory-owner@cert.org'=>1, '‘owner-alert@iss

# Section VI - Resource limits

#

# Sanity limit to the number of allowed recipients per SMTP tr

# $smtpd_recipient_|

imit = 1000; # (default is 1000)

# Resource limits to protect unpackers, decompressors and v
# against mail bombs (e.g. 42.zip)

# Maximum recursion level for extraction/decoding (0O or und

$MAXLEVELS = 14;

# Maximum number
$MAXFILES = 1500

# (default is undef, no limit)

of extracted files (0 or undef disables the |
; # (default is undef, no limit)

es, but this

e given

ecipient lookups

ult.

e is recipient,
RE),

arketopt|MakeMoney)\d*@'i),
.d2.example,org )],

r.example.org )],
er.example,org )],

dat"),

.net'=>1 },

ansaction

irus scanners

ef

disables limit)

imit)
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# For the cumulative total of all decoded mail parts we set max storage size
# to defend against mail bombs. Even though parts may be delet ed (replaced
# by decoded text) during decoding, the size they occupied is _hot_ returned
# to the quota pool.

#

# Parameters to storage quota formula for unpacking/decodi ng/decompressing

#  Formula:
quota = max($MIN_EXPANSION_QUOTA,
$mail_size*$MIN_EXPANSION_FACTOR,
min($MAX_EXPANSION_QUOTA, $mail_size*$MAX_EXPANSION _FACTOR))
In plain words (later condition overrules previous ones):
allow MAX_EXPANSION_FACTOR times initial mail size,
but not more than MAX_EXPANSION_ QUOTA,
but not less than MIN_EXPANSION_FACTOR times initial mail size,
but never less than MIN_EXPANSION_QUOTA

HOHH R HH R R

#

$MIN_EXPANSION_QUOTA = 100*1024; # bytes (default undef, n ot enforced)
$MAX_EXPANSION_QUOTA = 300*1024*1024; # bytes (default un def, not enforced)

$MIN_EXPANSION_FACTOR = 5; # times original mail size (must be specified)
$MAX_EXPANSION_FACTOR = 500; # times original mail size (mu st be specified)

H*

Section VIl - External programs, virus scanners

H*

Specify a path string, which is a colon-separated string of directories
(no trailing slashes!) to be assigned to the environment va riable PATH
and to serve for locating external programs below.

H*

H*

NOTE: if $daemon_chroot_dir is nonempty, the directories will be
relative to the chroot directory specified;

H*

$path = 'fusr/local/sbin:/usr/local/bin:/usr/sbin:/sb in:/usr/bin:/bin";

Specify one string or a search list of strings (first match w ins).

The string (or: each string in a list) may be an absolute path ,

or just a program name, to be located via $path;

Empty string or undef (=default) disables the use of that ex ternal program.
Optionally command arguments may be specified - only the fi rst substring

up to the whitespace is used for file searching.

HOHH K R

$file = ‘file’; # file(1) utility; use 3.41 or later to avoid v ulnerability

$gzip = 'gzip}

$bzip2 = 'bzip2;

$lzop = 'lzop’;

$uncompress = ['uncompress', 'gzip -d', 'zcat’;

$unfreeze = [unfreeze', 'freeze -d', 'melt’, 'fcat’;

$arc = ['nomarch’, ‘'arc'];

$unarj = ['arj, 'unarj']; # both can extract, same options
$unrar = [rar, 'unrar]; # both can extract, same options
$zo0 = 'z00";

$lha = 'lha’;

$cpio = 'cpio’; # comment out if cpio does not support GNU opti ons
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# SpamAssassin settings

# Timout for SpamAssassin. This is only used if spamassassin
# override it (which it often does if sa_local_tests_only is
$sa_timeout = 300; # default is 120 seconds

# $sa_local_tests_only = 1; # defaults to false

# AWL (auto whitelisting), requires spamassassin 2.44 or be
# $sa_auto_whitelist = 1;  # defaults to undef

$sa_mail_body_size_limit = 150*1024; # don't waste time on
# (less than 1% of spam is > 64k)
# default: undef, no limitations

# default values, can be overridden by more specific lookups
$sa_tag_level_deflt = 4.0; # add spam info headers if at, or a
$sa_tag2_level_deflt = 6.3; # add 'spam detected' headers a
$sa_kill_level_deflt = $sa_tag2_level_deflt; # triggers

does NOT

not true)

tter

SA is mail is larger

, €.0. SQL
bove that level
t that level

spam evasive actions

# at or above that level: bounce/reject/drop,

# quarantine, and adding mail address

extension

#

# The $sa_tag_level_deflt, $sa_tag2_level_deflt and $sa_ kill_level_deflt

# may also be hashrefs to hash lookup tables, to make static pe r-recipient
# settings possible without having to resort to SQL or LDAP lo okups.

# a quick reference:

#  tag_level controls adding the X-Spam-Status and X-Spam-L
#  tag2_level controls adding 'X-Spam-Flag: YES', and editi

#  kill_level controls 'evasive actions' (reject, quaranti

# it only makes sense to maintain the relationship:

# tag_level <= tag2 level <= kill_level

# string to prepend to Subject header field when message exce
$sa_spam_subject_tag = "**SPAM*** '; # (defaults to undef

# (only seen when spam is not to be rejected

# and recipient is in local_domains*)

#$sa_spam_modifies_subj = 1; # may be a ref to a lookup table,
# Example: modify Subject for all local recipients except us
#$sa_spam_modifies_subj = [qw( !user@example.com . )];

# @av_scanners is a list of n-tuples, where fields semantics

# 1. av scanner plain name, to be used in log and reports;

# 2. scanner program name; this string will be submitted to su

# find_external_programs(), which will try to find the full

# path name; if program is not found, this scanner is disabled

# Besides a simple string (full program path name or just the b
# to be looked for in PATH), this may be an array ref of alternat
# program names or full paths - the first match in the list will

# As a special case for more complex scanners, this field may b
# a subroutine reference, and the whole n-tuple is passed to i

# 3. command arguments to be given to the scanner program;

# a substring {} will be replaced by the directory name to be sc
# i.e. "$tempdir/parts”, a "*" will be replaced by file names

evel headers,
ng Subject,
ne, extensions);

eds tag2 level
, disables)

default is true
er@example.com

broutine
program

asename
ive
be used;
e
t as args.

anned,
of parts;
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# 4. an array ref of av scanner exit status values, or a regexp ( to be

# matched against scanner output), indicating NO VIRUSES fo und;

# 5. an array ref of av scanner exit status values, or a regexp ( to be

# matched against scanner output), indicating VIRUSES WERE FOUND;

# Note: the virus match prevails over a 'not found' match, so i t is safe
# even if the no. 4. matches for viruses too;

# 6. a regexp (to be matched against scanner output), returni ng a list

# of virus names found.

# 7. and 8.: (optional) subroutines to be executed before and after scanner
# (e.g. to set environment or current directory);

# see examples for these at KasperskyLab AVP and Sophos sweep

NOTES:

- NOT DEFINING @av_scanners (e.g. setting it to empty list, or deleting the
whole assignment) TURNS OFF LOADING AND COMPILING OF THE ANIVIRUS CODE
(which can be handy if all you want to do is spam scanning);

- the order matters: although _all_ available entries from the list are
always tried regardless of their verdict, scanners are run in the order
specified: the report from the first one detecting a virus w ill be used
(providing virus names and scanner output); REARRANGE THE ORDER TO WILL;
- it doesn't hurt to keep an unused command line scanner entr y in the list
if the program can not be found; the path search is only perfo rmed once

during the program startup;

COROLLARY: to disable a scanner that _does_ exist on your sy stem,
comment out its entry or use undef or " as its program name/pa th
(second parameter). An example where this is almost a must: disable
Sophos ‘'sweep' if you have its daemonized version Sophie or SAVI-Perl
(same for Trophie/vscan, and clamd/clamscan), or if anoth er unrelated
program happens to have a name matching one of the entries (' sweep'

again comes to mind);

HH K R HHFHHHHHHHHHHHHEHHHHEHHHHHHRH

- it DOES HURT to keep unwanted entries which use INTERNAL SU BROUTINES
for interfacing (where the second parameter starts with \& ).
Keeping such entry and not having a corresponding virus sca nner daemon
causes an unnecessary connection attempt (which eventual ly times out,
but it wastes precious time). For this reason the daemonize d entries
are commented in the distribution - just remove the '# wher e needed.

@av_scanners = (

# ### http://www.vanja.com/tools/sophie/

# ['Sophie’,

#  \&ask _daemon, ["{}/\n", 'lvar/run/sophieT,

# 0 gr/(?x)™ 0+ ( : | pooo\n\n]* )/, qr/(?x)™ 1 ( : | [\OOO\r\n] * $)/,
# qr/(?x)™ [-+]? \d+ : (.*?) [\ooO\n\n]* %/ ],

H*

### http://www.csupomona.edu/~henson/www/projects/S AVI-Perl/
['Sophos SAVI', \&sophos_savi ],

H*

### http://clamav.elektrapro.com/
[Clam Antivirus-clamd',
\&ask_daemon, ["CONTSCAN {}\n", '/var/run/clamav/clamd .ctl,
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grAbOK$/, qrAbFOUND$/,
gr/~*?: (?!Infected Archive)(.*) FOUNDS$/ 1,

### http://www.openantivirus.org/

['OpenAntiVirus ScannerDaemon (OAV)',
\&ask_daemon, ['SCAN {}\n", '127.0.0.1:81271,
qr/"OK/, qr/"FOUND: /, gr/*"FOUND: (.+)/ ],

### http://www.vanja.com/tools/trophie/

[Trophie’,
\&ask_daemon, ['{}/An", '/var/run/trophie’],
gr/(?x)™ 0+ ( : | pooo\nnJ* $)/, aqr/(?x)™ 1 ( : | [\0OO\NNn]
qr/(?x)™ [-+]? \d+ : (*?) [\ooo\n\n]* $/ 1],

###  http://www.grisoft.com/

[AVG Anti-Virus',
\&ask_daemon, ['SCAN {}\n", '127.0.0.1:555557,
qr/~200/, qr/~403/, qr/*403 *?: (+)/ ],

###  http://www.f-prot.com/
[FRISK F-Prot Daemon’,
\&ask_daemon,
['GET {}/*?-dumb%20-archive%20-packed HTTP/1.0\r\n\r
[127.0.0.1:10200','127.0.0.1:10201','127.0.0.1:10
'127.0.0.1:10203','127.0.0.1:102041 1],
gr/(?i)<summary[*>]*>clean<\/summary>/,
gr/(?i)<summary[*>]*>infected<V'summary>/,
gr/(?i)<name>(.+)<VVname>/ ],

[KasperskyLab AVP - aveclient', [/opt/kav/bin/aveclie
-p /var/run/aveserver -s {}/*, [0,3,6,8], [2,4],
qr/LINFECTED (.+)/,

1

[KasperskyLab AntiViral Toolkit Pro (AVP)', [‘avp'],
“* -p -B -Y -O- {}, [0,3,6,8], [2,4], # any use for -A -K
gr/infected: (.+)/,
sub {chdir('/opt/AVP") or die "Can't chdir to AVP: $!"},

* $),

\n",
202,

nt','aveclient’,

?

sub {chdir($TEMPBASE) or die "Can't chdir back to $TEMPBASE $1",

I,

### The kavdaemon and AVPDaemonClient have been removed fro m Kasperky

### products and replaced by aveserver and aveclient
[KasperskyLab AVPDaemonClient',

[ 'lopt/AVP/kavdaemon', '‘kavdaemon’,
'lopt/AVP/AvpDaemonClient’, 'AvpDaemonClient’,
'lopt/AVP/AvpTeamDream’, 'AvpTeamDream’,
'lopt/AVP/avpdc', 'avpdc' ],

"-f=$TEMPBASE {}", [0,8], [3,4,5,6], gr/infected: (["r\

# change the startup-script in /etc/init.d/kavd to:

# DPARMS="-* -Y -dl -f=/var/amavis /var/amavis"

#  (or perhaps: DPARMS="-I0 -Y -* /var/amavis" )

# adjusting /var/amavis above to match your $STEMPBASE.

# The '-f=/var/amavis' is needed if not running it as root, so

# can find, read, and write its pid file, etc., see 'man kavdae

# defUnix.prf: there must be an entry "*/var/amavis" (or wha

#  directory $STEMPBASE specifies) in the 'Names=' section.

n+)/ 1,

mon'.
tever
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# cd /opt/AVP/DaemonClients; configure; cd Sample; make
# cp AvpDaemonClient /opt/AVP/
# su - vscan -c "${PREFIX}/kavdaemon ${DPARMS}"

### http://www.hbedv.com/ or http://www.centralcommand .com/
[H+BEDV AntiVir or CentralCommand Vexira Antivirus',
[‘antivir','vexiraT,
"--allfiles -noboot -nombr -rs -s -z {}', [0], qr/ALERT:|VI RUS:/,
ar/(?x)Ms* (?: ALERT: \s* (2: \[ | ["]* ') |
(7)) VIRUS:\ *?\ virus\ ?) ( [M\\s']+ )/ ],
# NOTE: remove the -z if you only have a demo version

### http://www.commandsoftware.com/
[[Command AntiVirus for Linux', ‘csav’,
-all -archive -packed {}', [50], [51,52,53],
gr/infection: (.+)/ ],

### http://www.symantec.com/

[[Symantec CarrierScan via Symantec CommandLineScanner' ,
‘cscmdline’, -a scan -i 1 -v -s 127.0.0.1:7777 {},
gr/~Files Infected:\s+0%/, qr/*Infected\b/,
gr/~(?:Info|Virus Name):\s+(.+)/ 1],

### http://www.symantec.com/
[Symantec AntiVirus Scan Engine’,

'savsecls', '-server 127.0.0.1:7777 -mode scanrepair -de tails -verbose {},

[0], gr/~Infected\b/,
gr/A(?:Info|Virus Name):\s+(.+)/ ],

# NOTE: check options and patterns to see which entry better a pplies

### http://drweb.imshop.de/

[Dr.Web Antivirus for Linux/FreeBSD/Solaris', ‘drweb’,
-al -ar -fm -go -ha -ml -ni -ot -sd -up {},
[0], [1], sub {(‘no-name"} ],

[Dr.Web Daemon', \&ask_daemon,

[pack(N',1). # DRWEBD_SCAN_CMD - 1
pack(N',1). # DRWEBD_RETURN_VIRUSES
pack('N', # path length

length("$TEMPBASE/amavis-yyyymmddTHHMMSS-xxxxx/par ts/part-xxxxx")).
. # path
pack('N',0) . pack('N',0),
'fusr/local/drweb/run/drwebd.sock’],

qr/M\x00(\x00|\x01)\x00\x00/,

qr/M\x00(\x00|\x01)\x00(\x20|\x40|\x80)/,

gr/infected with ([*\x00]+)\x00\z/

I,

### http://www.f-secure.com/products/anti-virus/
[F-Secure Antivirus', 'fsav',

--dumb --archive {}, [0], [3,8],

gr/infection: (.+)/ 1],

[CAI InoculatelT', 'inocucmd’,
-sec -nex {}', [0], [100],
gr/was infected by virus (.+)/ ],
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[MKkS_Vir for Linux (beta)’, ['mks32','mks1,
s {}*, [0], [1,2], # any use for options: -a -¢c  ?
ar/--[ \*(+)/ 1,

### http://www.nod32.com/
[ESET Software NOD32', 'nod32',
-all -subdir+ {}', [0], [1,2],
qgrir+? - (+?)\s*(?:backdoor|joke|trojan|virus|worm) /1,

### http://www.nod32.com/

[ESET Software NOD32 - Client/Server Version', 'nod32cli '
“a -r -d recurse --heur standard {}, [0], [10,11],
griM\S+\s+infected:\s+(.+)/ ],

### http://www.norman.com/products_nvc.shtml
[Norman Virus Control v5 / Linux', 'nvcemd',
-c -0 -s -u {}', [0], [1],
qr/(?i).* virus in .* -> V'(+)\/ ],

### http://www.pandasoftware.com/

[Panda Antivirus for Linux', [‘pavcl],
-aut -aex -heu -cmp -nbr -nor -nso -eng {},
gr/Number of files infected[ \.]*: 0(?"\d)/,
gr/Number of files infected[ \.]J*: 0*[1-9]/,
gr/Found virus :\s*(\S+)/ ],

GeCAD AV technology is acquired by Microsoft; RAV has been d iscontinued.
Check your RAV license terms before fiddling with the follo wing two lines!
[GeCAD RAV AntiVirus 8', 'ravav',

‘--all --archive --mail {}', [1], [2,3,4,5], qr/Infected ()],
# NOTE: the command line switches changed with scan engine 8 51

# (btw, assigning stdin to /dev/null causes RAV to fail)

### http://www.nai.com/

[NAI McAfee AntiVirus (uvscan), 'uvscan’,
'--secure -rv --summary --noboot - {}', [0], [13],
gr/(?x) Found (?:

\ the\ (.+)\ (?:virusjtrojan) |
\ (?:virus|trojan)\ on\ variant\ ([ 1+) |
A ((H)\ NOT\ a\ virus)/,

# sub {$ENV{LD_PRELOAD}="lib/libc.s0.6,

# sub {delete $ENV{LD_PRELOAD}},

1

# NOTE with RH9: force the dynamic linker to look at /lib/libc .50.6 before
# anything else by setting environment variable LD_PRELOAD =/lib/libc.s0.6

# and then clear it when finished to avoid confusing anything else

### http://www.virusbuster.hu/en/
['VirusBuster', ['vbuster', 'vbengcl],

# VirusBuster Ltd. does not support the daemon version for th e workstation
# engine (vbuster-eng-1.12-linux-i386-libc6.tgz) any lo nger. The names of
# binaries, some parameters AND return codes (from 3 to 1) cha nged.

"} -ss -i "*' -log=$MYHOME/vbuster.log", [0], [1],
gr/: '(.:*)" - Virus/ ],

###  http://www.virusbuster.hu/en/
['VirusBuster (Client + Daemon)’, 'vbengd',
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# # HINT: for an infected file it returns always 3,
#  # although the man-page tells a different story
# '-f -log scandir {}', [0], [3],
#  gr/Virus found = (.*);/ ],
### http://www.cyber.com/
[CyberSoft VFind', 'vfind',
--vexit {}/*', [0], [23], qri##==>>>> VIRUS ID: CVDL (.+)/ ,
# sub {SENV{VSTK_HOME]}="/usr/lib/vstk'},
1,
### http://www.ikarus-software.com/
[lkarus AntiVirus for Linux', ‘ikarus',
{}, [0], [40], qgr/Signature (.+) found/ ],
### http://www.bitdefender.com/
['BitDefender', 'bdc',
--all --arc {}', qr/*Infected files *:0(?"\d)/,
gr/~(?:Infected files|ldentified viruses|Suspect files ) *:0*[1-9]/,
gr/(?:suspected|infected): (.*)\033/ ],
);
# If no virus scanners from the @av_scanners list produce ‘cl ean' nor
# ‘infected' status (e.g. they all fail to run or the list is em pty),
# then _all_ scanners from the @av_scanners_backup list are tried.
# When there are both daemonized and command-line scanners a vailable,
# it is customary to place slower command-line scanners in th e
# @av_scanners_backup list. The default choice is somewhat arbitrary,
# move entries from one list to another as desired.

@av_scanners_backup = (

### http://clamav.elektrapro.com/

[Clam Antivirus - clamscan', 'clamscan’,
"--stdout --disable-summary -r {}', [0], [1],
gr/~*?: (?!Infected Archive)(.*) FOUNDS$/ 1,

### http://www.f-prot.com/

[FRISK F-Prot Antivirus', ['f-prot','f-prot.shT,
-dumb -archive -packed {}', [0,8], [3,6],
gr/infection: (.+)/ ],

### http://www.trendmicro.com/
[Trend Micro FileScanner', [/etcliscan/vscan','vscan T,
“a {}', [0], qr/Found virus/, gr/Found virus (.+) in/ ],

[KasperskyLab kavscanner', [/opt/kav/bin/kavscanner ''kavscanner'],
il -xp {}', [0,10,15], [5,20,21,25],
gr/(?:CURED|INFECTED|CUREFAILED|WARNING|SUSPICION) ( .}/ ,
sub {chdir('/opt/kav/bin’) or die "Can't chdir to kav: $!"} ,

sub {chdir(STEMPBASE) or die "Can't chdir back to $TEMPBASE $"},
1
# Commented out because the name 'sweep' clashes with the Deb ian package of
# the same name. Make sure the correct sweep is found in the pat h when enabling

#
# ### http://www.sophos.com/
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['Sophos Anti Virus (sweep)', 'sweep’,

-nb -f -all -rec -ss -sc -archive {},

[0,2], qr/Virus .*? found/,

gr/~>>> Virus(?:(?: fragment)? '?(.+?)'? found)/,
# sub {$ENV{SAV_IDE}="/usr/local/sav'},
1,

always succeeds (uncomment to avoid mail requeue if all oth er scanners fail)
['always-clean’, sub {0}],

#*

# Section VIII - Debugging

# The most useful debugging tool is to run amavisd-new non-de tached
# from a terminal window:
# amavisd debug

# Some more refined approaches:

# If sender matches ACL, turn debugging fully up, just for thi S one message
#@debug_sender_acl = ( "test-sender\@$mydomain” );
#@debug_sender_acl = qw( debug@example.com );

# May be useful along with @debug_sender_acl:
# Prevent all decoded originals being deleted (replaced by d ecoded part)
#%keep_decoded_original_re = new_RE( qr/.*/ );

# Turn on SpamAssassin debugging (output to STDERR, use with ‘amavisd debug’)
#$sa_debug = 1; # defaults to false
Hommmee e

1; # insure a defined return
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0. PREAMBLE

The purpose of this License is to make a manual, textbooktharevritten document “free" in the sense of
freedom: to assure everyone the effective freedom to cogyextistribute it, with or without modifying it, either
commercially or noncommercially. Secondarily, this Liserpreserves for the author and publisher a way to get
credit for their work, while not being considered respotesfbr modi cations made by others.

This License is a kind of "copyleft", which means that deti@works of the document must themselves be free
in the same sense. It complements the GNU General Publiogécavhich is a copyleft license designed for free
software.

We have designed this License in order to use it for manualsde software, because free software needs free
documentation: a free program should come with manualdgiraythe same freedoms that the software does.
But this License is not limited to software manuals; it carubed for any textual work, regardless of subject
matter or whether it is published as a printed book. We recenththis License principally for works whose
purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work that costainotice placed by the copyright holder saying it
can be distributed under the terms of this License. The "Dwu”, below, refers to any such manual or work.
Any member of the public is a licensee, and is addressed as."yo

A "Modi ed Version" of the Document means any work contaigithe Document or a portion of it, either
copied verbatim, or with modi cations and/or translatetbianother language.

A "Secondary Section" is a named appendix or a front-magietian of the Document that deals exclusively
with the relationship of the publishers or authors of the ient to the Document's overall subject (or to
related matters) and contains nothing that could fall diyegithin that overall subject. (For example, if the
Documentis in part a textbook of mathematics, a Secondarfd@emay not explain any mathematics.) The
relationship could be a matter of historical connectiorhwlite subject or with related matters, or of legal,
commercial, philosophical, ethical or political positimgarding them.

The "Invariant Sections" are certain Secondary Sectiorsswlitles are designated, as being those of Invariant
Sections, in the notice that says that the Document is redeasder this License.

The "Cover Texts" are certain short passages of text thdiséed, as Front-Cover Texts or Back-Cover Texts, in
the notice that says that the Document is released unddriti@ese.

A "Transparent" copy of the Document means a machine-réadapy, represented in a format whose

speci cation is available to the general public, whose eaotd can be viewed and edited directly and
straightforwardly with generic text editors or (for imagesnposed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and thatigable for input to text formatters or for automatic
translation to a variety of formats suitable for input tottEarmatters. A copy made in an otherwise Transparent
le format whose markup has been designed to thwart or disgeisubsequent modi cation by readers is not
Transparent. A copy that is not "Transparent" is called "ggd4.

Examples of suitable formats for Transparent copies irepldin ASCII without markup, Texinfo input format,
LaTeX input format, SGML or XML using a publicly available DT and standard-conforming simple HTML
designed for human modi cation. Opaque formats include®adpt, PDF, proprietary formats that can be read
and edited only by proprietary word processors, SGML or XMtEwhich the DTD and/or processing tools are
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not generally available, and the machine-generated HTMidpeced by some word processors for output
purposes only.

The "Title Page" means, for a printed book, the title paggfitplus such following pages as are needed to hold,
legibly, the material this License requires to appear irtitteepage. For works in formats which do not have any
title page as such, "Title Page" means the text near the mostipent appearance of the work's title, preceding
the beginning of the body of the text.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, eitbenmercially or noncommercially, provided
that this License, the copyright notices, and the license@saying this License applies to the Document are
reproduced in all copies, and that you add no other conditidmatsoever to those of this License. You may not
use technical measures to obstruct or control the readifgthier copying of the copies you make or distribute.
However, you may accept compensation in exchange for cdpigsu distribute a large enough number of
copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stataceahnd you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies of the Document numbering nthes 100, and the Document's license notice
requires Cover Texts, you must enclose the copies in colvatgarry, clearly and legibly, all these Cover Texts:
Front-Cover Texts on the front cover, and Back-Cover Tertthe back cover. Both covers must also clearly and
legibly identify you as the publisher of these copies. Tlaficover must present the full title with all words of
the title equally prominent and visible. You may add otheterial on the covers in addition. Copying with
changes limited to the covers, as long as they preservetiheftthe Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminoustttegibly, you should put the rst ones listed (as many
as treasonably) on the actual cover, and continue the nafst adjacent pages.

If you publish or distribute Opaque copies of the Documemhbering more than 100, you must either include a
machine-readable Transparent copy along with each Opagpyear state in or with each Opaque copy a
publicly-accessible computer-network location contajré complete Transparent copy of the Document, free of
added material, which the general network-using publicdtagss to download anonymously at no charge using
public-standard network protocols. If you use the latteiap you must take reasonably prudent steps, when
you begin distribution of Opaque copies in quantity, to eashat this Transparent copy will remain thus
accessible at the stated location until at least one yearthie last time you distribute an Opaque copy (directly
or through your agents or retailers) of that edition to thbljou

Itis requested, but not required, that you contact the astbithe Document well before redistributing any large
number of copies, to give them a chance to provide you withpatated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modi ed Version of the Documentler the conditions of sections 2 and 3
above, provided that you release the Modi ed Version undecisely this License, with the Modi ed Version
lling the role of the Document, thus licensing distributi@nd modi cation of the Modi ed Version to whoever
possesses a copy of it. In addition, you must do these thintjeiModi ed Version:
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A. Use in the Title Page (and on the covers, if any) a titleidéstfrom that of the Document, and from those of
previous versions (which should, if there were any, bedigtethe History section of the Document). You
may use the same title as a previous version if the originbligler of that version gives permission.

B. List on the Title Page, as authors, one or more personstitiesmesponsible for authorship of the
modi cations in the Modi ed Version, together with at least of the principal authors of the Document
(all of its principal authors, if it has less than ve).

C. State on the Title page the name of the publisher of the Mddiersion, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modi cat®adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, ariee notice giving the public permission to use the
Modi ed Version under the terms of this License, in the forhown in the Addendum below.

G. Preserve in that license notice the full lists of Invari@actions and required Cover Texts given in the
Document's license notice.

H. Include an unaltered copy of this License.

I. Preserve the section entitled "History", and its titledadd to it an item stating at least the title, year, new
authors, and publisher of the Modi ed Version as given onTtike Page. If there is no section entitled
"History" in the Document, create one stating the title,ryaathors, and publisher of the Document as
given on its Title Page, then add an item describing the MediMersion as stated in the previous sentence.

J. Preserve the network location, if any, given in the Docoifiegr public access to a Transparent copy of the
Document, and likewise the network locations given in theloent for previous versions it was based on.
These may be placed in the "History" section. You may omittavagk location for a work that was
published at least four years before the Document itself,tbe original publisher of the version it refers to
gives permission.

K. In any section entitled "Acknowledgements" or "Dedioas", preserve the section's title, and preserve in
the section all the substance and tone of each of the cotdriboknowledgements and/or dedications given
therein.

L. Preserve all the Invariant Sections of the Document,tenadl in their text and in their titles. Section
numbers or the equivalent are not considered part of thesddtes.

M. Delete any section entitled "Endorsements”. Such a@eatiay not be included in the Modi ed Version.
N. Do not retitle any existing section as "Endorsementsbarmn ict in title with any Invariant Section.

If the Modi ed Version includes new front-matter sectionsappendices that qualify as Secondary Sections and
contain no material copied from the Document, you may at ytion designate some or all of these sections as
invariant. To do this, add their titles to the list of Invari&ections in the Modi ed Version's license notice.
These titles must be distinct from any other section titles.

You may add a section entitled "Endorsements”, providedritains nothing but endorsements of your Modi ed
Version by various parties--for example, statements of pmeew or that the text has been approved by an
organization as the authoritative de nition of a standard.

You may add a passage of up to ve words as a Front-Cover Taegtagassage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in thediked Version. Only one passage of Front-Cover
Text and one of Back-Cover Text may be added by (or througingements made by) any one entity. If the
Document already includes a cover text for the same covevjqusly added by you or by arrangement made by
the same entity you are acting on behalf of, you may not adthandbut you may replace the old one, on
explicit permission from the previous publisher that adttedold one.

The author(s) and publisher(s) of the Document do not bytticisnse give permission to use their names for
publicity for or to assert or imply endorsement of any Modi ¥ersion.
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5. COMBINING DOCUMENTS

You may combine the Document with other documents releasddrnihis License, under the terms de ned in
section 4 above for modi ed versions, provided that youinld in the combination all of the Invariant Sections
of all of the original documents, unmodi ed, and list therhas Invariant Sections of your combined work in its
license notice.

The combined work need only contain one copy of this Liceasd,multiple identical Invariant Sections may be
replaced with a single copy. If there are multiple Invari&ettions with the same name but different contents,
make the title of each such section unique by adding at thegihdn parentheses, the name of the original
author or publisher of that section if known, or else a uniqueber. Make the same adjustment to the section
titles in the list of Invariant Sections in the license netaf the combined work.

In the combination, you must combine any sections entititidtory” in the various original documents, forming
one section entitled "History"; likewise combine any sews entitied "Acknowledgements"”, and any sections
entitled "Dedications". You must delete all sections éedit' Endorsements."

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document andratbeuments released under this License, and
replace the individual copies of this License in the varidasuments with a single copy that is included in the
collection, provided that you follow the rules of this Licenfor verbatim copying of each of the documents in
all other respects.

You may extract a single document from such a collection,disitiibute it individually under this License,
provided you insert a copy of this License into the extracklecument, and follow this License in all other
respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with otheparate and independent documents or works, in or
on a volume of a storage or distribution medium, does not as@enrcount as a Modi ed Version of the
Document, provided no compilation copyright is claimedtfee compilation. Such a compilation is called an
"aggregate", and this License does not apply to the othkceatained works thus compiled with the Document,
on account of their being thus compiled, if they are not thelwes derivative works of the Document.

If the Cover Text requirement of section 3 is applicable &sthcopies of the Document, then if the Document is
less than one quarter of the entire aggregate, the Docusri@over Texts may be placed on covers that surround
only the Document within the aggregate. Otherwise they mppear on covers around the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modi cation, so you mastribute translations of the Document under the
terms of section 4. Replacing Invariant Sections with ti@iens requires special permission from their
copyright holders, but you may include translations of semall Invariant Sections in addition to the original
versions of these Invariant Sections. You may include astedion of this License provided that you also include
the original English version of this License. In case of agieement between the translation and the original
English version of this License, the original English verswill prevail.

153



Apéndice J. GNU Free Documentation License

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Dnent except as expressly provided for under this
License. Any other attempt to copy, modify, sublicense stritiute the Document is void, and will automatically
terminate your rights under this License. However, paxties have received copies, or rights, from you under
this License will not have their licenses terminated so lasguch parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revisedaessf the GNU Free Documentation License from
time to time. Such new versions will be similar in spirit teethresent version, but may differ in detail to address
new problems or concerns. See http://www.gnu.org/coplylef

Each version of the License is given a distinguishing versiomber. If the Document speci es that a particular
numbered version of this License "or any later version” &b it, you have the option of following the terms
and conditions either of that speci ed version or of anytatersion that has been published (not as a draft) by
the Free Software Foundation. If the Document does not §paeiersion number of this License, you may
choose any version ever published (not as a draft) by the$oéware Foundation.
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